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Key Takeaways

e On March 23, 2026, the FCC updated its Covered List to categorically ban new equipment
authorizations for all consumer routers manufactured outside the United States, citing
"unacceptable risk to the national security of the United States." This is the first production-
country-based categorical prohibition in Covered List history — a significant departure from
the prior practice of naming specific entities [4][12].

e The ban prohibits new FCC equipment authorizations, which are required to import or sell
devices in the U.S. market. Existing authorized models may continue to be used; firmware and
software updates for previously authorized routers are permitted under a waiver through at
least March 1, 2027 [5].

e The policy directly cites the threat posed by PRC-linked threat actors — particularly Volt
Typhoon, Flax Typhoon, and Salt Typhoon — who have systematically weaponized SOHO and
enterprise routers to construct botnets, proxy attack traffic into critical infrastructure, and
compromise domestic telecommunications providers at scale [6][7][8].

e Concurrent with the FCC action, TP-Link disclosed CVE-2025-15517, a critical authentication
bypass vulnerability (CVSS 8.6) in its Archer NX series allowing unauthenticated remote
attackers to upload arbitrary firmware and achieve full device takeover [9][11].

e Enterprise security teams should treat this reqgulatory action not merely as a procurement
policy but as a forcing function to audit the current router inventory, document supply chain
provenance, and accelerate network segmentation strategies that reduce dependence on any

single hardware vendor's security posture.

Background

The FCC Covered List: Purpose and Prior Scope

The FCC's Covered List is the primary regulatory mechanism established by the Secure and Trusted
Communications Networks Act of 2019 to exclude equipment posing unacceptable national security risks
from U.S. communications infrastructure [1]. Placement on the list blocks new FCC equipment
authorizations — the regulatory approvals required to import and sell devices in the U.S. market — while
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not retroactively removing existing authorized equipment from circulation. Since the FCC issued
implementing rules under the Act in November 2022, the list has grown to include a range of named
entities: Huawei and ZTE (telecommunications infrastructure), Hytera (communications equipment),
Hikvision and Dahua (video surveillance systems), China Mobile, China Telecom, China Unicom, and
Pacific Networks (telecommunications services), and Kaspersky Lab (information security products and
services) [2]. In late 2025 and early 2026, the FCC extended the list further, adding foreign-
manufactured unmanned aerial systems and their critical components [3].

The historical pattern across all prior Covered List entries was consistent: each action targeted a
specific, named commercial entity. The determination was made entity by entity, often following formal
national security reviews, and was bounded by the particular product categories that entity supplied.
This approach allowed for precision but also created potential gaps in coverage — a manufacturer could
restructure corporate ownership, relocate headquarters, or shift manufacturing operations in ways that
might sidestep entity-specific designations. TP-Link underwent a corporate restructuring in 2022 and, in
2024, established a global headquarters in California while shifting manufacturing operations to Vietnam
[4]; critics argued these moves were intended to sidestep entity-specific Covered List designations,

while TP-Link maintained they reflected legitimate business decisions [13].

The March 2026 Expansion: A Categorical Ban

The March 23, 2026 Covered List update broke with that precedent. Following a National Security
Determination (NSD) issued March 20, 2026 by a White House-convened interagency committee, the
FCC added a new category: "Routers produced in a foreign country, except routers which have been
granted a Conditional Approval by the Department of War (DoW; designated under Executive Order
14347, September 2025) or the Department of Homeland Security (DHS)" [4][5][12]. FCC Chairman
Brendan Carr described the foreign router supply chain as presenting risks that are "unacceptable” to

Americans and the underlying communications networks the country depends on [4].

The categorical formulation is deliberate. Because virtually all consumer routers — regardless of brand —
are manufactured outside the United States, the ban's practical scope encompasses the entirety of the
mass-market router industry. TP-Link acknowledged publicly that "virtually all routers are made outside
the United States," noting that major brands including NETGEAR and Google Nest WiFi fall within scope
[4][10]. Manufacturers may apply for a Conditional Approval by submitting a detailed supply chain and
ownership disclosure to conditional-approvals@fcc.gov [5]; approvals are discretionary, time-limited to
approximately 18 months, and require a specific determination from DoW or DHS that the applicant's
products do not pose national security risks [5]. As of this writing, no consumer router Conditional

Approvals are publicly listed on the FCC's website [5].
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Security Analysis

Why Consumer Routers Are High-Value National Security Targets

Consumer and small-office routers occupy a unique position in the threat landscape. They sit at the
boundary of every network they serve, handling all traffic traversing that boundary. Firmware-level
compromise — whether introduced at the factory, seeded through a malicious update, or achieved
through exploitation of unpatched vulnerabilities — is difficult for most users to detect and remediate;
unlike software processes, firmware modifications are not visible to host-based security tools and may
survive factory resets. End-of-life devices, which manufacturers commonly stop patching well before
users stop operating them, persist on networks for extended periods beyond their supported lifecycle.
These characteristics make routers both an attractive target for sophisticated threat actors and a

challenging problem for defenders whose visibility typically ends at the managed network edge.

For enterprises, the attack surface has expanded with hybrid work adoption. Corporate network
perimeters now effectively extend into employees' homes, where consumer-grade routers serve as the
last-mile gateway between corporate endpoints and the internet. A threat actor with firmware-level
access to a residential router in the home of a network engineer, system administrator, or executive gains
a persistent footing that can be used to intercept credentials, perform man-in-the-middle attacks on

authenticated sessions, or establish persistent access that survives endpoint remediation efforts entirely.

PRC-Linked Threat Actor Exploitation of Router Infrastructure

The FCC's NSD explicitly grounds the router ban in a documented pattern of exploitation by PRC-linked
threat actors who have demonstrated sustained, sophisticated abuse of router infrastructure against U.S.

targets.

Volt Typhoon, a PRC state-sponsored actor focused on pre-positioning within U.S. critical infrastructure
— power grids, water systems, communications networks — relied heavily on end-of-life Cisco and
Netgear SOHO routers to construct the KV Botnet, which was used to proxy attack traffic and obscure
the origins of intrusion activity [6]. This infrastructure enabled Volt Typhoon to blend into residential and
small-business network traffic while maintaining persistent footholds in operational technology
environments. The FBI dismantled the KV Botnet in January 2024, but the underlying technique — using
consumer routers as anonymizing relay nodes — remains viable across the population of unpatched
devices [6].
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Flax Typhoon, another PRC-attributed actor, operated a botnet of approximately 260,000
compromised loT devices at peak activity, with roughly half located within the United States, including
home routers, IP cameras, digital video recorders, and NAS appliances [7]. The botnet was used to
target corporations, defense research universities, media organizations, and government agencies by
routing attack traffic through residential devices to simulate domestic origination.

Salt Typhoon caused the most extensively documented breach scope of any recent router-linked
intrusion campaign, compromising at least nine major U.S. telecommunications carriers — confirmed
victims include Verizon, AT&T, T-Mobile, Spectrum, Lumen, Consolidated Communications, and
Windstream — ultimately accessing lawful intercept infrastructure, the systems used to execute court-
ordered wiretaps [8]. Salt Typhoon obtained lists of U.S. government surveillance targets from these
systems and, per reporting citing an FBI assessment from August 2025, the group had compromised at
least 200 companies across 80 countries [8]. Reporting suggests compromised network devices served
as persistent access footholds enabling lateral movement into carrier backbone infrastructure, though
the specific device classes used in initial access have not been fully disclosed publicly.

These three campaigns illustrate a coherent strategic approach: use ubiquitous, difficult-to-monitor
consumer hardware as a distributed attack platform, exploiting the gap between the scale of consumer

router deployment and the security resources available to defend it.

Concurrent Disclosure: The TP-Link Archer NX Vulnerability Cluster

The timing of the FCC's regulatory action coincides with a TP-Link security advisory disclosing a cluster
of four high-severity vulnerabilities in the Archer NX router series, filed against firmware builds dated
March 9-11, 2026 [9][11].

The primary vulnerability, CVE-2025-15517, is an authentication bypass affecting the HTTP server CGl
endpoints in the Archer NX200, NX210, NX500, and NX600 — scoring 8.6 (High) on the CVSS v4.0
scale [9]. The vulnerability allows an unauthenticated remote attacker to perform privileged HTTP
actions without authentication, including firmware upload and configuration operations, enabling
complete device takeover without any user interaction or credentials. The accompanying vulnerability
CVE-2025-15605 (CVSS 8.5) involves a hardcoded cryptographic key in the device configuration, which
allows an attacker with access to encrypted configuration files to decrypt, modify, and re-encrypt them —
enabling persistent, low-visibility manipulation of device settings that could survive firmware re-flashing

if a backdoored configuration backup is restored [9].

Two additional command injection flaws (CVE-2025-15518 and CVE-2025-15519, both CVSS 8.5)
compound the risk by providing privilege escalation paths once initial access is established through CVE-
2025-15517 [9]. TP-Link has released patched firmware (build 260309-260311 onward) and the NX

© 2026 Cloud Security Alliance. Unofficial Al-assisted Research. 6



series is not sold in the U.S. market [9]; however, from a policy standpoint, the advisory's broader
significance extends beyond the specific affected models to what it confirms: that consumer router
firmware continues to harbor critical authentication weaknesses of exactly the type that state-sponsored
actors exploit to establish the stealthy, persistent access described above. The hardcoded key in CVE-
2025-15605 is particularly notable because it is embedded at the firmware level, meaning it affects
every device shipped with that firmware build and cannot be fully addressed by software patches alone —

a characteristic that distinguishes it from typical runtime vulnerabilities.

The Policy Departure: From Entity Bans to Category Bans

The categorical nature of the March 2026 Covered List expansion has significant implications that
extend beyond the immediate router market. By banning an entire hardware category based on the
production country rather than naming specific vendors, the FCC has established a precedent that could
be extended to other hardware classes — network switches, access points, loT devices, and embedded
systems — using the same regulatory mechanism. The existence of a Conditional Approval pathway
means that manufacturers who can demonstrate supply chain transparency and reduced national
security risk profiles through verifiable commitments to onshoring or third-party auditing may remain in
the market, creating a structural incentive for supply chain accountability that did not previously exist for

consumer hardware vendors.

For enterprise security and procurement teams, the categorical approach is simultaneously more
disruptive and more legible than entity-specific bans. It eliminates the compliance question "is this
specific vendor on the list?" and replaces it with "where is this device manufactured?" — a question that
requires genuine supply chain transparency to answer accurately, and that many enterprise procurement
processes may not currently be equipped to answer, given the limited visibility into contract

manufacturing supply chains typically required at point of purchase.

Recommendations

Immediate Actions

Organizations should initiate an inventory of all network-connected devices that fall within the consumer
router category — including SOHO and home office routers deployed in hybrid work environments — and
document the manufacturer and country of production for each. This baseline inventory is necessary

both for understanding current compliance exposure and for prioritizing any remediation work. Where
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router firmware update processes are manual or ad hoc, teams should verify that devices currently in
service are running vendor-supported firmware versions and identify any end-of-life devices for which

no further patches will be available.

Short-Term Mitigations

Network segmentation is the most impactful near-term mitigation for the risk class the FCC's action
addresses. Enterprises should evaluate whether hybrid-work endpoints connect to the corporate
network through controls — VPN, ZTNA solutions, device health attestation — that would detect or
contain a compromised residential router that is silently inspecting or modifying traffic. For corporate-
owned routers and branch office equipment, procurement teams should begin mapping the Conditional
Approval process and timelines; manufacturers who achieve approval will need to demonstrate this to
procurement, and teams should begin building the verification workflows now rather than at contract

renewal time.

Patch management processes for network infrastructure should be reviewed with the same rigor
typically applied to endpoint operating systems. The TP-Link Archer NX vulnerability cluster
demonstrates that critical authentication flaws continue to surface in router firmware and that the
window between disclosure and exploitation is short. Automated firmware update capabilities, where

available and vendor-supported, reduce the operational burden of maintaining currency.

Strategic Considerations

The longer-term strategic implication of the FCC action is that hardware procurement for network
infrastructure must incorporate supply chain provenance as a first-class criterion, not an afterthought.
Organizations that procure network equipment at scale should consider developing a supplier
questionnaire that captures manufacturing location, component sourcing, and the availability of a
Conditional Approval or equivalent assurance documentation. This framework should be embedded in

vendor qualification processes before the next hardware refresh cycle, not after.

The FCC's Conditional Approval mechanism also creates an opportunity for organizations to signal
demand for supply chain accountability. Vendors who invest in the disclosure and transparency
requirements necessary for Conditional Approval status will have a regulatory credential that security-
conscious buyers can verify. Incorporating Conditional Approval status as a procurement selection
criterion provides a market incentive mechanism that complements the regulatory stick with a

commercial carrot.
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CSA Resource Alignment

The FCC's foreign router ban sits at the intersection of several Cloud Security Alliance frameworks and
policy positions, and organizations responding to this guidance should engage these resources as part of
their compliance and security planning.

The CSA Cloud Controls Matrix (CCM) provides directly applicable guidance under the Supply Chain
Management, Transparency, and Accountability (STA) domain, which addresses third-party hardware
security requirements, vendor trust assessments, and the governance processes for qualifying network
infrastructure suppliers. The recent FCC action strengthens the case for CCM STA controls that require
documented country-of-origin and supply chain transparency for network hardware. The Al Controls
Matrix (AICM), as a superset of CCM, extends these requirements into the context of Al infrastructure
deployments where secure, trusted network foundations are prerequisites for the integrity of Al data
pipelines and model serving infrastructure.

CSA's Zero Trust Guidance is highly relevant to the enterprise hybrid work risk scenario. Zero Trust
architecture treats network path as inherently untrusted and requires continuous authentication and
authorization at the application and identity layer — a design that substantially limits the damage an
attacker with router-level access can inflict, because no network adjacency alone grants access to
sensitive systems. Organizations that have not yet implemented Zero Trust network access for hybrid
work environments should treat the FCC action as additional justification for accelerating that work.

MAESTRO (CSA's threat modeling framework for agentic Al) is relevant in a secondary but important
respect: agentic Al systems increasingly rely on network-connected infrastructure — API gateways,
message brokers, remote tool execution endpoints — whose security depends on the integrity of the
underlying network. Threat models for Al agents operating in enterprise environments should include the
scenario in which network infrastructure is compromised at the firmware level, enabling traffic
interception, session hijacking, and manipulation of agent-to-tool communications. The CSA Al
Organizational Responsibilities guidance similarly calls for enterprises to ensure that the
infrastructure on which Al systems depend is held to the same security assurance standards as the Al
systems themselves.

Finally, CSA's STAR (Security Trust Assurance and Risk) registry and its associated assurance
methodology can serve as a model for the kind of third-party verification that hardware vendors seeking
Conditional Approval may ultimately need to provide — continuous monitoring, auditable evidence of
manufacturing provenance, and periodic reassessment as supply chain configurations change.
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