cloud

CSA security

alliance®

AirSnitch: Cross-Layer Wi-Fi Client
Isolation Bypass Enabling
Bidirectional Man-in-the-Middle
Attacks

Unofficial Al-assisted Research

Cloud Security Alliance Al Safety Initiative

2026-03-10

© 2026 Cloud Security Alliance. Unofficial Al-assisted Research.



© 2026 Cloud Security Alliance. Some rights reserved.

You may download, store, display, view, print, redistribute, and link to this document in its original, unmodified form,
provided that attribution to the Cloud Security Alliance is maintained and all trademark and copyright notices remain

intact.

This document may not be modified or altered. You may quote portions of the document as permitted by the Fair
Use provisions of the United States Copyright Act, provided that attribution is given to the Cloud Security Alliance.

This document may be shared on professional and social media platforms in its original form with attribution.

This document was generated with Al assistance and has not undergone official CSA review and approval processes.

© 2026 Cloud Security Alliance. Unofficial Al-assisted Research. 2



Key Takeaways

Academic researchers from the University of California, Riverside and KU Leuven's DistriNet group
published AirSnitch at NDSS Symposium 2026, demonstrating that Wi-Fi client isolation—the feature
relied upon by enterprise guest networks, public hotspots, and multi-tenant wireless deployments to
prevent lateral traffic between associated clients—can be bypassed through three distinct attack classes
that collectively exploit the absence of cryptographic binding between a client's Layer 2 identity,
encryption key state, and IP address [1]. Every one of the eleven router and firmware implementations
tested by the researchers, spanning equipment from Cisco, Netgear, D-Link, ASUS, TP-Link, Ubiquiti,
Tenda, LANCOM, DD-WRT, and OpenWrt, was vulnerable to at least one attack variant [1][2]. The most
severe variant enables full bidirectional interception and modification of a victim client's traffic and is
effective against both WPA2 and WPA3, including WPA3-Enterprise deployments [1].

No CVEs have been assigned to the disclosed weaknesses. Researchers and affected vendors concluded
that the vulnerabilities are largely architectural in nature—rooted in assumptions baked into the IEEE
802.11 standard itself rather than isolated implementation defects—making discrete CVE identification
technically complicated and universal remediation through firmware updates alone insufficient [1][3].
Mathy Vanhoef, co-author and the researcher responsible for prior high-impact Wi-Fi disclosures
including KRACK (CVE-2017-13077 et al.) and DragonBlood (CVE-2019-9494 et al.), confirmed that no
single vendor patch resolves all three attack variants [3].

Organizations that treat client isolation as a meaningful security boundary in guest, conference, or public
Wi-Fi environments should reassess that assumption immediately. Until the architectural gaps identified
in the paper are addressed at the standards level, the primary compensating control is ensuring that
sensitive sessions are protected at the application layer—specifically through consistently enforced TLS
and certificate pinning—so that even successful traffic interception at Layer 2 yields only encrypted
ciphertext.
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Background

Wi-Fi Client Isolation and the Trust Assumption It Creates

Wi-Fi client isolation is a feature widely deployed across enterprise-grade and consumer access points
that, when enabled, prevents wireless clients associated to the same SSID from communicating directly
with one another at Layer 2 [1]. The feature is deployed in scenarios where multiple untrusted parties
share a wireless segment—hotel and airport hotspots, university guest networks, enterprise visitor SSIDs,
and multi-tenant commercial environments. The implicit security promise is straightforward: even if a
malicious party connects to the same network, they cannot observe or interfere with other clients' traffic
because the access point will not bridge packets between them.

This promise has historically been treated as reliable. The IEEE 802.11 standard itself does not define
client isolation as a security mechanism, but the feature's widespread deployment and the intuitive logic
behind it—if two devices cannot talk to each other, one cannot attack the other—led network architects
to use it as a baseline isolation control in environments where stronger per-client segmentation (VLAN
assignment per user, per-device firewall policy) was deemed operationally impractical [1][4]. AirSnitch

demonstrates that this confidence was misplaced.

The Cross-Layer Identity Problem in 802.11

The fundamental structural gap that AirSnitch exploits is that IEEE 802.11 does not enforce a unified,
cryptographically bound identity for a wireless client across all layers of the protocol stack. A client's
MAC address establishes its Layer 2 identity. A client's Pairwise Transient Key (PTK) governs the
encryption of its unicast traffic. A client's association state governs which BSSID it is attached to on a
given physical access point. And a client's IP address establishes its Layer 3 identity. The standard
provides no mechanism that ties these four elements together into a single, tamper-evident identity

structure [1].

This architectural property is not newly observed—earlier research has noted that MAC address
randomization, which helps with tracking resistance, does not by itself protect against identity
substitution at other layers—but AirSnitch appears to be the first peer-reviewed work to systematically
characterize how the missing binding can be exploited to construct a fully bidirectional interception
capability while an attacker remains a legitimately authenticated participant on the network [1]. The
attacker does not need to operate a rogue access point or break network encryption from outside. The
attack proceeds entirely from a position inside the security perimeter that client isolation is meant to

enforce.
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Security Analysis

Attack Architecture: Three Distinct Vectors

AirSnitch comprises three attack classes. Each exploits a different dimension of the cross-layer identity
gap, and each produces a different level of access to victim traffic. Understanding all three is necessary

for evaluating which mitigations are relevant in a given deployment.

GTK Group Key Abuse. Wi-Fi networks secured with shared-password authentication—-WPA2-Personal
and WPA3-SAE—distribute a Group Temporal Key to all associated clients for encrypting broadcast and
multicast traffic. Because every authenticated client possesses the GTK by design, any client can craft
packets that appear to originate from broadcast or multicast sources, and the access point and other
clients will accept them as legitimate. AirSnitch's first attack class exploits this by wrapping injected
packets in GTK-encrypted broadcast frames, causing them to bypass the Layer 2 client isolation check
that the AP applies to direct unicast traffic [1]. The GTK was never intended as a per-client
authentication credential, but its universal distribution among all clients in a network means it cannot
provide the isolation guarantee that network architects assume it supports.

Gateway Bouncing. The second attack class exploits how isolation-enforcing access points handle
traffic routed through the gateway rather than directly between clients. When client isolation is active,
the AP drops packets whose source or destination MAC address belongs to another isolated client.
However, when an attacker sends a packet destined for the victim's IP address but addressed at Layer 2
to the default gateway's MAC address, the gateway routes the packet onward, rewriting the Layer 2
destination to the victim's MAC for the final hop. From the AP's perspective, the forwarded packet
originates from the gateway—a trusted infrastructure device—not from a peer client, and the isolation
rule does not apply. The result is that Layer 2 isolation can be nullified by routing through the very
gateway it relies on [1][2]. This variant requires no special credentials and works against any isolation
implementation that does not inspect traffic at Layer 3.

Port Stealing via MAC Spoofing Across Virtual BSSIDs. The most severe attack class exploits the
behavior of access points that host multiple virtual BSSIDs—logically distinct network identifiers served
by a single physical radio—which is standard in enterprise deployments that separate corporate, guest,
and loT networks on the same hardware. The AP maintains an internal mapping between client MAC
addresses and their associated BSSIDs, which it uses to determine which PTK to apply when encrypting
downlink traffic. An attacker authenticates to a different BSSID on the same physical AP using the
victim's MAC address. This poisons the AP's internal MAC-to-BSSID-to-PTK mapping: the AP now
associates the victim's MAC address with the attacker's PTK rather than the legitimate victim's PTK.

Subsequent downlink traffic intended for the victim is encrypted with the attacker's key, which the
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attacker can decrypt, inspect, modify, and re-encrypt before forwarding. Combined with standard uplink
interception techniques, this produces a full bidirectional man-in-the-middle channel [1][2][3]. This
variant was confirmed effective against WPA3-Enterprise, which is commonly assumed to provide
stronger per-client key isolation due to its per-session authentication architecture.

Threat Model and Prerequisites

A critical characteristic of AirSnitch is that all three variants require the attacker to be an authenticated,
associated participant on the target network. The attacker must possess valid credentials—a WPA2 or
WPA3 passphrase, or a valid certificate in Enterprise deployments—and successfully complete the 802.11
association handshake before any attack can proceed. This is not a zero-click remote exploit. AirSnitch
does not enable an outside party to break into a Wi-Fi network, nor does it weaken the initial

authentication phase.

This prerequisite substantially shapes the practical threat landscape. The attack surface is highest in
environments where credential access is broadly distributed: public hotspots where any user who accepts
terms of service becomes authenticated, hotel or conference venue networks where credentials are
printed on placards, enterprise guest networks where visitor credentials are shared with all attendees of a
meeting, and shared enterprise SSIDs where a compromised endpoint can be used as an attack platform
against colleagues. In contrast, a home network protected by a strong, private WPA3-SAE passphrase
presents a substantially lower attack surface, since an attacker must first obtain that passphrase before
AirSnitch becomes relevant [3]. The research team explicitly scoped their assessment to these high-
exposure scenarios, which collectively represent the deployments where client isolation is most
frequently relied upon as a security control.

Affected Implementations

The researchers evaluated eleven router and firmware platforms and found every one vulnerable to at
least one attack variant [1]. The tested implementations include devices from Cisco, Netgear, D-Link,
ASUS, TP-Link, Ubiquiti, Tenda, and LANCOM, as well as the open-source firmware projects DD-WRT
and OpenWrt. The consistency of this finding across eleven distinct implementations from ten vendors
underscores that the vulnerability is architectural rather than implementation-specific: no
implementation can enforce cross-layer identity binding using mechanisms that the 802.11 standard does

not provide.

Some vendors issued partial firmware mitigations in the weeks following NDSS disclosure. However, the
researchers confirmed that certain attack variants, particularly those rooted in the standard's treatment
of GTK distribution and the absence of BSSID-scoped MAC association constraints, cannot be fully
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mitigated at the firmware level without changes to the underlying protocol specification [3]. At the time
of this writing, whether the IEEE 802.11 working group has formally acknowledged the disclosure had not
been confirmed; no amendment timeline has been published. Readers should monitor the IEEE 802.11

working group communications for any official response.

Recommendations

Immediate Actions

Organizations should audit their use of client isolation as a security control and identify any environment
where it is currently treated as a meaningful trust boundary. Guest networks, conference networks,
hotspot deployments, and multi-tenant wireless segments are the highest-priority targets for this review.
For each such environment, the question is not whether client isolation is enabled—it is whether the
security posture of that segment would be acceptable if client isolation provided no protection at all,
because AirSnitch demonstrates that this is a realistic scenario.

For environments where that posture is unacceptable, immediate escalation to stronger segmentation
controls is warranted. Assigning isolated VLANs per user or per session, enforced at the wired
infrastructure level rather than at the wireless AP, provides a substantially stronger guarantee because
VLAN separation does not depend on the 802.11 association model that AirSnitch exploits. Deploying
separate physical access points for high-sensitivity network segments—rather than relying on virtual
BSSID separation on shared hardware—eliminates the cross-BSSID MAC mapping attack that enables
the PTK-theft variant.

Firmware updates from affected vendors should be applied as they become available, even with the
understanding that they address only a subset of the disclosed vulnerabilities. Vendor advisories from
Cisco, Netgear, D-Link, ASUS, TP-Link, Ubiquiti, Tenda, and LANCOM should be monitored for
AirSnitch-specific guidance. Administrators running DD-WRT or OpenWrt should monitor their

respective project release channels for relevant patches.

Short-Term Mitigations

Because a successful AirSnitch attack positions the adversary as a Layer 2 intermediary, any
countermeasure that renders intercepted traffic useless at that layer provides meaningful protection
without requiring network infrastructure changes. For environments where network infrastructure

changes are not immediately feasible, consistent enforcement of TLS across all application-layer

© 2026 Cloud Security Alliance. Unofficial Al-assisted Research. 7



sessions represents the most accessible near-term control, as it renders intercepted traffic unintelligible
regardless of the interception method used. HTTPS certificate pinning in mobile applications
substantially reduces the attacker's ability to substitute a fraudulent certificate during a TLS interception
attempt, removing the most straightforward path to payload decryption for applications that have
implemented pinning correctly. DNS-over-HTTPS or DNS-over-TLS deployment encrypts DNS query
traffic, preventing direct observation of query content; note, however, that an attacker retains visibility
into destination IP addresses and unencrypted TLS SNI fields, which can still reveal services being
accessed—Encrypted Client Hello (ECH) addresses the SNI exposure where supported.

Network monitoring instrumentation should be tuned to detect the behavioral signatures of active
AirSnitch exploitation. The port stealing variant requires the attacker to authenticate to a second BSSID
using the victim's MAC address; this produces an anomalous MAC association event in which the same
MAC appears as a new client on a different BSSID while still associated to the original. WIDS (Wireless
Intrusion Detection System) products capable of cross-BSSID MAC correlation should flag this pattern.
Similarly, unusually high rates of GTK-encrypted unicast traffic—as opposed to genuine multicast or

broadcast—may indicate active GTK abuse in WPA2-Personal environments.

Organizations deploying WPA3-Enterprise may have previously regarded their deployments as providing
stronger per-client key isolation. AirSnitch's PTK-theft variant challenges that assumption and should
prompt a review of whether WPA3-Enterprise deployments in shared-hardware configurations carry the
same risk profile as the research documents.

Strategic Considerations

The deeper implication of AirSnitch is that the IEEE 802.11 standard has never incorporated cross-layer
identity binding as a design requirement, and that this gap is the root cause of an entire category of
attacks—of which the three AirSnitch variants are the most practically demonstrated instances.
Remediation at the firmware or software level is inherently incomplete because the gap is not in any
specific implementation but in the protocol itself. Organizations building long-term wireless security
architectures should treat this as a structural design limitation of the technology and architect
accordingly: assume that any two devices sharing a physical access point may, under adversary control,

be able to intercept each other's traffic regardless of the isolation policy in effect.

This implies a Zero Trust orientation toward wireless network segments, consistent with CSA's published
Zero Trust guidance. Rather than relying on network-level isolation to protect traffic between clients,
security architects should ensure that every application-layer session is individually authenticated and
encrypted end-to-end, so that the wireless transport layer is treated as an untrusted medium. This is
consistent with the broader industry direction accelerated by NIST SP 800-207 [14] and CSA's Zero

Trust Working Group publications, which frame network position as insufficient for access decisions.
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The AirSnitch research also raises questions about how client isolation has been characterized in vendor
documentation and compliance frameworks. Client isolation is commonly treated as a compensating
control in environments subject to wireless network segmentation requirements—organizations should
verify how their specific compliance frameworks characterize the control given the AirSnitch disclosure,
and engage with compliance advisors to assess whether the architectural limitations revealed by the
research affect the validity of any compliance postures that currently credit client isolation as a security

control.

CSA Resource Alignment

AirSnitch's findings are directly relevant to several CSA frameworks and guidance documents. The Zero
Trust Working Group's publications—including the CSA Zero Trust Advancement Center's guidance on
network segmentation—explicitly argue against reliance on network-level controls as substitutes for end-
to-end application-layer authentication and encryption [6]. AirSnitch provides a concrete, peer-reviewed
demonstration that wireless network-layer isolation is insufficient, reinforcing the architectural

assumptions that underpin Zero Trust adoption.

The CSA Cloud Controls Matrix (CCM) includes controls under the Infrastructure & Virtualization
Security (IVS) domain that address network segmentation and the segregation of untrusted network
segments. Organizations seeking CCM compliance should review whether their wireless guest and
public-access deployments satisfy the intent of IVS controls given that client isolation alone may no
longer constitute an adequate segregation mechanism [7]. The CCM's Network Security (SEF) and
Encryption & Key Management (EKM) domains are also relevant, as they address requirements for traffic
encryption in transit—the most effective compensating control available where network-layer isolation

has been compromised.

The MAESTRO threat modeling framework for agentic and Al-enabled systems identifies network
interception as a foundational threat vector in multi-agent and cloud-resident Al deployments. As Al
agents increasingly operate in environments where wireless connectivity is part of the data path—edge Al
systems, on-premise inference infrastructure, and mobile Al workloads—the AirSnitch attack surface
extends to Al application layers. An adversary who achieves bidirectional MitM via AirSnitch in a
corporate environment could intercept API calls between Al clients and inference endpoints, manipulate
model inputs or outputs in transit, or capture authentication tokens used to access Al services [8].

The CSA Al Controls Matrix, which maps security controls to Al system components and risks, should be
consulted when designing network-layer security for Al deployments where wireless transport is in scope

[9]. Specifically, the requirement for encrypted communication between Al components—equivalent to
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the TLS enforcement recommendation in this note—is reflected in Al Controls Matrix requirements

addressing confidentiality and integrity of Al model communications.

The CSA STAR (Security, Trust, Assurance, and Risk) program's trust registry provides a framework for
third-party validation of cloud and infrastructure security controls. Organizations seeking STAR
certification should evaluate whether their wireless security architecture, particularly in environments
where cloud services are accessed over Wi-Fi, remains consistent with the control objectives specified in

the registry given the AirSnitch disclosure [10].
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