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Key Takeaways

On March 6, 2026, Microsoft Threat Intelligence published "Al as tradecraft: How threat actors
operationalize Al" [1], consolidating two years of observation into one of the most detailed public
accountings to date of how nation-state and criminal actors are integrating artificial intelligence across
the full cyberattack lifecycle. Where the 2024 baseline documented Al as an experimentation tool for a
handful of state-sponsored groups, the 2026 picture shows systematic operationalization across
reconnaissance, persona fabrication, malware development, and post-compromise activity — with the
most advanced actors beginning to deploy agentic Al workflows that chain these stages together with

minimal human intervention.

The central analytical conclusion of Microsoft's March 2026 report is that Al functions as a force
multiplier rather than a capability generator. Human operators retain control over targeting decisions,
strategic objectives, and deployment authority, but Al eliminates manual friction at every stage of an
operation. The practical consequence is compression of the attack lifecycle: tasks that previously
required specialized expertise or significant analyst time now require neither. Microsoft's 2025 Digital
Defense Report, published October 2025, quantified some of this acceleration — including Al-enhanced
phishing documented as approximately three times more effective than traditional campaigns [2] —
while the March 2026 report adds qualitative depth around the specific techniques and actors driving
this shift.

The most significant development documented in the March 2026 report is Coral Sleet, a North Korean
threat actor that has built what Microsoft characterizes as a "fully Al-enabled workflow" spanning end-
to-end attack operations using agentic Al tools [1]. This is qualitatively different from the productivity-
oriented Al use patterns observed in 2024. Coral Sleet's use of chained agentic steps represents among
the first publicly documented cases of a state-sponsored actor operationalizing agentic Al at the tactical
level — a development that presages broader adoption of Al-autonomous attack staging across the
threat actor landscape.
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Background

From Productivity Tool to Operational Infrastructure

Microsoft's threat intelligence community first publicly documented nation-state Al abuse in February
2024, when Microsoft and OpenAl jointly published "Staying Ahead of Threat Actors in the Age of Al"
[3]. That report identified five state-affiliated actors — Forest Blizzard (Russia), Emerald Sleet (North
Korea), Crimson Sandstorm (Iran), Charcoal Typhoon (China), and Salmon Typhoon (China) — as
confirmed users of OpenAl services. At that time, however, the observed use patterns were largely
exploratory and productivity-oriented: querying open-source information, translating documents,
identifying coding errors, and generating basic scripts. Microsoft and OpenAl noted explicitly that they
had not yet observed "particularly novel or unique Al-enabled attack techniques" and assessed that the
Al use was incremental rather than transformative. All identified accounts were terminated in
coordination with OpenAl [3].

The period from early 2024 through early 2026 altered that baseline substantially. Microsoft tracks more
than 300 unique threat actors — including 160 nation-state actors and more than 50 ransomware
groups, according to its 2025 reporting [2] — and its telemetry now reflects Al integration across
multiple actor clusters, geographies, and threat categories. The February 2024 report's
"experimentation” characterization no longer applies to the most advanced actors; what began as
individual operators testing LLM capabilities has matured into patterns of coordinated Al use that, in

several nation-state programs, appear to reflect systematic rather than ad hoc adoption.

This evolution is partly driven by the rapid improvement of LLM capabilities themselves. The models
available in 2024 were useful for translation and scripting assistance but were limited in their ability to
execute complex, multi-step tasks autonomously. By late 2025, model capability improvements —
combined with the proliferation of agentic Al frameworks and hosted Al services — gave threat actors
access to systems capable of chaining interdependent tasks across longer operational sequences. The
result is what the March 2026 Microsoft report describes as the move from Al as an analyst aid to Al as

operational infrastructure.

The Scale of Microsoft's Threat Visibility

Understanding the significance of Microsoft's threat intelligence findings requires appreciating the signal
volume underlying them. The Microsoft Digital Defense Report 2025 reports that Microsoft processes
approximately 84 trillion security signals per day, including 7,000 password attacks per second [2].

Security Copilot, Microsoft's Al-native security operations platform, processes this signal volume
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through a security-specialized LLM with continuous access to Microsoft Threat Intelligence feeds,
enabling correlation across endpoint, identity, cloud, and network telemetry at a scale no human analyst
team could practically replicate manually [6]. Microsoft's threat intelligence team, MSTIC, operates with
visibility into intrusion campaigns at a scale that gives its reporting statistical credibility — Microsoft
states that the actor behaviors documented in the March 2026 report represent patterns observed

across multiple incidents and victims rather than isolated cases [1].

Security Analysis

The Al-Accelerated Attack Lifecycle: A Stage-by-Stage Assessment

Microsoft's March 2026 report organizes Al threat actor activity across the canonical phases of the
cyberattack lifecycle. At each stage, Al reduces a different type of friction — expertise barriers, time
costs, scale limitations, or linguistic constraints — and the cumulative effect across all phases is

significant compression of the overall operation timeline.

Reconnaissance and target research was among the first lifecycle phases where Al provided
measurable value. Forest Blizzard (GRU Unit 26165) was documented in 2024 using OpenAl services to
research satellite communication protocols and radar imaging technology [3] — using LLMs as an
accelerated information aggregation tool rather than conducting time-consuming manual research. In
2025 and 2026, this pattern has broadened: LLMs are now used to synthesize publicly available
information about specific targets, identify individuals in organizations, map technology stacks from job
postings and technical forums, and cross-reference data from multiple open-source intelligence
channels simultaneously. Tasks that previously required a skilled analyst over multiple days are

increasingly completable by a lower-skilled operator in hours with Al assistance.

Persona fabrication and social engineering represents a phase where Al has enabled scale that was
previously unachievable. North Korean actors have made notably extensive use of Al in this area. Jasper
Sleet, a North Korean remote IT worker infiltration group disrupted by Microsoft Defender Experts in
2025, uses Al to shorten the time required to create convincing digital personas tailored to specific job
markets and roles [4]. The group's objective — placing operatives as employees inside Western
technology companies to generate revenue and exfiltrate intellectual property — requires building
detailed, believable professional identities including work histories, code portfolios, and communications
styles. Al generation tools measurably reduce the time and expertise required for this identity
construction. Sapphire Sleet similarly uses Al to accelerate persona creation for social engineering

operations targeting cryptocurrency and financial sector employees [1].
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Al-generated phishing content has also moved beyond simple draft assistance. The Microsoft Digital
Defense Report 2025 documented that Al-driven phishing is approximately three times more effective
than traditional phishing campaigns, attributing the improvement to Al-optimized targeting and
personalization that enable precision lures at volumes no human team could produce manually [2].
Microsoft further assessed that this conversion rate improvement could make some phishing operations

as much as 50 times more profitable at scale [2].

Malware development and tooling has been meaningfully accelerated by Al code assistance tools.
Charcoal Typhoon, a Chinese state-affiliated actor, was documented using LLMs for tooling
development, scripting support, and understanding commodity cybersecurity tools [3] — using Al to
reduce the specialized expertise required to build and modify offensive infrastructure. The March 2026
report notes broader patterns of Al use for debugging malware components, translating code across
programming languages, generating infrastructure scaffolding scripts, and identifying vulnerabilities in
target software. None of these tasks are revolutionary in isolation, but the cumulative effect is that
threat actors can build and iterate on tooling more rapidly with smaller teams and less specialized

expertise.

Post-compromise activity — including data triage, victim profiling, and operational decision support —
has also been documented as an Al use case. The March 2026 report notes that threat actors are using
LLMs to summarize and triage large volumes of stolen data, identifying the most operationally valuable
content from exfiltrated document repositories without requiring human review of every file [1]. This
addresses a genuine operational bottleneck: large-scale intrusions can produce hundreds of gigabytes of
stolen data, and human-led triage is slow and resource-intensive. Al-assisted document analysis can
measurably reduce the time between data exfiltration and intelligence exploitation.

Coral Sleet: The First Fully Al-Enabled Workflow

The March 2026 report identifies Coral Sleet (formerly tracked as Storm-1877) as the most advanced
documented case of Al operationalization by any threat actor [1]. Coral Sleet is assessed with high
confidence as a North Korean state-sponsored actor, operating within the cluster of North Korean cyber
units that Microsoft designates under the "Sleet" naming convention. What distinguishes Coral Sleet
from other Al-using actors is not the sophistication of any individual Al technique but rather the end-to-

end integration of Al into a coordinated workflow that spans reconnaissance through deployment.

Microsoft's documentation of Coral Sleet describes an operation chain in which Al tools support fake
company website creation, remote infrastructure provisioning, malware component generation and
iterative testing, and payload deployment — with agentic Al frameworks connecting these stages in a
partially autonomous sequence [1]. The actor has also been observed jailbreaking Al models to bypass

content safety safeguards, indicating active effort to work around the defensive measures that Al
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providers implement against misuse. This willingness to invest in jailbreak development suggests that Al
tools have become sufficiently central to Coral Sleet's operations that safeqguard bypasses are worth

dedicated engineering time.

The "agentic Al" characterization is significant. Agentic Al workflows involve LLMs that can plan multi-
step tasks, take actions (such as browsing the web, writing code, or executing commands), observe the
results of those actions, and adjust subsequent steps accordingly — operating through iterative decision
loops rather than single-prompt interactions. Microsoft's observation of Coral Sleet using these
capabilities in operational contexts represents a directional shift from Al as an advisor to an individual
operator toward Al as an autonomous participant in the attack chain. The March 2026 report notes that
agentic Al adoption by threat actors is still limited by reliability concerns and is not yet observed at scale,

but it identifies the trend as clearly directional [1].

Russian and Chinese Actors: Sustained Operational Al Integration

Among Russian state-affiliated actors, Forest Blizzard remains the most extensively documented Al user.
The February 2024 joint report established Forest Blizzard's use of OpenAl services for open-source
research on satellite and radar technology, and the actor's pattern of using Al to accelerate technical
research has continued through the intervening period [3]. Void Blizzard, a Russian actor targeting global
critical infrastructure, has more recently been documented in Microsoft's threat intelligence reporting
[5], though the specifics of its Al use patterns are less detailed in public sources than those of Forest
Blizzard or the North Korean cluster.

China's Charcoal Typhoon and Salmon Typhoon were among the original five actors documented in
2024. Charcoal Typhoon's use of LLMs spans tooling development, scripting, and social engineering
content generation across its targeting of entities in Taiwan, Thailand, Mongolia, Malaysia, France, and
Nepal [3]. Salmon Typhoon's 2024 LLM interactions were characterized at the time as more exploratory
— evaluating Al effectiveness for sourcing sensitive information rather than deploying it in active
operations [3]. Microsoft's subsequent reporting has not publicly updated Salmon Typhoon's Al
integration posture, suggesting either that its adoption has remained at the exploratory level or that its

specific techniques have not surfaced in Microsoft's reporting.

Iran's Crimson Sandstorm was included in the original 2024 report, primarily in the context of LLM use
for operational support tasks [3]. Microsoft's March 2026 report situates Iran within a broader pattern of
Al adoption for phishing and social engineering content generation, consistent with the actor's

established focus on influence operations and targeted phishing campaigns.
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Agentic Al: Early Indicators and the Forward Trajectory

The March 2026 report's discussion of agentic Al warrants particular attention because it addresses the
forward threat trajectory rather than only the current state. Microsoft's observation of early threat actor
experimentation with agentic Al — where Al models support iterative, multi-step decision-making across
chained tasks — indicates that the transition from Al-as-tool to Al-as-autonomous-actor is underway,
even if it is not yet at scale [1]. Coral Sleet's workflow is the most advanced documented instance, but
the conditions enabling agentic Al adoption are becoming more widely available: agentic frameworks
such as LangChain, AutoGen, and similar tools have become accessible, hosted Al services with tool-
calling capabilities are commercially available, and the barrier to building agentic pipelines has fallen
substantially.

The reliability constraints Microsoft cites as limiting agentic Al adoption by threat actors are real but
improving. LLM reliability in executing complex multi-step tasks has improved measurably with each
generation of frontier models, and the same capability improvements that benefit legitimate software
development accelerate threat actor adoption. Security teams planning three-to-five year threat models
should treat further agentic Al adoption by sophisticated threat actors as a high-probability trajectory

requiring proactive planning, even in the absence of confirmed operational deployment at scale today.

Recommendations

Immediate Actions

Organizations should review their current phishing detection and user awareness training programs in
light of documented Al-enhancement of phishing effectiveness. Training curricula calibrated against
conventional, manually-crafted phishing content will underperform against Al-personalized lures
documented to achieve markedly higher click-through rates [2]. Detection logic should be reviewed to
ensure it accounts for more linguistically polished phishing content — the traditional "poor grammar"
heuristic for identifying phishing is increasingly unreliable given documented Al-generation quality
improvements [1][2].

Identity and access management programs should increase scrutiny of remote worker onboarding
processes, particularly for technical roles where North Korean IT worker infiltration groups actively
operate. Al-generated personas are increasingly difficult to distinguish from genuine candidates through
standard screening processes [4]. Supplementary verification approaches — such as live video identity
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verification, third-party identity document validation services, and hardware-based device attestation
for contractors — should be evaluated, particularly in technology and financial services sectors where

Jasper Sleet and Sapphire Sleet concentrate their operations.

Short-Term Mitigations

Security operations teams should ensure that behavioral detection capabilities cover Al API egress
alongside traditional C2 channels. As documented in CSA Al Safety Initiative research on the use of
commercial Al platforms as covert C2 infrastructure, Al vendor endpoints have been observed as
communication channels in active threat campaigns [7], and monitoring strategies calibrated only to
suspicious destinations will miss traffic to well-known Al vendors. Establishing baselines for normal Al API
egress volume and flagging anomalous patterns — such as high-frequency, low-payload polling to LLM
APIls from endpoint processes with no legitimate Al dependency — provides a detection layer for this

emerging vector.

Threat intelligence subscriptions and feeds should be evaluated for coverage of Al-enabled threat actor
techniques. The rapid evolution of threat actor Al usage since 2024 has created a gap between what
older threat intelligence frameworks captured and what current operations look like. Organizations whose
threat models were built on pre-2025 threat intelligence should consider systematic review in light of the

documented Al-acceleration trends.

Strategic Considerations

The broader implication of Microsoft's findings is that the expertise barrier to conducting sophisticated
intrusion operations is declining. Al tools that accelerate reconnaissance, automate persona creation,
reduce malware development expertise requirements, and compress post-compromise triage timelines
collectively lower the entry cost for mounting complex operations. This has two structural consequences:
the number of actors capable of sophisticated attacks is likely to increase, and the operational tempo of
attacks from existing sophisticated actors is likely to accelerate. Security programs designed around the

assumption of slow-moving, resource-intensive adversaries will need calibration.

Organizations with significant nation-state threat exposure should evaluate whether their current threat
intelligence sharing arrangements provide visibility into the specific Al-enhanced techniques
documented in Microsoft's reporting. The techniques are now sufficiently documented in public sources
that defenses can be calibrated against them — but only if security teams are aware of the current state
of play. Board-level risk reporting should be updated to reflect the Al force-multiplier dynamic
documented in Microsoft's research, particularly as it relates to the changing capability floor for

sophisticated attacks.
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CSA Resource Alignment

Microsoft's documentation of Al-accelerated attack lifecycle techniques maps directly to the threat
categories and mitigations addressed in CSA's published guidance on Al security.

MAESTRO (Agentic Al Threat Modeling) is directly applicable to the agentic Al threat actor
behaviors documented in the March 2026 report. MAESTRO provides a layered framework for assessing
threats to agentic Al deployments, and many of the concerns it addresses from a defensive Al
perspective — Al models taking unintended actions, multi-step task chains producing dangerous
emergent behavior, jailbreaks enabling policy violations — have direct analogs in what Microsoft
documents for offensive agentic Al use. Organizations building Al agents should assess whether their
agentic Al deployments could be instrumented or co-opted by the same techniques Coral Sleet uses

offensively.

CSA's LLM Threat Taxonomy provides structured categories for the types of Al misuse documented
in Microsoft's reporting, including LLM-assisted social engineering, malicious use of Al for code
generation, and Al-facilitated reconnaissance. Security teams can use the taxonomy as an organizational
framework for tracking which documented threat actor techniques correspond to which LLM threat

categories, enabling more systematic coverage mapping.

Cloud Controls Matrix (CCM) threat and vulnerability management domains are implicated by the
reconnaissance acceleration Microsoft documents, particularly around asset discovery and attack
surface management. If threat actors can perform open-source reconnaissance more rapidly and
comprehensively using Al, organizations need to ensure their exposed attack surfaces are regularly
inventoried and that monitoring for reconnaissance activity against cloud-hosted assets is appropriately

tuned.

CSA Zero Trust guidance is relevant to the identity threat actor behaviors documented around remote
worker infiltration. Jasper Sleet's Al-enabled fake persona operations directly target identity verification
gaps in onboarding processes. Zero Trust architectures that enforce continuous verification, limit implicit
trust based on identity alone, and require hardware-backed device attestation reduce the attack surface

for this category of threat.

Al Organizational Responsibilities guidance from CSA addresses governance considerations for Al
deployment that are directly relevant to the defensive Al capabilities Microsoft describes in Security
Copilot. Organizations deploying Al-native security operations tools should ensure those deployments
are governed with the same rigor as other sensitive security infrastructure, with attention to data

handling, model access controls, and the integrity of Al-generated threat assessments.
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