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Key Takeaways

On April 19, 2026, Vercel disclosed a security incident in which attackers gained unauthorized access to
internal systems and a limited subset of customer credentials. The root cause was a compromise at
Context.ai, a third-party Al agent platform used by at least one Vercel employee who had granted it
broad OAuth permissions over their enterprise Google Workspace account [1][2]. The attack originated
with a Lumma Stealer infostealer infection at Context.ai in February 2026, illustrating a three-hop supply
chain escalation: endpoint compromise at an Al SaaS vendor, OAuth token theft from that vendor's user

base, and lateral movement into a downstream cloud deployment platform [3].

The incident demonstrates a repeatable attack pattern targeting the expanding integration surface of
enterprise Al tools — a surface that organizations routinely misconfigure through excessive OAuth
consent grants. A threat actor operating under the ShinyHunters persona subsequently claimed to be

selling the stolen data on BreachForums for $2 million [4].

Security teams should treat this incident as a template threat, not an anomaly. Immediate priorities
include auditing third-party Al tool OAuth grants, enforcing least-privilege scope policies for all SaaS

integrations, and migrating to encrypted-at-rest secrets management for deployment credentials.

Background

Vercel and Context.ai

Vercel is a cloud deployment and frontend infrastructure platform widely used to host and deliver web
applications, including a large proportion of projects built on the Next.js framework that Vercel originally
created. The platform manages environment variables on behalf of customers — values such as API keys,
database connection strings, and signing secrets that frontend applications need to communicate with

backend services [5].

Context.ai is an enterprise Al agent platform that automates organizational knowledge management and
content generation by integrating with an organization's existing toolchain and data sources. According
to the company's own marketing materials, the product connects to more than forty enterprise tools

through OAuth and API integrations [6], processes organizational data to generate on-brand outputs,
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and serves regulated industries including financial services, consulting, and public sector clients. Its value
proposition depends directly on holding broad access to corporate identity systems — making it, by

design, a high-privilege third party in any enterprise environment that adopts it.

The Threat Actor: Lumma Stealer

Lumma Stealer (also known as LummaC2) is a commodity credential-harvesting malware distributed
under a malware-as-a-service model since at least 2022. It is designed to exfiltrate browser-stored
credentials, session tokens, cryptocurrency wallets, and two-factor authentication seeds from infected
Windows systems. As of late 2025, Lumma was among the most prevalent commodity infostealers, a
status that threat intelligence reporting indicates has continued into 2026 [7]. It is frequently delivered
through trojanized software, fake game exploits, and social engineering targeting developer
communities. Its session logs and harvested credentials are regularly sold through dark web markets and
are a documented precursor to downstream supply chain attacks — including the Snowflake campaign in

2024, where infostealer-sourced credentials enabled breaches at dozens of organizations [8].

The Broader Al SaaS Risk Landscape

The Vercel-Context.ai breach is one data point in a widening pattern. IBM X-Force's 2026 Threat Index
reported that infostealers exposed over 300,000 ChatGPT credentials in 2025 [9]. A 2026 industry
survey by Vorlon found that 99.4 percent of CISOs — 497 of 500 surveyed — experienced at least one
Saa$S or Al ecosystem security incident during 2025 [10]. The average enterprise SaaS environment now
connects to over 200 third-party applications through OAuth and API integrations, and Al tools in
particular routinely request broad access to corporate data sources as part of standard onboarding flows
[10].

Security Analysis

The Three-Hop Attack Chain

The Vercel-Context.ai incident followed a precise escalation sequence that security teams should
internalize as an architectural pattern, not an edge case.

Hop 1 — Endpoint Compromise at the Al Vendor. In February 2026, a Context.ai employee was
infected with Lumma Stealer. According to Hudson Rock, the infection vector was the employee's

personal download of Roblox "auto-farm" scripts and executor tools — a well-documented delivery
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channel for infostealer malware. The infection harvested the employee's credentials for multiple
corporate systems, including Google Workspace, Supabase, Datadog, and Authkit [3]. Critically, these
credentials included administrative access to Context.ai's own infrastructure and its OAuth application
management environment. Hudson Rock identified this compromised credential set in its intelligence
feeds more than a month before Vercel's public disclosure, suggesting that organizations subscribed to
infostealer intelligence feeds may have had an opportunity to act before public disclosure — though it is
unclear whether any recipients correlated the credential data to Context.ai's OAuth exposure during that
window [3].

Hop 2 — OAuth Token Compromise and AWS Access. Context.ai later disclosed that an unauthorized
actor gained access to its AWS environment in March 2026 and likely also compromised OAuth tokens
belonging to some of its consumer users [2]. The compromised OAuth application identifier was
subsequently confirmed: 110671459871~
30flspbulhptbs60cb4vsmv79i7bbvqg].apps.googleusercontent.com [3].

Context.ai's OAuth app had been granted "Allow All" permissions by at least some users during the
application's onboarding flow — a design pattern seen across many Al productivity tools that require
sweeping access to read and write email, documents, and calendar data in order to provide their core
functionality. Because the attacker obtained control of the OAuth application's authorization
infrastructure, they could generate or reuse valid OAuth tokens on behalf of any user who had consented
to the application, without those users' knowledge.

Hop 3 — Lateral Movement into Vercel Infrastructure. At least one Vercel employee had connected
their Vercel enterprise Google Workspace account to Context.ai with broad OAuth permissions. Using
the compromised OAuth token for that employee's account, the attacker accessed the employee's
Google Workspace identity, then pivoted into Vercel's internal systems. Access was confirmed to the
project settings and environment variable management interface at vercel.com/context-
inc/valinor/settings/environment-variables - a location where API keys, database
credentials, and other deployment secrets are configured [3]. The attacker accessed environment
variables that the customer had not designated as "sensitive" in Vercel's platform, meaning those values
were stored in a readable format. Environment variables marked as "sensitive" use encryption that
prevents Ul-level retrieval, and Vercel states there is no evidence those values were accessed [1].

The Secrets Classification Gap

A structural security gap in Vercel's environment variable model contributed to the scope of exposure.
Vercel offers a "sensitive environment variable" designation that stores values in an encrypted form
readable only during build execution — not through the web interface. However, this designation is opt-in,

and Vercel's default behavior stores environment variable values in a readable format accessible to
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anyone with project-level permissions [5]. Customers who had not proactively classified their API keys,
database URLs, and signing secrets as "sensitive" left those values readable to any actor who obtained
project-level access — including an attacker who arrived via OAuth token compromise rather than direct
credential theft. Both factors contributed to the scope of exposure: Vercel's platform defaulted to
readable storage rather than encrypted storage, and customers had not proactively opted into the more

secure designation.

Attribution and Data Claims

A threat actor operating under the ShinyHunters brand posted to BreachForums on approximately April
19, 2026, claiming to have breached Vercel and offering the alleged dataset for $2 million [4]. The
claimed data included Vercel's internal database contents, API keys, GitHub tokens, NPM tokens, source
code repositories, and screenshots of internal enterprise dashboards. As proof of access, the actor
shared a file containing records for 580 Vercel employees — names, email addresses, account status, and
activity timestamps [4]. Threat actors associated with recent ShinyHunters activity separately denied
involvement to BleepingComputer, suggesting either a copycat using the brand or a fractured group [4].
Vercel has confirmed the incident and active investigation but has not independently verified the full
scope of claims made on BreachForums.

Why Al SaaS Tools Create Elevated Trust Relationships

The Context.ai integration represents a category of risk that is structurally different from conventional
SaaS vendors. Productivity Al tools must ingest organizational data to provide value — they need to read
documents, understand workflows, process email, and access internal knowledge bases. This functional
requirement maps directly to requesting broad, persistent OAuth scopes: read/write access to Google
Drive, Gmail, and Workspace identity for a Google-integrated platform. When a developer or knowledge
worker authorizes such a tool using their enterprise identity, they are effectively extending their own
access posture to the vendor's infrastructure and, by extension, to any attacker who subsequently

compromises that vendor.

This threat model differs from traditional third-party SaaS in a critical way. A time-tracking tool or
expense reporting platform typically requests narrow, purpose-specific APl access. An Al office suite
that promises to automate work across all organizational systems will typically request broad access as a
function of its architecture. The enterprise may implement detailed vendor risk assessments during
procurement while failing to scrutinize the OAuth grant itself — which, when accepted with "Allow All"
permissions, creates an identity bridge that bypasses the assessment entirely. The Vercel employee who
authorized Context.ai may have had no authority to grant that level of access on behalf of their
employer, yet the OAuth consent screen presented the choice as a routine onboarding step.
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Recommendations

Immediate Actions

Organizations using any Al productivity or office suite tool that integrates via OAuth should immediately
audit the permissions granted to those integrations. For Google Workspace environments, this means
reviewing the Admin Console's OAuth application permissions page for any third-party application that

has been granted access with broad scopes such as https://mail.google.com/,
https://www.googleapis.com/auth/drive , or sensitive directory access. Applications that

employees authorized using enterprise accounts — rather than through IT-managed provisioning — are
especially likely to carry elevated permission grants that were never reviewed.

Vercel customers specifically should review their project environment variables and rotate all non-
sensitive values that could provide access to production systems. Vercel's bulletin recommends that all
customers check their activity logs for suspicious access patterns and immediately migrate secrets to
the "sensitive" designation, which prevents Ul-level retrieval [1]. The platform now supports a team-wide
policy that forces new environment variables in production and preview environments to be created as
sensitive by default — enabling this policy eliminates the classification gap for future secrets even if it

does not retroactively protect existing values [5].

Any credentials that may have been exposed — API keys, database connection strings, webhook secrets,
cloud provider access keys — should be treated as compromised and rotated regardless of whether
specific evidence of access exists. The infostealer infection at Context.ai occurred in February 2026; the
OAuth compromise at Context.ai's AWS environment occurred in March 2026; Vercel's disclosure came
in April 2026. Any secrets that were accessible during that window were potentially observable for weeks

before remediation began.

Short-Term Mitigations

Security teams should establish a formal inventory of Al tools that hold enterprise OAuth grants, treating
this category as high-risk third-party integrations subject to the same scrutiny as cloud service
providers. The inventory should capture the specific OAuth scopes granted, the identity used to
authorize each application, and whether the authorization was conducted through IT-managed
workflows or by individual employees acting independently. Applications authorized with broad scopes
by individual employees should be revoked and, if the tool is business-critical, re-provisioned through

controlled IT channels with scopes explicitly restricted to what the tool actually requires.
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Organizations should subscribe to infostealer intelligence feeds or work with vendors that offer dark web
monitoring for compromised credentials. Hudson Rock's identification of the Context.ai employee
credentials over a month before public disclosure underscores that actionable intelligence was available
— the gap appears to have been not in detection capability but in the workflow connecting that
intelligence to the affected organizations, a distinction that points to a solvable operational problem
rather than a fundamental detection failure [3]. Standing processes for acting on infostealer intelligence
alerts when corporate domains or vendor names appear in harvested credential sets could have
shortened the exposure window substantially [3].

Developers should eliminate the use of long-lived static secrets in deployment environments wherever
cloud-native alternatives exist. AWS IAM Roles for EC2 and Lambda, GitHub OIDC federation to AWS
and GCP, and runtime-fetched values from AWS Secrets Manager or GCP Secret Manager all provide
time-limited or scope-limited credential access that significantly reduces the value of any single
environment variable to an attacker [5]. This architectural pattern meaningfully limits the damage
window from future credential exposures: an attacker who obtains an ephemeral credential has narrower

access and a shorter exploitation window than one who captures a long-lived static secret.

Strategic Considerations

The Vercel-Context.ai breach should prompt a reconsideration of how enterprises evaluate Al tool risk.
Many enterprise vendor risk management programs were designed primarily for point integrations and
may not account for the broad, persistent access patterns of Al productivity platforms. Al productivity
platforms occupy a different position in the risk architecture: they integrate across the full breadth of
organizational productivity systems, hold persistent broad access, and require that their own
infrastructure security be at least as strong as the most sensitive data they handle. Enterprises should
establish Al SaaS-specific security criteria in their vendor assessment process, including requirements

for OAuth scope minimization, token expiration and rotation policies, and incident notification timelines.

The broader pattern — infostealer infection at a vendor, OAuth token compromise, lateral movement into
customer infrastructure — is not unique to this incident. The Snowflake campaign of 2024 followed a
structurally similar path, demonstrating that infostealer-sourced credentials can enable broad
downstream compromise across an ecosystem of customers [8]. Enterprises should assume that any Al
SaaS vendor they use could be on the receiving end of this attack pattern and design their integrations
accordingly: narrow scopes, monitored grants, and automated revocation workflows rather than

persistent broad-access connections that require human action to remove.
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CSA Resource Alignment

The Vercel-Context.ai breach maps directly to several layers of CSA's MAESTRO agentic Al threat
modeling framework. MAESTRO's ecosystem layer addresses risks from supply chain compromise,
trusted integration abuse, and marketplace manipulation — all of which are present in this incident [11].
The external integrations and APlIs layer covers OAuth scope exploitation and the conditions under which
an Al tool's access grants can become an attack pathway. Security teams applying MAESTRO to their Al
tool portfolio would score Context.ai's broad identity integration as a high-risk trust relationship at the
ecosystem boundary, warranting controls that the standard IT vendor assessment process does not

currently capture.

CSA's Al Controls Matrix (AICM) is the appropriate framework for establishing controls around Al SaaS
procurement and integration. The AICM extends the Cloud Controls Matrix (CCM) to address Al-specific
risks, including third-party Al tool governance, identity federation for Al agents, and data access scoping
for Al integrations. Organizations should map their Al tool inventory against AICM controls for identity

management and supply chain security to identify gaps in their current posture [12].

CSA's Zero Trust guidance is directly applicable to the OAuth grant problem. The principle of never
trusting and always verifying extends to OAuth-connected applications: grants should be treated as
persistent attack surface, reviewed on a regular cadence, and governed by policies that limit scope to
what the business function demonstrably requires. The Context.ai "Allow All* authorization pattern is a
direct inversion of zero trust principles — it grants maximum access upfront and trusts the vendor to use
it appropriately, with no mechanism to revoke access dynamically if the vendor's security posture
changes [13].

More broadly, this incident validates CSA's long-standing guidance on Saa$S security: the STAR (Security
Trust Assurance and Risk) program provides a framework for continuous vendor assurance that extends
beyond point-in-time procurement assessments to ongoing monitoring. Applying STAR criteria to high-
privilege Al integrations — not just at onboarding, but through the life of the vendor relationship — would
surface the kind of risk that a one-time security questionnaire misses entirely [14].
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