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Key Takeaways

e On April 8, 2026, Anthropic announced Claude Mythos Preview, a frontier model that
autonomously discovered and wrote working exploits for thousands of zero-day vulnerabilities
across every major operating system and web browser—capabilities that Anthropic
determined were too dangerous for general release [1][2].

e Mythos Preview crossed a qualitative threshold that prior frontier models could not: where
Claude Opus 4.6 achieved a near-zero success rate at autonomous exploit development,
Mythos developed 181 working exploits in a specific Firefox engine benchmark (a
representative subset of its broader discovery of thousands of vulnerabilities across all tested
targets), including a 20-gadget ROP chain against FreeBSD and a four-vulnerability browser
sandbox escape [1].

e The UK's Al Security Institute independently confirmed that Mythos is the first Al model to
complete an end-to-end simulated 32-step corporate network attack and to solve 73% of
expert-level capture-the-flag problems—performance that establishes a new baseline for
what Al-assisted offense can accomplish against weakly-defended environments [3].

e The November 2025 Chinese state-sponsored campaign using a jailbroken Claude Code
agent to conduct 80-90% autonomous cyber espionage against approximately 30 global
organizations was the first documented large-scale Al-orchestrated cyberattack,
demonstrating that offensive Al operations have moved from research settings into
adversarial practice [4][5].

e The Mythos announcement marks an inflection point in Al-enabled offensive capability that
security leaders must treat as an immediate operational reality—Al-accelerated attack
pipelines require present-day reassessment of vulnerability management cadence and
patching prioritization, not a future-oriented planning exercise [6][7].
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Background

A Stable Equilibrium, Now Broken

Security practitioners and researchers have long characterized the threat landscape as operating under
a rough equilibrium: finding and weaponizing zero-day vulnerabilities required specialized human
expertise, significant time investment, and an adversary willing to spend both. A skilled offensive
researcher might require days or weeks to analyze a complex target, identify a novel memory corruption
path, develop a reliable exploit, and chain it with additional flaws to achieve meaningful impact. This
constraint shaped the economics of the entire threat landscape, limiting the cadence at which novel
exploits entered circulation and giving defenders a window—however narrow—between discovery and

weaponization.

That equilibrium has broken. Anthropic's April 8 announcement of Claude Mythos Preview disclosed a
model that it had used internally to identify thousands of previously unknown, high-severity
vulnerabilities across virtually every major operating system and browser—many in codebases that had
been reviewed by professional security researchers for years or decades [1][2]. More significantly,
Mythos did not merely find the bugs. It autonomously wrote working exploits. The researchers used a
straightforward agentic scaffold: containerize the target codebase, invoke the model with a prompt
asking it to find a vulnerability, and let it work. No intermediate human guidance was provided after initial
tasking [1].

Anthropic made the consequential decision not to release Mythos as a standard API product. Instead,
the company announced Project Glasswing, a coordinated defensive initiative pairing restricted model
access with a $100 million commitment in usage credits and $4 million in direct donations to open-
source security organizations, structured around a consortium of eleven major technology companies
[8]. The asymmetry of the announcement—a model powerful enough to be deliberately withheld,
deployed defensively through a curated partner network—marks a structural shift in how frontier Al

capabilities intersect with offensive security.

The Gradient of Prior Capability

To appreciate what changed with Mythos, it is useful to trace the capability gradient of previous models.
Anthropic's own testing against Firefox's JavaScript engine serves as a precise benchmark. Claude Opus
4.6, the prior generation flagship, succeeded at autonomous exploit development roughly 2 out of
several hundred attempts against the same target—a near-zero rate consistent with Anthropic's own prior

evaluations, which found that frontier models could assist human researchers but could not
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independently close the loop from code analysis to working exploit [1]. The November 2025 Chinese
espionage campaign, which used a jailbroken Claude Code agent, illustrated the upper bound of what
pre-Mythos automation could accomplish: meaningful uplift for reconnaissance, scripting, and
coordination, but with documented failures including hallucinated credentials and incorrect assertions

about exfiltrated materials [4].

The scale of improvement from Opus 4.6 to Mythos suggests a qualitative shift rather than a linear step
—though whether this constitutes a genuine discontinuity or an unusually steep increment along the
same capability curve will become clearer as successor models are evaluated. According to Anthropic's
own published evaluation, Mythos succeeded on over half of 40 selected CVEs where Opus required
human guidance to achieve the same outcomes [1]. On OSS-Fuzz benchmarks, where Opus produced
approximately 175 tier-1 and tier-2 crashes, Mythos reached 595 tier-1 and tier-2 crashes plus 10 tier-5
control flow hijacks—findings that correspond to exploitable memory safety conditions [1]. Critically,
Anthropic has stated that this capability was not the product of targeted cybersecurity training. It
emerged as a downstream consequence of general improvements in coding ability, planning, and

autonomous tool use [2].

Security Analysis

What the Offensive Threshold Actually Means

The phrase "autonomous offensive threshold" requires precision. It does not mean that Al can replace
skilled human operators across all attack scenarios. The UK Al Security Institute's independent
evaluation of Mythos Preview was careful to note that the test ranges used lacked active defenders,
defensive tooling, and any penalties for actions that would trigger security alerts—conditions that do not
reflect well-hardened enterprise environments [3]. The AISI's own conclusion was calibrated accordingly:
Mythos "is at least capable of autonomously attacking small, weakly defended and vulnerable enterprise
systems where access to a network has been gained," and represents the first model capable of

completing a simulated end-to-end 32-step corporate network intrusion in controlled conditions [3].

What the threshold does mean is that the cost and capability floor for autonomous vulnerability
discovery and exploitation has dropped to a level that changes threat economics. Anthropic's own
published cost figures place individual successful exploit runs at under $2,000 for Linux kernel exploits
and under $50 for shorter vulnerability surveys across a codebase [1]. OpenBSD, long regarded by

security practitioners as among the most hardened mainstream operating systems, was scanned across
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1,000 parallel runs for under $20,000 total [1]. At these cost and automation levels, the bottleneck in
offensive operations shifts from researcher expertise to access control and model availability—a very

different risk posture for defenders.

Demonstrated Capabilities: From Discovery to Weaponization

The specific exploits Anthropic disclosed—each representing a case where responsible disclosure has
been initiated but patches are not yet publicly available—illustrate the technical depth Mythos reached
without human direction. Against FreeBSD's NFS server, the model identified a 17-year-old
unauthenticated remote code execution vulnerability, CVE-2026-4747, and autonomously constructed a
working exploit involving a 20-gadget return-oriented programming chain split across multiple network
packets, with kernel address discovery accomplished through NFSv4 exchange calls [1]. The exploit
grants complete root access from an unauthenticated network position on any machine running NFS.
Against OpenBSD, Mythos identified a 27-year-old signed integer overflow in the SACK TCP
implementation that enables remote crash of any affected host [1].

Browser targets presented additional complexity. In at least one case, Mythos chained four separate
vulnerabilities to construct a JIT heap spray that escaped both the renderer sandbox and the operating
system sandbox—a class of exploit requiring deep understanding of browser internals and memory layout
[1]. Linux kernel testing yielded multiple independent privilege escalation paths, including KASLR bypass
techniques, a netfilter ipset out-of-bounds manipulation affecting page table permissions, and a Unix
socket use-after-free converted to arbitrary kernel read while bypassing hardened usercopy protections
[1]. Across all tested targets, Anthropic reports that over 99% of discovered vulnerabilities remain

unpatched pending coordinated disclosure [1].

Vulnerability .
Target Exploit Type Impact

Age
FreeBSD NFS (CVE- 17 years Remote Code Unauthenticated root from
2026-4747) Execution network
OpenBSD TCP 27 years Remote Denial of Remote crash of any
SACK Service affected host
FFmpeg H.264 16 years Heap Out-of-Bounds Code execution via

Write malformed video
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Vulnerability

Target Exploit Type Impact
Age
Linux Kernel Varies Privilege Escalation Local root via kernel
(multiple) memory corruption
Major Web Browsers Varies Sandbox Escape via Cross-origin data access,
JIT Heap Spray code execution

Table 1. Representative autonomous exploits developed by Claude Mythos Preview during internal

evaluation. Technical details withheld pending coordinated disclosure [1].

The November 2025 Precedent

The Mythos announcement arrived against the backdrop of a confirmed real-world incident that moves
Al-orchestrated offensive operations from the theoretical to the documented. In November 2025,
Anthropic disclosed that it had identified and disrupted a campaign attributed to suspected Chinese
state-sponsored operators who had jailbroken Claude Code to automate a coordinated cyber espionage
operation against approximately 30 global organizations spanning technology companies, financial
institutions, chemical manufacturers, and government agencies [4][5].

Claude Code, acting with custom scaffolding, was assessed to have conducted 80 to 90 percent of the
operation autonomously, handling reconnaissance, privilege escalation, lateral movement, credential
theft, and data exfiltration with minimal human supervision and at a request rate impossible to sustain
with human operators [4]. Anthropic detected the activity in mid-September 2025, investigated over
approximately ten days, banned the associated accounts, and alerted targeted organizations. Four
organizations were assessed to have been successfully breached [4]. The incident preceded Mythos and
involved a model without Mythos's advanced exploit development capabilities; it nevertheless provided
the first public evidence that state-sponsored actors are operationalizing Al-orchestrated campaigns—
though documented failures within the same operation, including hallucinated credentials and incorrect
assertions about exfiltrated materials, indicate that autonomous Al attack pipelines remain imperfect
under real-world conditions.

The Asymmetric Risk Window

The defensive urgency created by Mythos stems less from any single capability than from the asymmetry
it introduces in patch timelines. Historically, the window between vulnerability discovery and weaponized

exploitation has provided defenders a meaningful, if imperfect, interval for remediation. Continuous
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scanning by Al systems operating at Mythos-level capability can compress this window toward zero by
discovering and exploiting vulnerabilities before vendors and the public are aware of them. A joint report
by CSA, the SANS Institute, and the OWASP GenAl Security Project—drawing on contributions from
former CISA Director Jen Easterly, former NSA official Rob Joyce, and former National Cyber Director
Chris Inglis—concluded that organizations are "likely to be overwhelmed" by threat actors using Al to find

and exploit vulnerabilities faster than defenders can patch them [10].

The cost asymmetry compounds this challenge. Offensive use of Al capability requires access and intent;
defensive use requires organizational readiness, patching infrastructure, and the ability to act on findings
at speed. Enterprise patching processes commonly operate on weekly or monthly cycles—a cadence
well-documented in industry patch management surveys—making the structural mismatch with Al-
accelerated discovery timelines a present and growing challenge. Al-discovered vulnerabilities

exploitable at sub-$50 cost per run do not wait for patch Tuesdays.

Recommendations

Immediate Actions

Organizations should treat the Mythos announcement as a forcing function for reassessing their current
exposure to known-unpatched vulnerabilities. The specific software identified in Anthropic's published
disclosures—FreeBSD, OpenBSD, Linux kernel components, and major web browsers—should be
inventoried immediately and patch status confirmed. Where patches are not yet available due to active
coordinated disclosure timelines, compensating controls including network segmentation of NFS-
accessible systems, ingress filtering for TCP SACK anomalies, and tightened sandboxing configurations

for browser deployments should be evaluated.

Security teams should also revisit assumptions about which Al-assisted tools are present in their
environment. The November 2025 espionage campaign demonstrated that Al coding agents operating
under jailbreak conditions or custom-built scaffolding can serve as attack infrastructure—a risk distinct
from authorized API use within designed parameters. Organizations using Claude Code, GitHub Copilot,
and similar agentic coding tools should audit their deployment configurations, confirm that outbound
network access from these tools is constrained to necessary endpoints, and review any custom

scaffolding or wrapper code that interfaces with underlying models.
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Short-Term Mitigations

The Project Glasswing model—deploying Al-assisted vulnerability discovery defensively, under
structured conditions—represents one structured pathway for accessing Mythos-level capability against
an organization's own infrastructure, a pattern other organizations and programs may follow as this class
of tool matures. Security teams should assess whether their organization qualifies for Glasswing partner
access, either as critical infrastructure operators or through the Claude for Open Source program for
open-source maintainers, and begin the application process [8]. Glasswing access provides vetted use of
Mythos Preview at $25/$125 per million input/output tokens against an organization's own infrastructure,

enabling the same scale of autonomous vulnerability discovery that an offensive actor would apply [8].

For organizations not in a position to access Mythos directly, investment in continuous, Al-assisted code
scanning using currently available frontier models provides meaningful uplift. While Opus 4.6 and
comparable models have not demonstrated Mythos-level autonomous exploit development, they have
demonstrated real capability in vulnerability pattern recognition and code review. Integrating these tools
into Cl/CD pipelines and pre-release security review processes extends the window in which defenders
operate at higher coverage than an attacker scanning from outside.

Strategic Considerations

The governance dimension of the Mythos moment deserves direct attention. Anthropic's decision to
withhold a model from general availability on capability-risk grounds—rather than attempting to embed
sufficiency safeguards and ship it—represents a notable precedent in how frontier Al developers exercise
judgment about the offset between offensive and defensive utility. Security leaders should monitor
whether this framework holds as competitive pressure on Al capabilities intensifies, and should engage
with policy processes at CISA, NIST, and equivalent bodies in their jurisdictions that are now actively

assessing the implications of Al-enabled offensive capability at commercial scale [7].

The Responsible Scaling Policy framework that Anthropic publicly maintains—which triggered ASL-3
deployment safeguards with Claude Opus 4 in May 2025 due to improved CBRN-adjacent capabilities—
will face continued and intensifying scrutiny as successor models are evaluated against the Mythos
baseline, particularly if cybersecurity-specific safety levels are activated [9]. Organizations should track
Anthropic's 90-day reporting commitments under the Glasswing program as a leading indicator of how
these decisions are being made in practice, and should be prepared for the possibility that models at or
above Mythos-level offensive capability will become accessible to adversaries regardless of the

decisions made by responsible developers.
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CSA Resource Alignment

The Claude Mythos development intersects with several active CSA Al Safety Initiative frameworks that

provide actionable structure for the controls and governance responses this note recommends.

MAESTRO (Multi-Agent Execution, Safety, and Threat Response Operations) [11] directly
addresses the threat model demonstrated by the November 2025 espionage campaign, in which an Al
agent autonomously traversed a multi-stage intrusion lifecycle with minimal human oversight.
MAESTRO's agentic threat modeling layer maps to the reconnaissance, privilege escalation, lateral
movement, and exfiltration stages automated in that campaign, and provides a structure for
organizations to assess where human-in-the-loop controls should be mandated in their own Al-enabled
environments. The Mythos vulnerability discovery pipeline—where multiple Claude instances parallelize
code analysis across a target, rank findings by severity, and validate with a secondary instance—
represents exactly the kind of agentic coordination MAESTRO addresses.

The Al Controls Matrix (AICM) v1.0 [12] provides the governance scaffolding for how organizations
should evaluate their use of frontier Al tools in security-adjacent contexts. The model provider tier of the
AICM addresses what obligations accrue to organizations like Anthropic around disclosure, capability
evaluation, and deployment restriction—obligations that Project Glasswing operationalizes through its
90-day reporting cadence and access criteria. The Al customer tier addresses what enterprise security
teams owe their own stakeholders in terms of auditing which Al tools operate within their environments

and under what access conditions.

CSA's STAR for Al program [13] offers a structured assessment pathway for Al system risk that
organizations should apply both to their internal Al deployments and to the Al systems they procure from
vendors. As Al vulnerability discovery tools become more widely available through programs like
Glasswing and commercial alternatives, the STAR program provides a framework for evaluating the risk

posture of those systems before granting them access to production infrastructure.

The Mythos moment is, in part, a governance story: a major Al developer chose to withhold a capability
and channel it through a controlled structure rather than release it broadly. CSA's Al Organizational
Responsibilities guidance [14], which addresses how organizations at each tier of the Al supply chain
should exercise judgment about capability deployment, provides exactly the vocabulary security leaders

need to engage with this governance question internally and with their Al vendors.
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