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Key Takeaways

¢ FedRAMP authorized Microsoft's GCC High environment on December 26, 2024, after five
years and an estimated 480 hours of unresolved documentation requests, with reviewers
explicitly acknowledging an inability to fully assess the system's security posture [1].

e The authorization was extended in part because "not issuing an authorization would impact
multiple agencies that are already using GCC-H" — an explicit acknowledgment that cloud
concentration risk was operating as leverage against enforcement, with reviewers conceding
they had "little choice" but to proceed [1].

e Reviewers were able to fully examine only two of GCC High's many constituent services
before authorization, finding "issues that are fundamental” to risk management in both,

including problems with vulnerability scanning and remediation timelines [2].

e Akey patch management tool ("Skyline") was reportedly broken for months during the review
period, leaving thousands of Azure Government servers unpatched according to developer
analysis — a pattern that, if accurate, would directly implicate FedRAMP's SI-2 (Flaw
Remediation) control requirement [3].

e Microsoft's accredited third-party assessors (3PAOs) privately acknowledged to FedRAMP
that they could not obtain the information needed to evaluate GCC High completely, even as
their public assessments stood — an episode that resulted in FedRAMP placing one assessor

on a formal corrective action plan [1][2].

e FedRAMP's oversight capacity was simultaneously degraded through staff and budget cuts,
reducing the program to approximately 28 employees and its lowest funding level in a decade
— compounding the risk of concentrated cloud dependency with weakened institutional
monitoring [4].

Background

The Federal Risk and Authorization Management Program (FedRAMP) was established to provide a
standardized, risk-based framework for cloud service authorization across federal agencies [5]. Under its
design, cloud service providers must demonstrate compliance with a defined security control baseline —
verified by accredited third-party assessment organizations — before agencies may use their services for
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sensitive workloads. The program was designed to replace ad hoc agency authorization with a
standardized, reusable security assessment — in principle, eliminating the circumstance that now defines
the Microsoft GCC High case: an authorization proceeding without adequate security verification
because the alternative was operationally inconvenient.

Microsoft's Government Community Cloud High (GCC High) environment is a specialized cloud offering
designed for U.S. federal agencies and defense contractors that handle sensitive but unclassified data,
including Controlled Unclassified Information and data subject to International Traffic in Arms
Regulations [6]. Given the sensitivity of the workloads GCC High is designed to support, the
authorization standard is correspondingly stringent — FedRAMP High, calibrated to NIST SP 800-53
High baseline controls. The expectation is that providers offering services in this environment can

demonstrate, with specificity, how their architecture implements those controls.

What ProPublica's investigation documented — based on internal memos, emails, meeting minutes, and
interviews with current and former government employees and contractors — is that FedRAMP spent five
years and an estimated 480 hours attempting to obtain standard encryption documentation from
Microsoft for GCC High without success [1]. The documentation in question — data flow diagrams
illustrating where data is encrypted and decrypted as it moves between system components — had been
routinely supplied by comparable cloud providers; the ProPublica investigation found that both Amazon
Web Services and Google provided equivalent documentation during their authorization reviews, while
Microsoft characterized the same request as too difficult to fulfill [1]. The authorization was ultimately
issued conditionally on December 26, 2024, with a cover report enumerating deficiencies and flagging

residual unknown risks — a departure from the program's standard authorization model.

Security Analysis

The Documentation Gap as a Structural Risk

The encryption documentation Microsoft declined to provide is not a formality. Data flow diagrams are
the evidentiary foundation on which reviewers assess whether controls such as SC-8 (Transmission
Confidentiality and Integrity) and SC-28 (Protection of Information at Rest) are implemented correctly.
Without a diagram showing precisely where data is encrypted and decrypted in transit, reviewers have no
reliable basis to determine whether encrypted data is ever handled in plaintext in unexpected locations,

whether key management follows the documented policy, or whether specific services within a complex,
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multi-component environment deviate from the stated architecture. When Microsoft submitted a white
paper describing its encryption strategy in general terms while omitting those specifics, reviewers were

left assessing an architectural claim rather than an architectural reality [1].

The internal government assessment characterized this explicitly: Microsoft's "lack of proper detailed
security documentation” resulted in a "lack of confidence in assessing the system's overall security
posture” [2]. In a FedRAMP High context — where the workloads include sensitive government data
subject to export control and insider threat requirements — an authorization issued with that
acknowledged uncertainty is an authorization of unknown security posture. The program's stated
function is to replace uncertainty with verified assurance; the GCC High outcome fell measurably short
of that standard.

One might argue that a conditional authorization with an explicit deficiency list is preferable to a full
authorization that papers over known gaps — and there is merit in that view. The concern here is not with
the transparency of the conditional model itself, but with the structural dynamic that allowed operational
dependency to accumulate before the authorization process concluded, constraining the enforcement
options available to reviewers once deficiencies were identified.

3PAO Independence Under Commercial Pressure

The third-party assessment process that is meant to enforce documentation and verification
requirements also showed signs of structural strain in the GCC High review. FedRAMP assessors are
accredited organizations that provide independent evaluation of cloud providers' security controls — a
role that requires genuine independence from the provider being assessed. That independence faces
inherent pressure because assessors are engaged and paid by the vendors they evaluate, creating

incentive structures that may not align with rigorous disclosure enforcement.

In the GCC High case, Microsoft's accredited 3PAOs privately communicated to FedRAMP that they
could not obtain the information needed to complete a proper assessment, even while their public
assessments stood [1]. FedRAMP maintains a confidential channel specifically for assessors to report
problems they cannot raise with paying clients — and that channel was used in this case. The program
subsequently placed one assessor, Kratos, on a corrective action plan for insufficient pushback on its
client [2]. That a formal corrective measure was necessary to address an assessor's deference to a major
cloud provider illustrates a systemic vulnerability in the 3PAO model: the independence of assessment is

structurally constrained by the commercial relationship that creates it.
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Patch Management: The Skyline Failure

Compounding the documentation gap, a reported technical control failure emerged during the review
period. An internal security automation tool called "Skyline," built to manage compliance and security
updates across Azure Government datacenters, was reportedly non-functional for an extended period,
leaving thousands of servers unpatched while the certification review proceeded [3]. This development,
if accurate, would directly implicate the SI-2 control (Flaw Remediation), which requires that

organizations identify, report, and correct information system flaws within defined remediation timelines.

The significance of a Skyline failure extends beyond a patch management delay. Skyline was also the
monitoring infrastructure used to detect and track vulnerability exposure across the environment. A
broken patching tool means not only that patches are delayed — it means the telemetry used to
characterize the vulnerability gap was itself unreliable. Organizations in that state have diminished ability
to fully assess their own exposure, and external reviewers relying primarily on that organization's
monitoring outputs face similar constraints. An authorization issued while a provider's internal monitoring

infrastructure is reportedly non-operational is an authorization that may rest on incomplete ground truth.

The Foreign Personnel Access Incident

Separate from the documentation and technical control failures, ProPublica's investigation disclosed
that Microsoft had been using China-based engineers to service GCC High systems, despite
department rules explicitly prohibiting foreign nationals from accessing the data those systems handle
[1]. The disclosure pattern is significant on its own terms: federal officials learned of this arrangement not
through FedRAMP's continuous monitoring processes or through Microsoft's voluntary disclosure, but
through investigative journalism. Microsoft has since ended the practice of using China-based engineers
in its government cloud environments, but the disclosure mechanism — external investigation rather than
programmatic reporting — points to a gap in how material changes and access control violations surface

within the current authorization and continuous monitoring framework.

FedRAMP's continuous monitoring requirements are designed precisely to maintain visibility into such
material changes between authorization cycles. The fact that a significant access control violation of this
nature was identified externally rather than through the program's own processes suggests that
continuous monitoring, as implemented in this case, did not provide the assurance it was designed to

deliver.
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Concentration Pressure as an Authorization Variable

The most structurally significant element of the GCC High authorization is the explicit acknowledgment
that the authorization decision was influenced by the operational dependency that had accumulated in
advance of authorization. The summary document noted that "not issuing an authorization would impact
multiple agencies that are already using GCC-H," and reviewers concluded they had "little choice" but to
proceed despite unresolved gaps [1]. This framing acknowledges something that the authorization
framework is not designed to accommodate: that a provider's deployment scale can constrain the

enforcement options available to the authorizing program.

Cloud concentration risk, in the government cloud context, operates through this mechanism. When a
single provider becomes sufficiently embedded across multiple agencies — with integrated identity
infrastructure, workflow dependencies, and sensitive data holdings — the theoretical option to withhold
or condition authorization becomes practically unavailable without accepting operational disruption at
scale. The provider's installed base becomes a structural constraint on compliance enforcement. This
dynamic may not be unique to Microsoft or to GCC High; it is a predictable consequence of procurement
patterns that allow provider entrenchment to accumulate without concurrent attention to

interoperability, exit options, and authorization readiness.

The market dynamics reinforcing this concentration intensified after the authorization. In September
2025, Microsoft secured a reported $6 billion contract with the General Services Administration through
the OneGouv initiative, positioning Azure as a preferred platform for federal operations across agencies
and reducing procurement friction for further adoption [7]. Authorization decisions made under
concentration pressure thus create conditions for accelerating concentration, narrowing the enforcement
leverage available in future authorization cycles.

Diminished Oversight at Maximum Dependency

The GCC High authorization also coincided with a significant reduction in FedRAMP's institutional
capacity. The program management office lost more than 50 employees in fiscal year 2025, reducing its
workforce to approximately 28 staff [4]. Budget constraints brought the program to its lowest funding
level in a decade. The program simultaneously entered a structural transition away from direct
authorization oversight at lower risk tiers, with automation proposed as the primary mechanism for
maintaining compliance assurance in a reduced-capacity environment [8]. The combination of a program
reduced in capacity precisely as federal cloud dependencies concentrated represents a compounding
risk: the institution most responsible for maintaining security assurance over federal cloud infrastructure
has fewer resources at the moment when the need for that assurance is greatest.
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Recommendations

Immediate Actions

Organizations operating on GCC High should treat the conditional authorization and its documented
deficiencies as material risk disclosures requiring direct attention. Security and compliance teams should
obtain the GCC High authorization package, including the cover report enumerating the deficiencies
identified during review, and assess which gaps are relevant to their specific data classifications and
workloads. An authorization issued with documented uncertainty about encryption implementation and
patch management practices does not represent full security assurance — the residual gaps are a live risk
variable, not a closed matter, and each agency must account for them independently.

Independent verification of patch currency and access control integrity is warranted where technical
visibility into the GCC High environment permits. Given the reported period during which Skyline was
non-functional, organizations should not rely exclusively on Microsoft's internal monitoring outputs as
assurance that vulnerability remediation timelines were met during the relevant period. Where
compensating controls are feasible — such as client-side encryption for particularly sensitive data flows

or independent logging of access activity — they should be evaluated and, where practical, implemented.

Short-Term Mitigations

Agencies with material dependence on GCC High should formally document and assess their
concentration exposure. This assessment should characterize the degree to which mission-critical
functions, sensitive data holdings, and identity infrastructure are consolidated within the Microsoft
environment and should produce a realistic estimate of switching costs and transition timelines in the
event that migration became necessary. The existence of that analysis — its documentation, review by
senior leadership, and incorporation into enterprise risk management — is itself a risk control.
Organizations that have not performed this analysis cannot make informed decisions about whether their

concentration level is acceptable given the current state of GCC High's authorization record.

Third-party risk programs should treat 3PAO assessment reports for concentrated cloud providers as
inputs to risk analysis rather than terminal assurance documents. The GCC High case demonstrates that
assessors operating under commercial relationships with large providers may face constraints that limit
their ability to surface compliance gaps in their public assessments, even when those gaps are
communicated through separate channels. Supplementary review mechanisms — including examination
of FedRAMP authorization packages, conditional authorization cover reports, and STAR registry entries

— should be incorporated into due diligence processes for high-concentration providers.
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Strategic Considerations

The GCC High authorization case may prove to be a signal rather than an isolated incident. If the
conditions that produced it — heavy agency dependency accumulated in advance of authorization
completion, reduced program oversight capacity, and 3PAO incentive structures that may not support
full independence — are representative of broader federal cloud market dynamics, they reflect structural
features rather than anomalies specific to this provider or this review. Addressing cloud concentration
risk as a governance matter requires procurement policies that explicitly account for concentration as a
risk variable, interoperability requirements that preserve realistic exit options before dependency
becomes entrenched, and authorization timelines that do not allow agencies to build operational
dependencies on services that have not yet completed the authorization process.

Reform of the 3PAO model deserves direct attention as a near-term policy priority. The commercial
relationship between assessors and assessed vendors is a known structural vulnerability in the current
framework. FedRAMP's corrective action plan mechanism for assessors is a reactive tool; a structural
remedy would require either funding models that insulate assessors from client relationships or robust
independent audit mechanisms that verify assessor findings after the fact. Neither is a simple change to
implement, but the GCC High case illustrates that without structural reform, the 3PAO model will
continue to produce assessments whose independence is constrained by the commercial context in
which they are conducted.

FedRAMP's current trajectory toward automation-driven oversight and reduced direct program
involvement, while driven by genuine resource constraints, may accelerate concentration risk dynamics
by reducing the program's capacity to detect and respond to the kind of documentation and monitoring
failures that characterized the GCC High review. Any restructuring of FedRAMP's operating model
should be evaluated explicitly against its implications for oversight of large, concentrated cloud providers

— the highest-risk tier by definition.

CSA Resource Alignment

The dynamics documented in the GCC High case map directly to several areas of CSA's published
research and frameworks. CSA's analysis of cascading and concentration risk in digital supply chains
provides relevant framing: concentration risk is the exposure created when multiple critical functions
depend on a limited number of providers, and the consequences of a failure or security incident at a
concentrated provider propagate across all dependent organizations simultaneously [9]. The GCC High
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authorization-under-duress dynamic is an example of how concentration risk, once accumulated,
constrains the enforcement options available to oversight bodies — a point that CSA's supply chain risk

work addresses directly.

The Al Controls Matrix (AICM), as a superset of the Cloud Controls Matrix (CCM), provides the most
comprehensive framework for mapping the GCC High deficiencies to control objectives. Within the CCM
v4, the Encryption and Key Management (EKM) domain contains the controls most directly implicated by
the data flow diagram gap — including controls requiring documented encryption of data in transit and at
rest and verification that key management practices are implemented as specified. The Threat and
Vulnerability Management (TVM) domain addresses the Skyline patching failure, with controls requiring
defined remediation timelines and verification that patch management processes are operational. The
Interoperability and Portability (IPY) domain addresses the structural concentration risk, with control
objectives designed to ensure that organizations maintain realistic exit options and avoid the kind of
entrenched dependency that characterized the GCC High authorization decision [10].

CSA's STAR (Security Trust Assurance and Risk) program offers a complementary assurance pathway
that organizations reliant on concentrated cloud providers should consider incorporating into their due
diligence processes. STAR Level 2 certification requires an independent audit against CCM controls,
conducted under CSA's Code of Practice for Assessment Firms. Comparing a provider's STAR registry
entry against its FedRAMP authorization package can surface discrepancies and provide a more
complete picture of security posture than either document alone [11]. In cases where FedRAMP
authorization packages reflect conditional authorization or documented gaps, STAR assessments that
cover the same control areas may provide supplementary assurance — or may surface additional

concerns.

For organizations seeking to elevate cloud concentration risk to senior leadership, the Al Organizational
Responsibilities framework — particularly its guidance on governance, risk management, compliance, and
cultural aspects — provides vocabulary and structure for framing concentration exposure as a strategic
governance matter rather than a technical compliance issue [12]. The GCC High case illustrates that
concentration risk ultimately requires decisions at the procurement, policy, and executive level: technical
security teams cannot independently reduce dependency that has been built through years of agency
procurement choices. Governance frameworks that make those choices visible and subject to explicit

risk acceptance are the appropriate mechanism for managing structural dependencies of this kind.
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