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Key Takeaways

Anthropic's Claude Mythos Preview, announced in early April 2026, represents the first commercially
developed Al model documented to autonomously identify and exploit software vulnerabilities at near-
expert level — scoring 73 percent on expert-level capture-the-flag tasks no prior model could complete,
and becoming the first Al to execute a 32-step corporate network attack simulation end-to-end [1][2].

This capability threshold shifts the governance problem from theoretical to operational.

The Department of Defense declared Anthropic a supply chain risk in March 2026 after the company
refused to provide unrestricted model access for autonomous weapons development and mass domestic
surveillance [3]. A federal appeals court declined to block the designation in April 2026, leaving

Anthropic barred from Pentagon contracts while litigation continues [4].

The designation has not functionally contained Mythos. The NSA — an agency that reports through the
Secretary of Defense — gained access to Mythos Preview as one of approximately fifty authorized
organizations, and the White House Office of Management and Budget is separately negotiating a
civilian agency deployment framework, with Departments of Energy and Treasury among those
expected to receive access [5][6]. The result is a live contradiction: a single executive branch
simultaneously litigating that an Al system is a national security threat while negotiating its deployment
across federal infrastructure.

The OMB framework under negotiation — which would provide a "modified version" of Mythos to civilian
agencies under requirements for data sovereignty, model integrity, and human-in-the-loop review —
represents the first formal U.S. government attempt to govern a deployed Al system on cyberweapon-
capability grounds [7]. Its terms, still unspecified publicly, will create the regulatory precedent that
governs all successor systems.

Enterprise security teams should treat this situation as a leading indicator, not a policy curiosity. The
access and safeguard conditions the government is negotiating for Mythos will propagate downstream
to procurement requirements, liability frameworks, and regulatory expectations across the commercial

sector within twelve to eighteen months.
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Background

Anthropic's Mythos model entered public awareness in late March 2026 through an inadvertent data leak
of a draft technical announcement, which the company confirmed was real and attributed to a
configuration error in its content management system [8]. The official preview announcement on April 7,
2026 confirmed that Mythos represents a categorical advance — described internally as "far ahead of
any other Al model in cyber capabilities" and placed in a tier above the existing Claude Opus 4.6 on both

reasoning and cybersecurity benchmarks [8][9].

The model was not trained specifically as a security tool. Its security capabilities emerge from a general
advance in code comprehension, multi-step reasoning, and agentic execution, applied to vulnerability
research tasks. During pre-release testing, the model identified thousands of zero-day vulnerabilities
across proprietary and open-source software, including critical flaws that had remained undetected for
one to two decades [9]. Anthropic formally classified Mythos under its Responsible Scaling Policy
version 3.0, adopted in February 2026, which establishes capability evaluation thresholds and

deployment conditions for models that cross defined risk tiers.

Rather than a public release, Anthropic launched Project Glasswing — a controlled deployment to twelve
named partners including Amazon Web Services, Apple, Broadcom, Cisco, CrowdStrike, Google,
JPMorgan Chase, the Linux Foundation, Microsoft, NVIDIA, and Palo Alto Networks — alongside
approximately forty additional organizations maintaining critical software infrastructure [2]. Partners
committed to using the model exclusively for defensive vulnerability research and to contributing
findings to the broader security community. Anthropic committed $100 million in model usage credits,
$4 million in direct donations to open-source security organizations, and a 90-day public transparency
report on disclosed findings [2]. The long-term governance structure contemplates an independent
third-party body to coordinate ongoing cybersecurity work, though no entity has been formally
established.

The UK's Al Security Institute conducted an independent evaluation of Mythos Preview and documented
two significant findings. On capture-the-flag challenges, the model succeeded on expert-level tasks at a
73 percent rate, a performance level no evaluated model had reached before April 2025 [1]. On a 32-
step corporate network compromise simulation — estimated to require human attackers approximately
twenty hours — Mythos became the first model to complete the scenario from start to finish, succeeding
in three of ten attempts and averaging 22 of 32 steps completed [1]. The AISI evaluation noted
important caveats: the test environments lacked active defenders, endpoint detection tooling, and
penalties for alert-triggering actions, making direct extrapolation to well-defended production

environments uncertain [1].

© 2026 Cloud Security Alliance. Unofficial Al-assisted Research. 4



The practitioner response to this capability threshold is already taking shape. On April 12, 2026, the CSA
CISO Community, SANS, the [un]prompted collective, and the OWASP Gen Al Security Project jointly
published The "Al Vulnerability Storm": Building a "Mythos-ready" Security Program (last updated April 18,
2026), an expedited strategy briefing authored by Gadi Evron (CEO, Knostic; CISO-in-Residence for Al,
Cloud Security Alliance), Rich Mogull (Chief Analyst, Cloud Security Alliance), and Rob T. Lee (Chief Al
Officer, Chief of Research, SANS Institute), with contributions from Jen Easterly, Bruce Schneier, Chris
Inglis, Heather Adkins, Rob Joyce, Sounil Yu, Katie Moussouris, and approximately ninety reviewing
CISOs [14]. The briefing characterizes the Mythos disclosure not as an isolated event but as "the first of
many large waves of Al-discovered vulnerabilities" and codifies a thirteen-entry risk register, an eleven-
action priority playbook, and a ten-question diagnostic for CISOs preparing to operate in a post-Mythos
threat environment. This note's analysis of the governance layer is designed to complement that
operational guidance; the canonical, continuously updated version of the "Mythos-ready” briefing is

maintained at https://labs.cloudsecurityalliance.org/mythos-ciso/.

Security Analysis

The DOD Dispute: Where the Governance Crisis Originates

The Department of Defense's supply chain risk designation of Anthropic, issued in early March 2026,
grew directly from a contractual dispute over usage terms rather than from independent intelligence
about the company [3]. The DOD sought access to Claude models for "all lawful purposes,” a
formulation Anthropic rejected because it would have permitted use in autonomous targeting systems
and mass domestic surveillance programs — uses the company's Responsible Use Policy explicitly
prohibits regardless of customer identity [3]. When Anthropic declined to modify those terms, the
department invoked supply chain risk authority to exclude the company from defense contracts and

require that defense contractors certify removal of Anthropic tools from military-adjacent workflows.

A federal judge reviewing the designation expressed notable skepticism, describing the evidentiary
threshold as "a pretty low bar," and Anthropic challenged the designation in court [3]. The appeals court
declined in April 2026 to grant an emergency injunction while the case proceeds, leaving the blacklisting
in force pending full litigation [4]. The legal challenge turns on whether a company's refusal to accept
terms permitting specific end-uses constitutes a cognizable national security risk under existing
procurement authority — a question with significant implications for how the U.S. government can
compel Al provider compliance with operational requirements.
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The substantive dispute is not, at its core, about Anthropic. It is about whether a private company
developing and operating frontier Al with capabilities that governments deem strategically significant
can unilaterally set the conditions of that capability's availability to the state. Anthropic's position — that
its usage policies are non-negotiable regardless of customer — represents a novel form of private
governance assertion over a domain governments have historically treated as sovereign. The DOD's
position — that refusal to supply constitutes a national security threat — represents a correspondingly

novel claim that strategic Al capability is an entitlement of state rather than a commercial product.

The NSA Paradox and the Governance Fragmentation Problem

The disclosure on April 19-20, 2026 that the NSA was using Mythos Preview as one of approximately
forty authorized Glasswing-adjacent organizations illuminated a structural incoherence in the
government's posture [5]. The NSA operates within the Department of Defense chain of command; its
use of a model the department has formally designated a supply chain risk, while DOD simultaneously
argues in federal court that the designation is legally valid, represents a gap between declaratory policy
and operational behavior that has no precedent in U.S. technology procurement. Defense contractors
are required to certify non-use of Anthropic tools in military contexts; the intelligence community is

apparently not subject to the same constraint.

This fragmentation is not merely embarrassing — it is a governance design failure with direct security
implications. When different components of the federal government apply contradictory access policies
to the same high-capability Al system, the effective governance regime is determined by whichever
component has the least restrictive interpretation. The NSA's use signals that intelligence community
assessment of Mythos capability value has overwhelmed the supply chain risk designation's deterrent
effect within weeks of the blacklisting. Anthropic's decision to grant that access — reportedly in the
context of the April 17 White House meeting with Chief of Staff Susie Wiles and Treasury Secretary Scott
Bessent — suggests the company is managing a differentiated government relationship that the formal
legal proceeding does not fully capture [10][11][12].

The OMB Framework: What Is Actually Being Negotiated

The White House Office of Management and Budget's April 2026 communication to Cabinet
departments, led by Federal CIO Gregory Barbaccia, described an effort to establish "appropriate
guardrails and safeguards" before potentially deploying a "modified version" of Mythos to civilian
agencies [7]. The communication identified civilian agencies including the Departments of Energy and
Treasury as primary candidates — agencies whose mandates include securing critical infrastructure

sectors including the electric grid, financial system, and nuclear complex. The practical use case is
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apparent: both departments need the ability to identify software vulnerabilities across the infrastructure
they regulate before attackers exploit those vulnerabilities, and Mythos' documented capability to

surface aged, unpatched flaws in complex codebases is directly applicable [7].

The specific terms of the framework remain unpublished, but independent expert analysis and the OMB
communication together suggest three core requirements under active negotiation. Data sovereignty
would require that code submitted for analysis remain within isolated, air-gapped government
environments, preventing the submission of sensitive software artifacts to Anthropic's general
infrastructure [7]. Model integrity requirements would prohibit use of government-submitted data to
retrain the underlying model, protecting against inadvertent capability transfer or intelligence exposure
through training pipelines. Human-in-the-loop review would establish that no model-generated
vulnerability analysis or recommended remediation is implemented automatically — a human security

professional must review and authorize each action before deployment [7].

These three conditions, if formalized, would establish the minimum safeguard baseline for sovereign
deployment of cyberweapon-capable Al in civilian federal infrastructure. Their significance extends well
beyond this negotiation: they are likely to become the template for procurement requirements across
regulated sectors, analogous to how FedRAMP authorization conditions have historically propagated

from federal requirements into commercial cloud procurement standards.

The Proliferation Problem and Why Containment May Not Hold

The Council on Foreign Relations' analysis of Mythos as an inflection point identified a constraint that the
current governance negotiation does not address: source code for capable Al models has leaked
consistently across the industry, and competing capabilities at similar performance levels typically
emerge within months of any disclosed frontier capability [13]. Anthropic's deliberate non-public release
of Mythos, its narrow Glasswing access structure, and the OMB's safeguard requirements are meaningful
controls within the current window — but they operate against a backdrop where containment of the

underlying capability may not be achievable over a multi-year horizon.

This has two implications for governance design. First, the current negotiation's most durable output is
not the specific access terms for Mythos but the institutional precedent of how a government governs a
single Al system that crosses a cyberweapon capability threshold. Those institutional forms — the OMB
framework, the interagency process, the third-party evaluation model the AISI demonstrated — are
replicable in ways the specific deployment agreement is not. Second, as the CFR analysis notes,
organizations that defer hardening their infrastructure until a governance resolution emerges may find
that the window for proactive defense has closed. The same capability that is currently accessible only to
Glasswing's twelve named partners plus approximately forty additional authorized organizations [2] will

likely be replicable by a wider set of state and non-state actors within a timeframe that renders current
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patch backlogs an unacceptable liability [13]. The CSA-SANS "Mythos-ready" briefing reaches a parallel
conclusion from the defender's operational vantage point, placing "Accelerated Threat Exploitation" and
"Insufficient Al Automation Capabilities" as the top two critical entries in its draft risk register and
flagging that non-frontier, open-weight models can already achieve much of Mythos' capability at
accessible cost — so frontier models are the acceleration, not the starting gun [14].

The CSA Confidential Computing Working Group's supplementary analysis, prepared in direct response
to the Mythos risk assessment, identifies a structural countermeasure that operates independently of
the governance outcome: hardware-isolated Trusted Execution Environments remove the OS and
hypervisor layers from attacker reach, meaning that a zero-day surfaced by Mythos or a successor model
in those layers does not translate into a compromised workload. Runtime boundary enforcement at the
enclave perimeter caps the blast radius of any application-layer compromise that does succeed,
converting a potentially catastrophic breach into a contained incident. This defense compound is
deployable today across major cloud providers and does not depend on resolving the governance
questions currently before the White House and the courts.

Recommendations

Immediate Actions

Organizations that operate software infrastructure — particularly those in sectors regulated by the
Departments of Energy, Treasury, or Homeland Security — should immediately assess their current patch
backlog against known vulnerability classes that Al-accelerated discovery compresses. Mythos'
documented ability to surface critical flaws that remained undetected for one to two decades means
that the assumption of stable attack surface is no longer operationally valid. Priority should go to legacy
codebases and third-party dependencies, which represent the exposure class most likely to contain
aged, undiscovered vulnerabilities [9]. Security teams looking for a concrete starting playbook should
consult the CSA-SANS "Mythos-ready" priority action list, which sequences eleven specific actions —
from pointing coding agents at internal codebases this week through standing up a permanent VulnOps

function over twelve months — against an aggressive but practitioner-validated timetable [14].

Security teams should also determine whether their organization qualifies for access to Project
Glasswing or its successor programs. Glasswing participants gain early access to vulnerability findings
across critical software with an obligation to remediate; organizations outside that perimeter may receive

those findings only after they are publicly disclosed, by which time exploitation window opens

© 2026 Cloud Security Alliance. Unofficial Al-assisted Research. 8



immediately. Direct engagement with Anthropic or existing Glasswing partners to understand the

expansion eligibility process is warranted for any organization maintaining critical software infrastructure

[2].

Short-Term Mitigations

Organizations should advance confidential computing adoption for their highest-sensitivity workloads,
with specific priority on systems that process code, handle cryptographic material, or manage access
control policy. TEE-based isolation and attestation provide runtime protection against the OS-layer
exploit class that Al-assisted vulnerability discovery most effectively surfaces, and both VM-based and
container-based confidential computing are available and operationally mature across major cloud
providers. Hardware attestation also provides an accelerated path to confirming whether newly disclosed
vulnerabilities affect running workloads — compressing risk assessment from days to minutes and

providing auditable evidence for regulatory or contractual obligations.

Patch governance velocity warrants direct board-level review. The exploit lifecycle compression that
Mythos demonstrates — reducing from weeks of specialist reverse engineering to hours of model
inference the time between vulnerability identification and weaponizable exploit — means that
organizations whose patch governance cycles exceed thirty days for critical findings are structurally
exposed. Security leadership should present current mean time to patch metrics against the new threat

tempo and seek executive authorization for process acceleration where gaps exist.

Strategic Considerations

Enterprise security teams and their legal and regulatory counterparts should monitor the OMB Mythos
framework negotiations and engage in comment processes if they are opened to external input. The
data sovereignty, model integrity, and human-in-the-loop requirements currently under negotiation for
federal deployment are likely to become the regulatory floor for commercial critical infrastructure
operators within twelve to eighteen months. Organizations that participate in shaping these
requirements will be better positioned than those that receive them as compliance mandates after the

fact.

The broader governance question — whether the U.S. will establish a statutory framework for Al systems
that cross defined cyberweapon capability thresholds, analogous to export controls on dual-use
technologies — remains unresolved. The Anthropic-DOD litigation provides the first judicial examination
of whether existing procurement authority can govern this problem, but a durable framework will require
legislative action that current congressional attention to Al has not yet delivered. Organizations with

policy engagement capacity should treat the Mythos precedent as the right moment to advocate for
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governance structures that distinguish between capability-based access controls, which the Glasswing
model demonstrates are achievable, and blanket restriction approaches, which the DOD's blacklisting

outcome suggests are both legally contested and practically ineffective.

Boards and executive leadership engaging with the Mythos question will benefit from the Al Risk
Summary section of the CSA-SANS "Mythos-ready" briefing, which provides a ready-made talking-point
structure for CISO-to-board communication, a 90-day plan template organized around people-and-
capacity, Al tooling deployment, infrastructure hardening, procurement acceleration, playbook updates,
and progress tracking [14]. The canonical version at https://labs.cloudsecurityalliance.org/mythos-ciso/
is the authoritative reference and is expected to be updated as the community's operational
understanding matures.

CSA Resource Alignment

The governance dimensions of the Mythos case engage multiple layers of CSA's framework architecture.
The MAESTRO threat modeling framework — particularly its treatment of agentic Al in sensitive
operational contexts — provides directly applicable threat decomposition for organizations assessing how
Al-assisted vulnerability discovery changes their attack surface analysis. MAESTRO Layer 4 (tool and
resource access) and Layer 6 (data operations) are most directly implicated when evaluating how
Mythos-class systems interact with internal codebases and vulnerability management pipelines.

The Cloud Controls Matrix addresses the infrastructure hardening requirements that the Mythos
capability threshold makes urgent. CCM domains TVM (Threat and Vulnerability Management), SEF
(Security Incident Management), and IAM (Identity and Access Management) map directly to the
control gaps that Al-accelerated exploit development exploits — specifically, patch latency, access
control misconfiguration, and identity boundary weaknesses. The CSA Confidential Computing Working
Group's supplementary analysis on Al-accelerated threats, referenced throughout this note, provides

additional implementation guidance specific to TEE-based isolation as a structural countermeasure.

The STAR (Security Trust Assurance and Risk) program's registry of Al security practices will need to
incorporate dual-use Al governance as a distinct assessment category as systems like Mythos proliferate
across provider offerings. Organizations seeking to demonstrate governance maturity to customers and
regulators should consider how STAR-for-Al assessments can capture the access control, human
oversight, and deployment boundary conditions that the OMB framework is establishing as the implicit

federal standard.
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CSA's Al Organizational Responsibilities guidance and its Agentic Al Identity and Access Management
work are relevant to the NSA paradox documented above: when Al systems with cyberweapon-grade
capabilities operate under authenticated government credentials, traditional identity-based access
controls are insufficient without behavioral monitoring and runtime policy enforcement at the model
layer. The authorization architecture that identity alone cannot supply must be provided by the

surrounding enterprise controls — a principle CSA's agentic Al IAM guidance addresses directly.

The operational companion to this governance analysis is The "Al Vulnerability Storm": Building a
"Mythos-ready" Security Program [14], maintained by the CSA CISO Community, SANS, [un]prompted,
and the OWASP Gen Al Security Project at https://labs.cloudsecurityalliance.org/mythos-ciso/. Readers
evaluating what the regulatory precedent described in this note means for their own program should
treat the Mythos-ready briefing as the canonical practitioner playbook: it maps each identified risk to
framework controls across OWASP LLM Top 10 2025, OWASP Agentic Top 10 2026, MITRE ATLAS, and
NIST CSF 2.0, and provides an eleven-action priority sequence with explicit start dates and completion
horizons.
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