§'%‘- ‘-‘C/OL‘IS‘ )
;7//‘\\% CSAI byﬂa//iancow

CSAI Foundation
Cloud Security Alliance Al Safety Initiative

NIST Al Agent Standards Initiative:
Emerging Compliance
Requirements

What NIST's February 2026 Agentic Al Guidance Means for
Enterprise Security Teams

Unofficial Al-assisted Research

2026-04-07

© 2026 Cloud Security Alliance. Unofficial Al-assisted Research.



© 2026 Cloud Security Alliance. Some rights reserved.

You may download, store, display, view, print, redistribute, and link to this document in its original, unmodified form,
provided that attribution to the Cloud Security Alliance is maintained and all trademark and copyright notices remain

intact.

This document may not be modified or altered. You may quote portions of the document as permitted by the Fair
Use provisions of the United States Copyright Act, provided that attribution is given to the Cloud Security Alliance.

This document may be shared on professional and social media platforms in its original form with attribution.

This document was generated with Al assistance and has not undergone official CSA review and approval processes.

© 2026 Cloud Security Alliance. Unofficial Al-assisted Research. 2



Key Takeaways

e On February 17, 2026, NIST's Center for Al Standards and Innovation (CAISI) formally
launched the Al Agent Standards Initiative (AASI), establishing the first federal programmatic
effort specifically targeting autonomous Al agent governance — and setting the stage for
future procurement requirements and regulatory references analogous to those that followed
NIST Al RMF 1.0 in 2023 [1][2].

e NIST Al 600-1, the published Generative Al Profile, provides over 200 risk actions across
twelve categories but was designed for systems that generate content rather than take
autonomous action; its gaps in tool-use risk modeling, autonomy tier classification, and
delegation chain accountability are consistent with the design priorities NIST has stated for
the AASI and forthcoming SP 800-53 control overlays for agent deployments [3][4].

e The draft NIST IR 8596 Cyber Al Profile, released December 2025, explicitly characterizes
autonomous Al agents as potential vehicles for multi-phase cyberattacks and requires that
agents operating in cybersecurity contexts implement least privilege, strong authentication,
and continuous verification [5][17].

e A severe monitoring gap underlies the compliance risk: only 38% of organizations monitor Al
traffic end-to-end across prompts, tool calls, and outputs, and only 17% continuously monitor
agent-to-agent interactions — making enterprises broadly non-compliant with the logging
and observability requirements already embedded in existing NIST, OMB, and EU Al Act
guidance [21].

e Enterprises deploying autonomous agents in high-impact contexts must act now on agent
identity governance, audit trail architecture, and human oversight design — three areas where
actionable controls exist today via the CSA Al Controls Matrix, the OWASP Agentic Top 10,
and the CSA Agentic Trust Framework — rather than waiting for final NIST agent standards to
be published.
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Background

A New Federal Posture on Agentic Al

The NIST Center for Al Standards and Innovation formally announced the Al Agent Standards Initiative
on February 17, 2026, marking a significant shift in federal Al governance focus [1][2]. Until that
announcement, NIST's published Al standards infrastructure — anchored by Al RMF 1.0 (January 2023)
and the Generative Al Profile Al 600-1 (July 2024) — addressed risks inherent in Al systems that
generate text, images, or recommendations. Neither framework was designed for Al systems that
autonomously execute sequences of actions, call external tools, spawn sub-agents, or persist state
across sessions. The AASI explicitly acknowledges this gap: its stated goal is to ensure autonomous
agents can be "widely adopted with confidence, function securely on behalf of users, and interoperate

across the digital ecosystem" [1].

NIST organized the initiative around three strategic pillars. The first is industry-led standards
development, in which CAISI facilitates technical convenings, produces voluntary guidelines, and asserts
U.S. leadership in ISO/IEC JTC 1 and related international standards bodies. The second is open-source
protocol development, co-invested with NSF's Pathways to Enable Secure Open-Source Ecosystems
program, targeting community-led interoperability protocols for agent communication. The third is
security and identity research, producing authentication infrastructure for human-agent and agent-to-
agent interactions, alongside security evaluation frameworks for protocol assessment [2].

The pattern is consistent with how prior NIST voluntary guidance has been adopted. NIST Al RMF 1.0 was
framed as voluntary guidance at publication in January 2023. Within eighteen months it appeared in
White House executive orders, state-level Al laws, and federal procurement requirements. Legal analysts
and enterprise compliance advisors have explicitly noted that this trajectory is expected to repeat as
AASI guidance matures [7][8][19][20]. Security and compliance leaders who treat the AASI as a distant
future concern are likely to find themselves under-prepared when procurement clauses and audit
frameworks arrive — a timeline that legal analysts have characterized as broadly comparable to the
eighteen months between Al RMF's publication and its appearance in procurement requirements.

The Standards Landscape Going In

Enterprises entering 2026 face a complex patchwork of guidance with uneven coverage of agentic Al
scenarios. NIST Al 600-1is the most widely referenced published federal Al framework, providing more
than 200 recommended actions across twelve risk categories including Information Security — the

category most directly relevant to autonomous agent deployments [3]. However, Al 600-1's twelve
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categories were built around the risk profile of a system whose primary function is generating text or
making recommendations, not autonomously executing multi-step workflows with real-world
consequences. It does not define autonomy tiers, does not model the risks of tool-calling and capability
composition, and does not address accountability in delegation chains where multiple agents pass
instructions and inherit permissions across organizational boundaries.

The draft NIST IR 8596 Cyber Al Profile, released December 16, 2025 with a public comment period that
closed January 30, 2026, takes a more direct stance on autonomous agents [5][17]. NIST IR 8596
characterizes Al agents as "increasingly capable of autonomously orchestrating different phases of a
cyberattack — from reconnaissance and attack surface mapping to vulnerability exploitation, credential
harvesting, lateral movement, and data collection." It frames agent least privilege and continuous
authentication not as optional design choices but as baseline security requirements. While still in early
draft form as of this writing, NIST IR 8596 offers the clearest signal yet of the direction federal agent
security requirements are likely to take and should be treated as an authoritative preview of forthcoming
mandatory controls.

Complementing these publications, NIST's National Cybersecurity Center of Excellence published a
concept paper in February 2026 proposing to adapt existing identity and authorization frameworks —
including OAuth 2.0 extensions — for non-human Al agent principals, with a comment deadline of April 2,
2026 [9]. The outcomes of that process will directly shape how enterprises implement agent
authentication in NIST-aligned environments. Meanwhile, the CAISI published a formal Request for
Information on Security Considerations for Artificial Intelligence Agents in the Federal Register on
January 8, 2026; the comment period closed March 9, 2026, and responses will inform forthcoming

technical guidance [10].

Security Analysis

Four Structural Gaps in the Existing NIST Framework for Agents

The current NIST standards infrastructure, as applied to autonomous agent deployments, has four
structural gaps that the AASI is working to close. Understanding these gaps is necessary for enterprises

that need to assess their compliance posture now, before final guidance is published.

The first gap is the absence of autonomy tier classification. Neither Al RMF 1.0 nor Al 600-1 distinguishes
between Al systems that generate recommendations for human review and those executing autonomous
multi-day workflows with irreversible external effects. A conversational assistant and a fully autonomous

procurement agent operate in fundamentally different risk regimes, yet current NIST guidance applies
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the same GOVERN/MAP/MEASURE/MANAGE functions to both without differentiation. Practitioners
working from the CSA Agentic Profile of the NIST Al RMF have developed a four-tier taxonomy —
ranging from fully supervised assistance to full autonomy — as a bridge until NIST formalizes this
classification [11]. Enterprises that cannot articulate where their agent deployments fall on this spectrum

will struggle to implement proportionate controls.

The second gap is the absence of a tool-use risk model. The MAP function in Al RMF 1.0 is designed to
characterize intrinsic properties of the model: training data characteristics, intended use cases, known
failure modes. It does not address the extrinsic risks created when agents have tool access — the ability
to read and write files, execute code, query databases, send messages, or initiate financial transactions.
Tool-use risk depends on consequence scope, reversibility, authentication requirements, and the
compositional risk that emerges when low-risk tools are combined. No current NIST publication provides

an analytic framework for this dimension of agent risk.

The third gap is insufficient runtime monitoring guidance. The MEASURE function in Al RMF 1.0 was
designed for evaluation of static system properties — performance benchmarks, bias metrics, safety
testing results. Autonomous agents are dynamic: they receive instructions, retrieve context from external
sources, invoke tools, receive results, and update their state in continuous cycles that may proceed for
hours or days without human observation. Only 38% of organizations currently monitor Al traffic end-to-
end across this entire chain, and only 17% continuously monitor agent-to-agent interactions [21].
MEASURE provides no specific requirements for the telemetry that would detect behavioral drift, goal

hijacking, unauthorized privilege escalation, or runaway execution in deployed agents.

The fourth gap is the missing delegation accountability framework. When an enterprise deploys a multi-
agent architecture — where a primary orchestrating agent delegates tasks to specialized sub-agents,
which may in turn delegate further — the question of who is responsible for an unauthorized action taken
three levels deep in the delegation chain has no answer in current NIST standards. This is not an abstract
concern: security researchers have modeled in proof-of-concept demonstrations the attack pattern
where prompt injection into a sub-agent's context propagates unauthorized credential access through
the delegation chain [16]. The OWASP Agentic Top 10 classifies this risk vector as Agent Goal Hijack and
Identity and Privilege Abuse, underscoring that it represents an active design threat, not a theoretical

future risk.

The Compliance Environment Beyond NIST

While NIST's guidance shapes the direction of federal procurement and much of the enterprise security
conversation in the United States, enterprises must also contend with overlapping compliance
requirements from other authorities. The EU Al Act, which has been progressively enforcing since

February 2025, imposes the most specific agentic Al requirements currently in legal effect [12]. Article
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14(4)(e) of the EU Al Act requires that every autonomous agent deployed in a high-risk context must
support immediate interruption — effectively mandating a kill-switch mechanism. Enterprises deploying
agentic Al for compliance automation, document processing, or customer-facing workflows are already
in scope as high-risk deployments, with the deadline for systems placed in service before August 2, 2025
reaching full compliance by August 2, 2026. Non-compliance with high-risk Al requirements carries

penalties of up to €35 million or 7% of global annual turnover [12][13].

OMB Memorandum M-25-21 defines "High-Impact Al" as any Al system whose output "serves as a
principal basis for decisions or actions with legal, material, binding, or significant effect" — a definition
that many autonomous agent deployments satisfy [14]. Federal agencies submitted M-25-21 compliance
plans in September 2025, but the memorandum's requirements — pre-deployment testing, continuous
monitoring, and documented human review pathways — establish a template that contractors and
regulated industries are increasingly expected to mirror. OMB M-25-22, published April 2025, added
additional specificity to procurement and oversight requirements.

The enterprise deployment landscape makes the urgency concrete. Industry surveys indicate that 79%
of organizations have implemented Al agents at some scale, yet only approximately one in five has a
mature governance model for autonomous Al agent deployments [6]. The gap between deployment

prevalence and governance maturity is the compliance risk in aggregate form.

Recommendations

Immediate Actions

Enterprises should establish a baseline compliance posture against current applicable guidance without
waiting for NIST's forthcoming agent-specific publications. A foundational immediate step is conducting
an inventory of all autonomous agent deployments to assess which qualify as High-Impact Al under
OMB M-25-21 or high-risk Al systems under the EU Al Act. This inventory should capture the autonomy
level of each deployment, the tools and capabilities it can invoke, the data it can access, and the actions

it can take without human approval. Without this inventory, compliance gap assessment is impossible.

Agent identity architecture should be reviewed against the emerging NCCoE framework for non-human
principals [9]. Agents should not reuse human credentials or hold broad, persistent API keys. Each agent
deployment should be assigned a distinct enterprise-grade identity with permissions scoped to the
minimum required for its intended tasks, time-limited where possible, and revocable independently of

any human account. Legacy |IAM systems that lack the ability to provision, monitor, and revoke non-
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human agent identities represent a concrete compliance gap that also constitutes an active security risk:
more than three-quarters of organizations currently lack documented policies for creating or removing Al
identities [22].

Audit trail infrastructure should be extended to capture the full agentic execution chain: the instructions
provided to agents, the context retrieved from external sources, tool invocations and their parameters,
results returned, decisions made, and any human approvals or overrides. This is not primarily a logging
volume question — it is an architectural question about whether agents are instrumented to produce
structured, queryable records of their behavior. Both NIST IR 8596 and the EU Al Act's multi-step

reasoning transparency requirement implicitly or explicitly require this capability.

Short-Term Mitigations

Organizations should align their agent governance policies with the OWASP Top 10 for Agentic
Applications 2026, developed by leading industry practitioners and security researchers as the current
community consensus on agentic Al risk [16]. The ten risk categories — including Agent Goal Hijack, Tool
Misuse, Identity and Privilege Abuse, Supply Chain Vulnerabilities, and Insecure Inter-Agent
Communication — provide a structured vocabulary for risk assessment and a checklist for control
coverage. The foundational principle of OWASP's Agentic Top 10, "Least Agency,” maps directly to
NIST's emerging requirement for task-scoped, time-limited agent permissions and should be treated as

an operative control design principle.

Human oversight architecture deserves dedicated design attention before agent capabilities expand
further. The EU Al Act defines three oversight models with substantially different compliance
implications: human-in-the-loop, required for irreversible high-stakes decisions and adding meaningful
latency for each decision requiring human approval; human-on-the-loop, which enables real-time
monitoring with intervention capability without blocking execution; and human-out-of-the-loop,
narrowly permitted for low-risk, well-bounded tasks [12]. Enterprises that have deployed agents without
explicit human oversight design are effectively operating in human-out-of-the-loop mode by default,

regardless of whether their risk assessment supports that classification.

Strategic Considerations

The NIST Al Agent Standards Initiative's three-pillar structure — standards development, open-source
protocol work, and security identity research — indicates that interoperability will be a central compliance
dimension as the standards landscape matures. Organizations building proprietary, siloed agent

architectures today may be creating technical debt that could complicate future adoption of common
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agent communication protocols and federated identity infrastructure. Given the AASI's explicit focus on
interoperability protocols, enterprises with architecture governance processes should incorporate

agentic interoperability as a design criterion now [1][2].

The forthcoming NIST SP 800-53 control overlays for single and multi-agent systems represent the
most direct translation of NIST's emerging agent standards into implementable security controls. When
these overlays are published, they will provide the specific control requirements that procurement
clauses, audit frameworks, and compliance certifications will reference. Organizations that have already
mapped their agent governance posture to the CSA AICM and the NIST Al RMF Agentic Profile will be
well-positioned to rapidly assess compliance against the new overlays when they arrive. Those starting

from scratch at that point will face a more difficult transition.

CSA Resource Alignment

CSA's Al Safety Initiative provides the most developed practitioner framework available for
operationalizing NIST's emerging agent standards. The Al Controls Matrix (AICM) v1.0, published July
2025, provides 243 control objectives across 18 security domains with published mappings to 1SO
420071, the EU Al Act, and NIST Al 600-1 — making it the natural starting point for enterprises that need
to assess their compliance posture across multiple regulatory regimes simultaneously [18]. AICM is CSA's
primary control framework for Al governance and should serve as the default reference for enterprise Al
programs. It is designed to complement — not replace — the Cloud Controls Matrix, which remains the

authoritative CSA framework for cloud infrastructure security controls.

The CSA Agentic Trust Framework (ATF), published February 2, 2026, provides a zero-trust
governance model specifically designed for autonomous agent deployments [15]. The ATF
operationalizes OWASP Agentic Top 10 threat mitigations within a zero-trust architecture and aligns with
both CoSAIl and NIST's emerging agent identity requirements. It is designed to complement AICM by
providing agent-specific governance architecture where the broader AICM controls require agentic

implementation guidance.

The CSA NIST Al RMF Agentic Profile provides a practitioner-developed supplement to Al RMF 1.0
that addresses the four structural gaps described in the Security Analysis section [11]. Its proposed
GOVERN, MAP, MEASURE, and MANAGE extensions — including the four-tier autonomy classification,
tool risk model, runtime behavioral telemetry requirements, and delegation chain accountability
framework — provide operational guidance that is directly referenced in NIST's standards development

discussions and is available for immediate enterprise adoption.
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The MAESTRO threat modeling framework provides a seven-layer architecture for analyzing agentic
Al threats, from the mission and business logic layer through the Al model and data layers to the
infrastructure and operational layers. MAESTRO integrates with MITRE ATLAS techniques and AICM
controls, providing the threat intelligence foundation that enterprise red teams and architects need to
assess agent-specific attack surfaces. Organizations conducting Al risk assessments under NIST Al

RMF's MAP function should incorporate MAESTRO as the agentic threat modeling methodology.

The STAR for Al certification program extends CSA's existing Security Trust Assurance and Risk (STAR)
registry to Al governance, providing a structured pathway for demonstrating conformity with AICM
controls [23]. For enterprises under EU Al Act compliance pressure, STAR for Al is being mapped to EU
Al Act conformity assessment requirements — a mapping that, if completed before the August 2026

enforcement deadline, would provide an efficient audit pathway for high-risk agent deployments.
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