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Key Takeaways

Between April 7 and April 24, 2026, two frontier AI vendors took the rare step of declaring three of their

most capable new models too dangerous for general release and rolling them out instead through

invitation-only programs. Anthropic announced Project Glasswing on April 7 and restricted Claude

Mythos Preview to roughly 40 launch and additional partners working on critical-software defense,

backed by $100 million in usage credits and $4 million in donations to open-source security projects [1]

[2][3]. OpenAI followed on April 14 with GPT-5.4-Cyber, a fine-tuned model with looser refusal

boundaries for offensive-tooling work, gated through its expanded Trusted Access for Cyber (TAC)

program for vetted defenders [4][5]. Two days later, OpenAI launched GPT-Rosalind, a life-sciences

reasoning model restricted to qualified U.S. enterprise customers in biomedicine and biodefense [6][7].

Time characterized the pattern as a new norm rather than a series of one-off decisions, citing AI Policy

Network analysts who connect the moves to genuine concern about misuse capability [8].

The shift to capability rationing creates a strategic risk pattern that security teams, procurement officers,

and policymakers should treat as material rather than rhetorical. First, it concentrates gatekeeping power

in a small number of private vendors operating under U.S. legal jurisdiction, which national-security

analysts argue undercuts the sovereignty offer that allies are simultaneously being sold through the

American AI Exports Program [9][10]. Second, it produces an asymmetry between rationed defenders

and self-organizing attackers: within two weeks of the Mythos restrictions, an unauthorized Discord

group leveraged information from the upstream Mercor breach to guess access details and use the

model for purposes other than cybersecurity [11][12][13]. Third, available reporting indicates that

continuity, portability, and audit risk are shifting to customers without yet being matched by standardized

contractual or technical instruments, even as the underlying vendor safety regime is being relaxed under

competitive and government pressure [14][15].

This note examines the capability-rationing pattern as it stood at the end of April 2026, identifies the

structural risks it creates for enterprise security programs and allied governments, and recommends

procurement, governance, and architectural responses grounded in the AI Controls Matrix (AICM) and

CSA's broader AI Safety Initiative work.
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Background

The phrase "too dangerous to release" has appeared sporadically since OpenAI used it to justify

withholding GPT-2 in 2019, but until April 2026 it had not been publicly applied in this configuration: a

frontier model that the vendor simultaneously chose to deploy commercially under restricted terms [8].

Anthropic's Mythos Preview is the most consequential instance to date and is treated here as the

reference case for the pattern. The company stated that Mythos identified thousands of previously

unknown vulnerabilities across major operating systems, browsers, and other infrastructure software,

autonomously chained exploits in the Linux kernel, and exploited a 17-year-old remote code execution

flaw in FreeBSD's NFS implementation that allowed root-level takeover of any affected server [1][2]. On

capability grounds, Anthropic concluded that broad release would give offensive actors a head start over

defenders, and instead restricted the model to a launch group spanning Amazon Web Services, Apple,

Broadcom, Cisco, CrowdStrike, Google, JPMorgan Chase, the Linux Foundation, Microsoft, NVIDIA, and

Palo Alto Networks, along with roughly 40 additional organizations maintaining open-source or critical

infrastructure [1][3].

OpenAI's GPT-5.4-Cyber and GPT-Rosalind extend the pattern into adjacent dual-use domains. GPT-

5.4-Cyber is fine-tuned for binary reverse engineering and other offensive-defensive workflows, with

explicitly lower refusal thresholds for legitimate security research; access is limited to verified individuals

at chatgpt.com/cyber and to enterprise teams routed through OpenAI account managers [4][5]. GPT-

Rosalind, named for Rosalind Franklin, is a life-sciences reasoning model intended for drug discovery and

translational medicine; eligibility is limited to qualified U.S. enterprise customers engaged in legitimate

biomedical or biodefense research, with launch partners that include Amgen, Moderna, the Allen

Institute, and Thermo Fisher Scientific [6][7]. Both programs operationalize the same capability-

rationing logic: the vendor decides which capabilities are publicly safe, who is qualified to access the rest,

and on what terms.

Two corollary developments increase the analytic weight of the pattern. First, Anthropic's February 2026

revision of its Responsible Scaling Policy removed, under competitive and Pentagon pressure, the

previous hard commitment to pause training of more capable models when its safeguards could not keep

pace, replacing the unilateral pause with a more discretionary framework [14][15]. The vendor that has

most publicly invoked "too dangerous to release" as the basis for restrictive access has therefore, in the

same quarter, weakened the policy that backstopped why it would invoke that judgment in the first place.

Capability rationing is becoming the most visible element of vendor safety positioning during the same

quarter that the underlying scaling-policy commitments have been weakened, a tension that

procurement and policy reviewers should price in directly.
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This note treats the April 2026 launches as a single pattern and analyzes the structural risks that follow

from it; it does not attempt to second-guess the underlying capability claims, which are not

independently verifiable.

Security Analysis

The Capability-Rationing Pattern

Three structural features distinguish the April 2026 programs from prior controlled-release efforts and

from traditional export-control regimes. The first is private adjudication of dual-use risk: the vendor, not

a government or standards body, decides which capabilities meet the misuse threshold and what access

regime applies. The second is selective allocation: access is granted not on uniform criteria but to launch

partners, qualified enterprise customers, and verified researchers chosen by the vendor. The third is

operational asymmetry: the same model that the vendor judges too dangerous for the public is

simultaneously deployed to the customers the vendor selects, which means the question is never

whether the model is in production but only who gets to use it. This is materially different from

withholding a model from production altogether, and materially different from publishing model weights

under a license, because the gatekeeper retains real-time discretion to add, remove, or modify access.

The capability-rationing pattern overlaps with the U.S. government's external AI strategy in ways that

compound rather than mitigate the strategic risk. The American AI Exports Program (AAEP), which

opened its inaugural call for industry-led consortia on April 1, 2026, bundles American hardware, cloud,

models, and applications into exportable packages backed by U.S. commercial diplomacy and finance

[10]. National-security analysts at Lawfare argue that AAEP frames sovereignty as deployment-layer

control rather than insulation from U.S. discretion, and that allied governments increasingly want the

latter — a position that grows harder to satisfy when the most capable models are simultaneously

rationed by U.S. vendors under U.S. legal jurisdiction [9]. BCG's framing that "AI sovereignty is an

illusion, resilience is real" reaches a parallel conclusion [16]. Center for a New American Security (CNAS)

Sovereign AI Index data referenced in the Lawfare analysis show that by January 2026 the number of

government-backed sovereign AI projects had grown to roughly 130 across more than 50 countries, yet

BCG concludes that few achieve real independence at the frontier-model layer, where vendor

gatekeeping is decisive [9][16].

© 2026 Cloud Security Alliance. Unofficial AI-assisted Research. 5



Operational Failure Modes: The Mercor and Discord Breaches

The Mythos rollout suffered a consequential access-control failure within two weeks of launch, and the

cascade is informative for vendor-management programs. The chain began with the Mercor breach, in

which the AI training-data provider used by Anthropic, OpenAI, and Meta confirmed in early April that

attackers had compromised its environment, with claims of up to four terabytes of source code and

database records exfiltrated, including data on Anthropic's internal naming conventions for its tools [13]

[17][18]. On April 21, Bloomberg reported and Anthropic confirmed that an unauthorized group

communicating through a private Discord channel had gained access to Mythos by guessing endpoint

details that, according to Bloomberg and Fortune, appear to have drawn on naming-pattern information

surfaced through the upstream Mercor breach, with one group member operating from inside a third-

party contractor's environment [11][12][13]. Reports indicate the group used Mythos regularly for

purposes unrelated to cybersecurity, providing screenshots and live demonstrations to journalists [12]

[13].

Three lessons follow. First, the trusted-access perimeter is only as strong as the supply chain that

surrounds it; the upstream training-data ecosystem and contractor estate fall inside the threat model

whether the vendor prices them in or not. Second, the discretion that makes capability rationing

politically viable — small partner counts, custom access paths, bespoke onboarding — also makes the

access surface harder to instrument and audit at the standards security teams expect for production

systems. Third, the gatekeeping rationale is reputationally exposed: once a "too dangerous to release"

model is demonstrably in unauthorized hands, the safety claim that justified the restriction becomes the

lead news story rather than the supporting one [3][12]. Bruce Schneier, while acknowledging the

necessity of preview-style restrictions, characterized Project Glasswing as "very much a PR play" and

warned that software outside the model's training distribution — industrial control systems, medical-

device firmware, bespoke financial infrastructure, older embedded systems — is exactly where Mythos is

least likely to help defenders even when it succeeds for offensive actors [19].

Sovereign, Continuity, and Equity Risks

Capability rationing creates four classes of customer exposure that traditional vendor-management

programs do not yet have standard control language for. The table below summarizes them in the

framing CSA member organizations have begun raising in their own AICM-aligned vendor reviews.

Risk Class Exposure Why It Matters

Sovereign-

jurisdiction risk

Vendor sits in U.S. legal jurisdiction;

access can be compelled, paused, or

Allied governments and

multinationals lose continuity
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Risk Class Exposure Why It Matters

revoked by U.S. policy or court action guarantees [9]

Continuity-of-

access risk

Trusted-access tiers can be re-

scoped, repriced, or sunset; no

portability rights to equivalent open-

weights model

Customers who built operational

dependencies cannot exit cleanly [9]

[16]

Equity and

competition

risk

Selection criteria are vendor-defined;

smaller defenders, non-U.S.

researchers, and public-interest

entities may be excluded

Concentrates frontier defensive

capability in already-resourced

incumbents [8][19]

Audit-and-

disclosure risk

Vendor controls capability evaluations,

eligibility reviews, and incident

notifications; no third-party

attestation framework yet exists

Customers cannot independently

evidence that the controls protecting

"too dangerous" capabilities are

operating [1][14]

These risks are not hypothetical. Allied governments are tracking the vendor-gatekeeping dimension of

AAEP precisely because the program does not, on its current terms, neutralize them; the Lawfare

analysis frames the gap as missing data residency guarantees, missing continuity assurances against a

"kill switch," and missing portability rights, with upstream chip and frontier-model dependencies

remaining U.S.-controlled [9]. For enterprise customers, the audit gap is the most actionable: when the

vendor's safety case rests on access controls rather than on the model itself being unable to produce

dangerous outputs, third parties need a way to evaluate whether the access controls are working, and

that evaluative infrastructure does not yet exist outside the vendor.

Asymmetry: Rationed Defenders, Self-Organizing Attackers

A further structural concern is that capability rationing optimizes for one part of the threat model while

leaving other parts unaddressed. Anthropic's stated rationale for Project Glasswing — give defenders a

head start before equivalent capabilities reach attackers — assumes that attacker access trails defender

access, and that defender access is well-targeted. The first assumption was undercut within two weeks

by the Discord-group access via Mercor-derived information; the second is in tension with Schneier's

observation that the highest-risk software (legacy, embedded, niche-vertical) is precisely the software

least represented in the training distribution and least connected to Glasswing partners [11][19].

Meanwhile, criminal markets do not need formal trusted-access programs to coordinate: indirect prompt

© 2026 Cloud Security Alliance. Unofficial AI-assisted Research. 7



injection in the wild, agent jailbreaking, and the broader Q1 2026 incident pattern all demonstrate self-

organizing offensive ecosystems that adapt faster than vendor-curated defender rosters [20]. The result

is a defender population whose access is curated, gated, and observable to vendors and any future

regulator, alongside an attacker population that operates outside those constraints. The mismatch is not

new, but capability rationing widens it at the frontier-capability layer [19].

Recommendations

Immediate Actions

Procurement and AI risk teams should treat any "trusted access," "research preview," or "qualified

customer" program as a distinct vendor relationship rather than a sub-tier of an existing master

agreement. Within the next thirty days, organizations holding access to Mythos Preview, GPT-5.4-Cyber,

GPT-Rosalind, or comparable rationed models should document the access scope, the eligibility basis,

the revocation conditions, the data-jurisdiction terms, the audit rights, and the incident-disclosure

obligations as a standalone risk register. The Mercor and Mythos cascade demonstrates that the

upstream training-data provider, contractor estate, and naming-convention metadata fall inside the

threat model whether or not the vendor's contract acknowledges it; vendor questionnaires should now

ask explicitly about training-data supplier security, contractor access scoping, and naming-pattern

protection [12][17].

Security teams supporting these workloads should implement local controls that do not depend on the

vendor's gatekeeping holding. For Mythos- and GPT-5.4-Cyber-class capabilities, that means treating

any output as potentially exploitative, sandboxing model interactions, instrumenting prompt-and-

response logging at the customer side, and applying the same insider-risk controls used for offensive-

security tooling. For GPT-Rosalind-class capabilities, that means biosecurity review of generated

outputs, IRB-grade governance of research workflows, and explicit policies for what model outputs may

leave the qualified-research environment [6][7].

Short-Term Mitigations

Over the next quarter, organizations should align their vendor-management practices with the AI

Controls Matrix (AICM), which provides 243 control objectives across 18 domains and role-specific

implementation guidelines spanning Model Providers, Orchestrated Service Providers, Application

Providers, AI Customers, and Cloud Service Providers [21]. Capability rationing primarily affects Model

Provider controls — eligibility evaluation, capability evaluation, access management, and disclosure — and
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AI Customer controls covering the procurement and continuity issues identified above. Vendor

questionnaires should now require evidence of independent capability evaluations against frameworks

such as NIST AI 800-1 [22]; documented eligibility review processes that an auditor can examine; data

residency and jurisdictional terms aligned with allied data-protection regimes; and disclosure

commitments for security incidents that affect rationed-access programs, separate from any standard

product CVE pipeline.

For governments and policymakers, the short-term priority is to extract continuity, portability, and audit

guarantees from frontier vendors before formal export-control instruments catch up. The AAEP

framework will not satisfy allied sovereignty concerns if rationed access can be revoked unilaterally, if

portability to other models is not preserved, and if no third-party attestation framework exists;

addressing these gaps through bilateral agreements or consortia-level standards is more tractable than

waiting for full multilateral control regimes [9][10][16]. CSA's STAR for AI program is positioned to

provide independent assurance against AICM controls and is a natural locus for capability-rationing-

specific assessment criteria.

Strategic Considerations

Capability rationing is a policy choice that the industry has made in the absence of public regulatory

frameworks; it is not a steady state. The combination of weakened vendor scaling commitments,

contested government pressure, supply-chain breaches, and self-organizing attacker ecosystems makes

a stable continuation of the current arrangement unlikely on a multi-year horizon. Plausible trajectories

include movement toward a public framework with independent oversight, fragmentation across

jurisdictions as allied governments push back, or absorption into formal export-control regimes; less

plausible is an indefinite continuation of vendor-defined rationing in its current form. Organizations that

build dependencies on rationed-access models without preparing for these trajectories are accepting

concentrated single-vendor risk at the frontier-capability layer.

Three architectural disciplines reduce this exposure. The first is capability portability: where the workload

can be served by a non-rationed model with adequate performance, prefer that model and pin the

rationed-access option as an enhancement rather than a dependency. The second is output-safety

independence: design review processes so that the safety of a model's outputs in production does not

rely on the vendor's eligibility gating remaining intact, particularly for biosecurity- and offensive-

security-relevant use cases. The third is evidentiary parity: insist on the same level of attestation, logging,

and incident disclosure for rationed-access models as for production models, and treat any gap as a

procurement deficiency rather than a vendor courtesy.
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CSA Resource Alignment

The capability-rationing pattern maps directly to several existing and in-development CSA resources.

AICM, CSA's AI superset of the Cloud Controls Matrix, is the recommended default framework for AI

systems; its Model Provider and AI Customer implementation guidelines address eligibility evaluation,

capability evaluation, access management, and disclosure, and AICM v1.0.3 audit guidance can be

applied immediately to rationed-access vendor reviews [21].

The MAESTRO Agentic AI Threat Modeling framework remains the right reference for the agent-layer

downstream of any rationed model, where indirect prompt injection, tool misuse, and goal-hijacking

failure modes still apply regardless of how the model itself was procured. CSA's Securing Autonomous AI

Agents guidance and the policy template developed alongside the OpenClaw analysis are directly

relevant when rationed models are operationalized in agentic deployments. STAR for AI provides the

independent attestation pathway through which organizations can evidence that the relevant Model

Provider and AI Customer controls are in place, and the Catastrophic Risk Annex under development

through the Coefficient Giving grant will extend STAR for AI into precisely the scenarios — frontier-

capability misuse, supply-chain compromise, sovereign-access disputes — that capability rationing is

intended to address but not yet equipped to evidence.
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