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Key Takeaways

e On15 April 2026, UK Secretary of State Liz Kendall and Security Minister Dan Jarvis issued an
open letter to all UK business leaders citing the Al Safety Institute's finding that Claude
Mythos Preview is "substantially more capable at cyber offence than any model we have
previously assessed,” and urging boards to treat Al-enhanced cyber risk as a first-order

governance responsibility [1][2].

e The UK Al Safety Institute (AISI) found that Mythos Preview achieved a 73% success rate on
expert-level capture-the-flag (CTF) tasks — a first for any model the institute has evaluated —
and became the first Al model to complete "The Last Ones" multi-step attack simulation end-
to-end, completing an estimated 20 hours of professional penetration-testing work in an

automated session [2].

e The letter cites AISI data showing frontier model offensive capabilities are now doubling every
four months, compared to every eight months previously, a trajectory the government judges
will outpace organizations that have not embedded cyber resilience into board-level

governance [1].

e The government directs organizations to adopt the Cyber Governance Code of Practice —
which requires quarterly board reporting on cyber risk, mandatory director-level cyber literacy
training, and formal incident response planning — and to pursue Cyber Essentials certification
as an achievable minimum baseline [1][5].

e The open letter arrives as the Cyber Security and Resilience (NIS) Bill moves through
Parliament; if enacted, it will give regulators authority to scrutinize board-level governance
frameworks and impose significant administrative penalties for failures to implement

appropriate cybersecurity measures [7].

e Organizations that have not implemented security fundamentals — regular patching, strong
access controls, security configuration baselines, and comprehensive logging — face elevated
and growing exposure as Al tools lower the cost and skill threshold for automated vulnerability

discovery and exploitation [3].
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Background

The UK government's April 2026 open letter arrives as the UK Al Safety Institute published empirical
evidence that Al-enabled offensive capabilities had crossed a threshold prompting direct ministerial
response. For years, security leaders have anticipated that Al would eventually accelerate adversarial
capabilities in material ways; what changed in the spring of 2026 was that the AISI's evaluation of
Anthropic's Claude Mythos Preview demonstrated attack capabilities that the government judged
sufficient to warrant direct ministerial communication to UK business leaders [1]. The AISI's Mythos
evaluation — the most extensive assessment the institute had conducted of a frontier model's offensive
cyber capability — gave the government concrete, time-stamped evidence to accelerate its argument

from advisory recommendation to urgent directive.

Against that backdrop, Secretary of State Liz Kendall and Security Minister Dan Jarvis signed and
published the open letter on 15 April 2026, addressed not to CISOs or IT departments but explicitly to
business leaders and boards [1][9]. The UK government has argued consistently, through the Cyber
Governance Code of Practice and the NCSC's broader boardroom engagement program, that
cybersecurity governance failures are ultimately leadership failures, not technical ones. Framing the
letter to boards rather than technical staff reflects that consistent position: the government's target

audience for this escalation was organizational leadership, not security operations.

The letter builds on two prior documents that remain its primary practical references. The NCSC
published its assessment of Al's impact on the cyber threat landscape through 2027 in May 2025,
concluding that Al will "almost certainly continue to make elements of cyber intrusion operations more
effective and efficient" and warning of a widening digital divide between organizations keeping pace with
Al-enabled threats and those that are not [3][8]. The Cyber Governance Code of Practice, structured
around five governance principles directed at boards and directors, was already in place to provide a
practical framework for board action. What the April 2026 letter does is elevate the urgency of both
documents and link them explicitly to the AISI's Mythos capability evidence.
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Security Analysis

The Mythos Capability Threshold

The open letter's framing depends substantially on what the AISI found when it evaluated Claude
Mythos Preview's offensive cyber capabilities. The institute, which conducts pre-deployment evaluations
of frontier Al models under the UK's voluntary evaluation program, published its findings on 14 April
2026, one day before the government letter appeared [2][10].

The AISI evaluated Mythos Preview on two primary benchmarks. On expert-level capture-the-flag
challenges — tasks no evaluated model could complete prior to April 2025 — Mythos Preview achieved a
73% success rate, a figure the institute described as representing continued improvement at a pace that
has accelerated significantly since 2023 [2]. More significant for real-world threat modeling was Mythos
Preview's performance on "The Last Ones" (TLO), a multi-step cyber-attack simulation designed to
approximate the sequential decision-making required in an actual intrusion operation. Previous frontier
models, including Claude Opus 4.6, averaged 16 of 32 required steps in TLO; Mythos Preview completed
the full simulation end-to-end in 3 of its 10 attempts and averaged 22 steps across all attempts [2]. The
institute estimated that the tasks performed in each complete TLO run represent approximately 20

hours of work for a skilled human penetration tester [2].

The AlISI also documented Mythos Preview's autonomous discovery of a previously undiscovered remote
code execution vulnerability in FreeBSD's NFS service (CVE-2026-4747) and its independent
generation of a complete exploit script, constructing a return-oriented programming exploitation chain
by splitting instructions across multiple network requests [2]. The discovery of CVE-2026-4747
illustrates that legacy systems with long-standing undiscovered defects may now be within the
automated discovery reach of frontier Al models — a risk category that has historically been difficult to
quantify and easy to underestimate. Legacy infrastructure may have appeared low-risk precisely because
it had not been successfully attacked, but Al-assisted vulnerability discovery is no longer bounded by

recently introduced code or well-known vulnerability classes.

The government letter synthesizes these findings into a population-level threat assessment. AISI data
shows frontier model capabilities are doubling every four months, twice the previous rate, which implies
that organizations deferring foundational security investments face an accelerating risk curve rather than

a stable one [1].
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The Board Governance Gap

What distinguishes the April 2026 letter from the Cyber Governance Code of Practice and prior NCSC
guidance is the directness of its ministerial voice, its linkage to empirical AISI capability findings, and its
implicit signal that voluntary uptake of existing guidance is no longer sufficient. The letter states that
cybersecurity is "an essential part of running a modern company, not an optional extra" — language that
echoes the fiduciary framing of financial and regulatory risk, positioning cybersecurity alongside financial
and legal obligations that boards already own [1]. This positions inadequate cybersecurity not merely as a

technical shortcoming but as a governance failure for which boards bear direct responsibility.

The letter's reference to the Cyber Governance Code of Practice makes this accountability concrete [5]
[6]. The Code, organized around five governance principles — Risk Management, Strategy, People,
Incident Planning and Response, and Assurance and Oversight — requires boards to take direct
ownership of cybersecurity commitments, not merely receive briefings from technical staff. Specific
requirements include mandatory cyber literacy training for all board directors, quarterly formal reporting
with defined risk metrics and agreed tolerances, documented incident response plans exercised on an
annual basis, and explicit identification of critical assets and supply chain dependencies that carry cyber

risk [5]. These are governance obligations that rest with the board, not the CISO.

NCSC CEO Richard Horne, writing on the same day the open letter was published, reinforced this
position directly: technical security actions "must be championed by all leaders and board members" [4].
The April 2026 letter, signed by government ministers rather than technical officials, operationalizes that
statement. It signals that board accountability for cyber risk is now an expectation backed by both active

advisory guidance and forthcoming statutory authority.

The Legislative Horizon

The UK Cyber Security and Resilience (Network and Information Systems) Bill entered Parliament for its
first reading on 12 November 2025 and received its second reading on 6 January 2026 [7]. If enacted,
the legislation will significantly expand the regulatory enforcement environment that UK businesses
operate within. Regulators would gain authority to scrutinize board-level governance frameworks, test
organizational resilience measures, and impose substantial administrative fines for failures to implement
appropriate cybersecurity controls or to report notifiable incidents within required timeframes [7]. Daily

penalties would be available for ongoing failures.

The timing of the open letter — published while the Bill is mid-passage through Parliament — positions
the Cyber Governance Code of Practice and Cyber Essentials as the practical compliance pathway
before mandatory requirements take effect. Organizations that implement both are building the

governance infrastructure the legislation is likely to require; those that delay face a compressed
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compliance timeline and heightened risk during the period when Al-enhanced threats are accelerating
fastest. An earlier Parliamentary amendment to mandate board accountability was rejected at the time,
but the government indicated that security and resilience requirements would follow through secondary

legislation — a commitment that the April 2026 letter implicitly reinforces [7].

The Al Threat Acceleration Curve

The NCSC's 2025 assessment of Al's impact on the cyber threat landscape identified a dynamic that the
April 2026 letter makes more concrete: Al tools lower the cost and skill threshold for effective offensive
cyber operations, broadening the population of threat actors capable of exploiting a given vulnerability
class [3]. The assessment found that Al will "almost certainly reduce” the days-to-exploitation window
following vulnerability disclosure, creating acute pressure on organizations whose patch management

operations are not operating at pace [3].

The NCSC has warned of a widening digital divide emerging between organizations keeping pace with
Al-enabled threats and those that are not [8]. For organizations with mature patching cycles, strong
identity controls, and active security monitoring, Al-assisted reconnaissance and exploitation represents
an acceleration of the existing threat — one that existing operational disciplines, extended with
appropriate tooling and monitoring, can partially address, though novel exploitation paths remain a
challenge even for mature programs. For organizations with fragmented patch management, legacy
infrastructure, or weak authentication practices, Al-enabled adversaries represent a qualitative shift:
attack vectors that previously required skilled human effort to exploit are now reachable by automated

systems at scale, as the Mythos evaluation illustrates [2].

The NCSC also highlighted that "Al-enabled cyber tools available 'as a service™ will likely expand access
to sophisticated offensive capabilities for less technically capable threat groups — extending Al-
enhanced attack capability beyond the state-actor tier that currently dominates advanced offensive
operations [3]. This broadening of the threat actor population increases the likelihood that any given
organization, regardless of sector or perceived strategic value, will encounter Al-assisted attacks within
the 12-to-24-month window the NCSC assessment covers.
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Recommendations

Immediate Actions

Organizations should treat the open letter as a prompt for near-term board action rather than a general
advisory. Boards and senior leadership should schedule a formal cyber risk review within the next 30
days, using the NCSC's Cyber Security Toolkit for Boards as structured input. If the organization has not
enrolled in the NCSC's Early Warning Service — which provides advance notice of potential attack
activity based on observed threat intelligence — enrollment is a no-fee step available to any UK
organization and requires no technical prerequisites [1]. Boards should also confirm whether the
organization holds current Cyber Essentials certification; if not, initiating certification addresses the most
commonly exploited vulnerability classes (unpatched software, weak credentials, missing backups) and is

achievable without specialized infrastructure prerequisites [1][5].

Short-Term Mitigations

Within 90 days, organizations should conduct a structured gap assessment against the five principles of
the Cyber Governance Code of Practice. The assessment should document the current state of
quarterly board reporting on cyber risk, whether directors have completed cyber literacy training, and
whether incident response plans exist and have been exercised within the past 12 months [5].
Organizations in sectors covered by the NIS regulations should treat this assessment as preparatory
compliance work in advance of the Cyber Security and Resilience Bill's expected enactment.

Vulnerability management operations should also be reassessed in light of the shrinking exploitation
window the NCSC documented in its 2025 threat assessment [3]. The AlISI's Mythos evaluation makes
concrete what was previously theoretical: frontier Al models can now autonomously discover and exploit
previously undiscovered vulnerabilities in legacy code without continuous human direction [2]. Patch
prioritization frameworks that rely on historical exploitation timelines should be updated to reflect this
accelerated operational tempo. Organizations dependent on vendor patching cycles for critical
infrastructure components should evaluate whether supplemental controls — network segmentation,
runtime monitoring, exploit mitigations — can reduce exposure during the period between disclosure and
patch deployment.
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Strategic Considerations

The board-level accountability emphasis in the April 2026 letter parallels requirements already enacted
in peer jurisdictions, particularly the EU's NIS2 Directive, which similarly emphasizes executive
accountability and significant penalties for governance failures. Organizations operating in European
markets should build governance infrastructure designed to satisfy both frameworks rather than
managing compliance separately, given the substantive overlap in board-level accountability

requirements.

The capability trajectory documented in the AISI Mythos evaluation — doubling every four months —
implies that board conversations about Al cyber risk must be treated as a recurring agenda item, not an
annual exercise. Organizations that establish the quarterly reporting cadence required by the Cyber
Governance Code of Practice will be positioned to integrate new threat intelligence systematically as
model capabilities evolve [5]. Organizations relying on episodic board reviews risk systematic lag
between threat trajectory and governance response — a gap that accelerating Al capabilities will widen
rather than close.

Finally, organizations should consider how Al tools can be deployed defensively alongside these
governance investments. The same Al-assisted vulnerability discovery capabilities documented in the
Mythos evaluation are available to defenders through attack surface scanning, Al-assisted code review,
and automated penetration testing tooling. Building organizational capacity to use these tools
proactively — identifying exploitable weaknesses before adversaries do — is both a resilience investment
and a hedge against the adversarial capability curve.

CSA Resource Alignment

The UK government's board-level accountability mandate connects directly to several established CSA

frameworks that organizations can use to operationalize the required governance changes.

CSA's MAESTRO (Multi-layer Al Evaluation and Security Threat Repository and Operations) framework
provides a structured methodology for threat modeling Al-integrated systems, including Al tools
deployed in both defensive security operations and the broader enterprise environment. As Al tools
become embedded in organizational security operations — and as Al-capable adversaries are factored
into threat models — MAESTRO-based analysis supports the risk assessment requirements at the core of
the Cyber Governance Code of Practice's Risk Management principle.
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The Al Controls Matrix (AICM), CSA's extension of the Cloud Controls Matrix covering Al-specific risks,
addresses the same risk domains the Code of Practice requires boards to govern: Al system provenance,
access control, incident response, and supply chain risk. These control domains provide a technical
vocabulary for the board-level risk discussions that the UK government is now directing organizations to
conduct formally. Organizations building evidence for compliance with both the Code of Practice and the
anticipated requirements of the Cyber Security and Resilience Bill can use AICM as a foundational

control framework.

CSA's STAR (Security Trust Assurance and Risk) program addresses the supplier risk management
requirements in the Code of Practice. Boards are explicitly required to assess and manage cybersecurity
risks from suppliers; STAR-registered providers offer standardized, publicly accessible evidence of their
security posture, reducing the assessment burden for organizations managing complex cloud and Al

provider relationships at the governance level.

The NCSC's recommendation to implement Cyber Essentials as a minimum baseline is consistent with
CSA's broader emphasis on foundational security hygiene as the prerequisite for managing Al-enhanced
threats. Cyber Essentials targets precisely the vulnerability classes — unpatched software, weak
authentication, misconfigured systems — that the AISI's Mythos evaluation demonstrated are now within

the automated discovery and exploitation reach of frontier Al models [2].
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