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Executive Summary

In mid-April 2026, OX Security published a coordinated disclosure that reframed the security conversation
around the Model Context Protocol (MCP), the open standard for connecting Al assistants and agents to
external tools and data sources. The research demonstrated that MCP's STDIO transport, as implemented
in Anthropic's official SDKs across Python, TypeScript, Java, and Rust, takes user-supplied configuration
values and feeds them directly into operating system command execution without sanitization. The result is
a configuration-to-command execution path that affects more than 150 million downloads and an estimated
200,000 deployed servers, with 7,000-plus exposed on the public internet [1][2][3].

The vulnerability is unusual because it is not a coding mistake. As reported by The Hacker News, Infosecurity
Magazine, and Hackaday, Anthropic — when notified — characterized the behavior as "expected" and
declined to alter the protocol, taking the position that input sanitization is a developer responsibility and
that the STDIO execution model is itself a secure default [1][4][5]. That stance has since translated into
more than ten high or critical CVEs in widely deployed Al products, including LiteLLM, LangChain-Chatchat,
Windsurf, Flowise, Bisheng, GPT Researcher, Agent Zero, Fay, Upsonic, and DocsGPT, with patches arriving
on different timetables and several products still unpatched at the time of this writing [1][2][6]. OX
Security's researchers also showed that nine of eleven tested MCP registries could be poisoned,
demonstrating that the same defect compounds when malicious server packages travel through a

marketplace into a developer's environment [3][7].

This whitepaper treats the MCP STDIO defect as a systemic supply chain event rather than a single bug.
Section 2 recaps the protocol and explains the architectural decision at the heart of the issue. Section 3
walks through the four exploitation families OX Security identified. Section 4 catalogs the affected CVEs
and patch status. Section 5 examines the broader history of MCP security incidents, including the mcp-
remote, MCP Inspector, Gemini, and nginx-ui events, that frame the April 2026 disclosure as the
culmination of a year-long pattern [8][9][10][11][12]. Section 6 turns to vendor governance and the question
of whether "expected behavior" is a defensible posture for protocol designers whose code now runs in tens
of thousands of enterprise pipelines. Sections 7 and 8 provide concrete recommendations and align them to
CSA's MAESTRO threat-modeling framework, the Al Controls Matrix (AICM), Zero Trust principles for Al
agents, and the Agentic Al Red Teaming Guide [13][14][15][16].

Three findings carry the most weight for security leaders. First, the STDIO defect cannot be remediated
downstream alone; any consumer of an official MCP SDK that exposes any field of
StdioServerParameters to untrusted input inherits an RCE primitive by construction, meaning
vendors who built atop MCP are now responsible for hardening a behavior the protocol expects them to
manage. Second, four-fifths of public marketplaces accept poisoned server packages, so traditional

package-pinning controls used for npm or PyPl must be extended to MCP registries. Third, the IDE-side
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blast radius extends beyond server-side compromise: zero-click code execution against developer
workstations through MCP-aware IDEs such as Windsurf converts an apparent server-side defect into a
desktop endpoint compromise vector [1][2][6]. Organizations should treat MCP as a high-trust execution
surface and sandbox it with the same rigor they apply to other privileged process-creation paths, such as Cl
runners that execute untrusted build configurations, and prepare for a long tail of derivative CVEs across the

agentic Al ecosystem.
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1. Introduction and Background

1.1 The Rise of the Model Context Protocol

Anthropic introduced the Model Context Protocol in late 2024 as an open standard for connecting Al
assistants to tools, data sources, and prompts. The protocol abstracts away the bespoke integrations that
had previously dominated Al tooling, exposing a uniform interface in which a host application (such as
Claude Desktop or a developer IDE) talks to one or more clients, which in turn talk to MCP servers that
expose tools, resources, and prompt templates. Within fifteen months MCP achieved broad adoption across
agentic Al tooling, with implementations across every major model provider, more than two hundred open-
source servers, and a download count that crossed one hundred fifty million across Python, TypeScript,
Java, and Rust SDKs [1][2][3]. The protocol's success is part of why the April 2026 disclosure is such a
significant event: when a defect lives in a widely adopted standard, every product that adopted that
standard inherits it.

MCP was designed to be transport-flexible. The two original transports were STDIO, in which the host
launches the server as a child process and communicates over standard input and output, and HTTP with
Server-Sent Events (SSE), in which the server runs as a network service. STDIO was the recommended
default for local servers because it eliminated network exposure and did not require port management [17].
That choice, sensible from a network-attack-surface perspective, is exactly where the configuration-to-

command execution problem now lives.

1.2 The April 2026 Disclosure

OX Security publicly disclosed the systemic STDIO issue on April 15, 2026, after coordinating with affected
vendors and securing CVEs across more than thirty responsible disclosures [1][2][3]. The research has been
described variously as "the mother of all Al supply chains" attack, "a critical, systemic vulnerability at the
core of MCP," and a "by design" weakness [3][6]. Each phrase reflects a different framing of the same
finding: a protocol whose intended behavior is also the source of the risk, which is analytically difficult to
categorize as a conventional vulnerability. By the time mainstream coverage from The Hacker News, Tom's
Hardware, Infosecurity Magazine, Hackaday, and others appeared in the second half of April, the affected
ecosystem already included flagship agentic Al products, IDEs, and orchestration platforms, with patch
releases arriving on uneven schedules [1][2][4][6][18].
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1.3 What This Paper Adds

CSA's January 2026 publication on Securing Model Context Protocol provided architectural patterns for
authentication, authorization, tool security, and data protection in MCP deployments, treating supply chain
risk as one chapter among several. This whitepaper assumes that baseline and concentrates on the specific
class of supply chain failure exposed by the April disclosure: protocol-level execution semantics that
propagate through SDKs into dependent products and registries. The reader will find a technical
walkthrough, a CVE-level inventory, vendor governance analysis, and operational guidance organized around

the controls that CSA's frameworks already articulate.
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2. The Core Design Flaw

21STDIO Transport, Configuration, and Command Execution

The STDIO transport in every official MCP SDK accepts a StdioServerParameters (or equivalently
named) configuration object that carries the executable command, the argument list, the working directory,
and the environment for the child process [1][6][19]. When a host instantiates a connection, the SDK
forwards those values directly to the operating system's process-creation primitive — subprocess in
Python, child process.spawn in Node, ProcessBuilder in Java, or
std: :process: :Command in Rust — without applying an allowlist, sanitization, or warning to the
developer. If any of those fields are derived from external input, whether from a configuration file pulled over
HTTP, a value supplied through a web Ul, or a record fetched from an MCP marketplace, the operator has
created a remote code execution path that any party able to control the input can exploit when the host

instantiates the connection.

The crucial subtlety is that the protocol does not require the child process to succeed for the attacker to win.
As OX Security demonstrated, the SDK invokes the command before evaluating whether it produced a valid
MCP session, so a payload that does nothing more than open a reverse shell still executes. The library
returns an error message to the caller, but the side effect — full code execution on the host — has already
occurred [1][3][6]. A developer reading the error path would conclude that nothing happened. The defect
therefore sits in a place that is unusually hostile to detection through normal observability practices.

2.2 Why "Sanitize It Yourself" Falls Short

Anthropic's  reported response holds that developers who pass user input into
StdioServerParameters must sanitize it themselves and that the SDK's behavior of executing
whatever command it is given is consistent with a Unix process model where subprocess is a tool, not a
sandbox [1][4][5]. There is a defensible engineering principle inside that argument. Operating system
process APIs are general-purpose, and the SDK does not know which inputs are trusted. The problem is that
this principle, applied to a protocol that presents itself as an integration standard for Al products, transfers
responsibility to a population of developers who are predominantly building application logic and Al
orchestration rather than systems-level security controls. Empirically, OX Security found that the
assumption did not hold: ten or more production products built atop MCP shipped paths where untrusted
input flowed into the STDIO command field, and all four mitigations that would have caught the issue (input
typing, command allowlists, post-construction validation, and runtime telemetry) were absent in the
majority of affected products [1][2][6].
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A useful comparison is SQL parameterization. The SQL standard does not require databases to detect
injection; it expects the application to bind parameters. That contract works because nearly every database
driver makes parameterization the obvious path and string concatenation an obvious anti-pattern. MCP's
STDIO contract is the opposite: passing a string to a command field is the natural call site and the
dangerous one, and there is no equivalent of the prepared statement that would rotate developers off the
unsafe pattern. Without that ergonomic counterpart, "developers should sanitize" becomes a policy without

a guardrail.

2.3 The Invariance Across Languages

Because the four official SDKs share the same protocol, they share the same defect. OX Security verified
the configuration-to-command execution path independently in Python, TypeScript, Java, and Rust [1][3].
That uniformity is intentional — protocol consistency is a feature for developers — but it means that the
standard remediation strategy of "switch to a different SDK" does not apply. An organization that has
adopted MCP across mixed-language services does not gain protection by porting away from a single
implementation; the unsafe behavior is the protocol's, not any one runtime's. Effective remediation must
therefore happen above the SDK (as an allowlist or wrapper at the host level) or below it (as sandboxing of

the child process and its filesystem and network reach).
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3. Four Exploitation Families

OX Security's report organizes the practical exploits into four families. Each represents a different way that
an attacker can place malicious values into an MCP STDIO configuration, and each has been demonstrated

against production systems [1][3][6].

3.1Unauthenticated Ul Injection in Al Frameworks

The first family targets Al orchestration platforms that expose web Uls for managing MCP server
configurations and that do not require authentication for the relevant endpoints. LangChain-Chatchat
(CVE-2026-30617), Agent Zero (CVE-2026-30624), Fay Framework (CVE-2026-30618), and GPT
Researcher (CVE-2025-65720) all permitted an unauthenticated attacker to add a server whose
command was an arbitrary shell binary and whose arguments staged a reverse shell or an information-
stealing routine [1][3][6]. The exploitation is one HTTP request and a wait for the connection attempt.
Critically, the Ul did not need to display a working server back to the attacker; the side effect of attempting
to start the server delivered the payload. Organizations that deployed these frameworks behind a load
balancer with no authentication, on the implicit theory that they were "internal," gave away their compute

substrate.

3.2 Hardening Bypasses

The second family addresses platforms that did add filtering, but did not make it complete. Flowise (CVE-
2026-40933) implemented a denylist of dangerous characters and a heuristic check on commands. OX
Security bypassed it with npx invocations whose flag arguments contained the actual payload,
demonstrating that any allowlist must be paired with strict argument validation, not just command-name
checking [1][3]. The lesson, familiar from a generation of shell-quoting bugs, is that partial filters create false
confidence and obscure the fact that the underlying primitive is still a generic command launcher. Allowlists
that match commercial reality — for instance, npx, uvx, node, python, docker, deno — must
constrain not only the command but also the set of subcommands, packages, and flags those tools accept,

because each of them has documented mechanisms for executing arbitrary code.

3.3 Zero-Click Prompt Injection in Al Coding IDEs

The third family is the most operationally consequential for endpoint security teams because it bypasses
user interaction entirely. Al coding IDEs such as Windsurf (CVE-2026-30615) and similar products will read

project-local files when a developer opens a repository and apply MCP configurations declared inside those
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files. An attacker who can place a malicious configuration into a repository — by maintaining a project,
contributing through a pull request, or seeding a "tutorial” repository — can trigger MCP server startup, and
therefore command execution, the moment a developer opens the project. No prompt has to be issued, no
"run” button clicked, and no consent dialog is required if the IDE's trust model treats project files as
authoritative [1][3][20]. This converts MCP's STDIO defect into a desktop endpoint compromise primitive,
and Check Point's separate Claude Code research (CVE-2025-59536 and CVE-2026-21852) showed that
the same project-file trust pattern enables API key exfiltration, because environment variables and hooks

declared in .claude/settings.json execute and exfiltrate credentials before the user can see a
trust dialog [20].

3.4 Malicious Marketplace Distribution

The fourth family attacks the supply chain at the registry. OX Security tested eleven MCP marketplaces and
successfully published or substituted malicious server packages on nine of them, exploiting weaker review
and provenance controls than those typical of mature package ecosystems [1][3][7]. The implication is that
an enterprise that allows developers to install MCP servers "from the marketplace” is making the same trust
decision they would make if they allowed unrestricted npm install from an unmoderated registry,
except with the additional property that the act of installing initiates command execution. In effect,

marketplace install becomes a one-step compromise channel rather than a two-step one.
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4. Affected Projects and CVE Inventory

The April 2026 disclosure produced more than ten CVEs across products with substantial enterprise

footprints. The table below summarizes the CVEs OX Security disclosed alongside the protocol-level

finding, the exploitation vector, and the patch status as reported in the public coverage [1][2][3][6][18].

Product

LiteLLM

GPT

Researcher

Agent Zero

Fay Framework

Bisheng

LangChain-

Chatchat

Windsurf

CVE

CVE-
2026-
30623

CVE-
2025-
65720

CVE-
2026~
30624

CVE-
2026~
30618

CVE-
2026-
33224

CVE-
2026-
30617

CVE-
2026-
30615

Vector

Authenticated RCE via

MCP server creation

Unauthenticated Ul

injection / reverse shell

Unauthenticated Ul

injection

Web GUI RCE

(unauthenticated)

Authenticated Ul injection

Unauthenticated Ul

injection

Zero-click prompt injection

in IDE

Severity

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Patch Status (as of
April 2026)

Patched in v1.83.6-
nightly / v1.83.7-stable
[21]

No public patch
confirmed [3]

No public patch
confirmed [3]

No public patch

confirmed [3]

Patched [3]

No public patch
confirmed [3]

No public patch

confirmed [3]
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Patch Status (as of

Product CVE Vector Severity .
April 2026)

Upsonic CVE- Allowlist bypass High No public patch
2026- confirmed [3]
30625

DocsGPT CVE- MITM / transport-type Critical Patched [3]
2026- substitution
26015

Flowise CVE- Hardening bypass via npx High No public patch
2026- flags confirmed [3]
40933

The LiteLLM remediation is the most fully documented at this time. Maintainers shipped a four-layer
defense: a MCP_STDIO ALLOWED COMMANDS constant restricting the command basename to npx,
uvx , python, python3, node, docker,band deno ; a Pydantic-level rejection of non-allowlisted
commands at parse time; runtime re-validation when stdio clients are instantiated from stored
configurations; and a tightening of preview endpoints ( /mcp-rest/test/connection and /mcp-
rest/test/tools/1list ) torequire the PROXY ADMIN role [21]. The pattern provides a reference
template for other affected products and for organizations writing their own MCP host implementations,
though the specific allowlist, validation locations, and authorization scopes will vary by deployment: the
validation must live at the parse step, the instantiation step, and the privileged endpoint step, not only one
of them.

Several CVEs from the broader MCP ecosystem provide context for the April 2026 disclosure. They are
summarized below to illustrate that the configuration-to-command execution issue is part of a longer arc of
MCP supply chain incidents, not a one-off finding [8][9][10][11][12].

Date Incident CVE Notable Detail
June 2025 Anthropic MCP CVE-2025- Unauthenticated RCE on developer
Inspector RCE 49596 workstations; full filesystem access [12]
July 2025 mcp-remote OS CVE-2025-6514 First documented full client-OS RCE from
command injection a remote MCP server; 437,000+
downloads [9]
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Date

September
2025

October
2025

October
2025

January
2026

February
2026

March
2026

April 2026

Incident

Flowise STDIO

transport flaw

Smithery hosting
breach

Figma/Framelink

MCP

Gemini MCP Tool
O-day

Claude Code

project files

nginx-ui MCP

integration

MCP STDIO design

RCE (this paper)

CVE

CVE-2025-
59528

(no CVE;
operational

compromise)

CVE-2025-
53967

CVE-2026-
0755

CVE-2025-
59536, CVE-
2026-21852

CVE-2026-
33032

10+ CVEs

Notable Detail

Pre-cursor systemic STDIO concern [8]

Path traversal leaked Fly.io token

controlling 3,243 apps [8]

Command injection via shell argument [8]

Unauthenticated RCE via execAsync ;
CVSS 9.8 [10][11]

RCE and Anthropic API key exfiltration via
.claude/settings.json and

.mcp.Jjson [20]

Missing auth; 2,600+ exposed instances;
CVSS9.8[1]

150M+ downloads; 200,000 estimated

vulnerable instances [1][3]

These incidents suggest a maturing research focus on MCP rather than a clear acceleration in independent

discovery; the April 2026 disclosure is best read as a single coordinated event whose ten-plus CVEs reflect

a shared root cause rather than ten independent findings. Even read this way, the ecosystem response

problem is real: the 2025 incidents largely involved single products, while the April 2026 incident touched

the protocol itself, and the ecosystem responses now have to be coordinated across many vendors

operating on different release schedules.
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5. Cascading Risk in the Al Supply Chain

5.1 Dependency Depth

A practical reason MCP CVEs are unusually painful is that Al products typically embed MCP at multiple
layers. An enterprise might use Cursor or Windsurf as a developer IDE, LiteLLM as an internal proxy,
LangChain or LangFlow as an orchestration layer, and a half-dozen MCP servers (filesystem, GitHub, Slack,
internal databases) as tools. Each of those layers ships with its own MCP client or server implementation,
and a configuration-to-command execution path could exist at any of them. Patching one product does not
retire the risk if another product in the same workflow is unpatched, and Al-specific dependencies such as
MCP SDKs are often not surfaced in conventional SBOM tooling, which can make the population of affected

systems harder to enumerate than a typical CVE response would assume [1][6].

5.2 Marketplace Trust

The marketplace finding is the supply-chain story in compressed form. OX Security's poisoning of nine of
eleven registries demonstrates that the social trust signals Al developers rely on — namespace squatting
protections, signed packages, version pinning, audit history — are weak across MCP registries [1][3][7].
Treating an MCP marketplace as if it were a curated app store is an error, even when the marketplace is
operated by a vendor whose other products are more carefully reviewed. Enterprises should require either a
private MCP registry mirror or an explicit allowlist of vetted servers, with the same review rigor that mature
organizations apply to third-party packages in any internal mirror — at minimum, code review, provenance

checks, version pinning, and signature verification.

5.3 Endpoint and Identity Blast Radius

Because MCP runs in the same trust context as the host, code executed through a configuration-to-
command path inherits whatever the host process holds: API keys, OAuth tokens, environment variables,
repository credentials, and access to whatever filesystem and network the host is permitted to reach. The
Check Point research on Claude Code project files showed how routine that escalation is in practice: a
malicious .mcp.json exfiltrated an Anthropic API key in plaintext through an attacker-controlled
ANTHROPIC BASE URL before any consent dialog rendered, and a malicious hook in
.claude/settings.json executed silently when the user opened the project [20]. Treating MCP
execution as if it had the privileges of the surrounding identity, rather than the privileges of "a tool," is

essential.
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5.4 Detection Difficulty

The configuration-to-command execution path is hostile to standard detection. The host SDK reports an
error to the caller after invoking the malicious command, so application logs typically show a failure rather
than a success. Network detection has limited reach because a STDIO-launched process can dial out using
the host's egress without a distinguishable protocol fingerprint. Endpoint detection products that key on
known bad child-process patterns will catch some payloads, but the legitimate population of MCP child
processes — npx , uvx, python, node, docker - iswide and noisy. The most reliable detection is
at the configuration boundary: alerting whenever an MCP STDIO command field changes outside an

approved change-management process, and treating any configuration whose command is not on an

allowlist as a suspected payload.
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6. Vendor Governance: When "Expected" Is Not Enough

6.1 The Disclosure Stalemate

Beyond the technical surface, the disclosure raises a governance question with potentially broader
implications. As reported across multiple secondary outlets, Anthropic's published position is that the STDIO
transport's behavior is "expected" and that responsibility for input sanitization rests with developers [1][4]
[5]. From a strict reading of the protocol, that position is internally consistent. In CSA's analysis, however,
this position transfers a class of architectural risk to downstream developers — a constituency that is
generally focused on application logic and Al orchestration rather than systems-level security controls and
may therefore be less prepared to address it consistently. CSA's prior work in the Al Organizational
Responsibilities Working Group and the Agentic Al Red Teaming Guide has emphasized that Al vendor
governance must extend to the security defaults of the protocols those vendors maintain [13][14]. The April
disclosure offers a concrete test case: a protocol vendor that declines architectural change despite
documented exploitation in flagship products, and an ecosystem that must compensate with downstream

controls.

6.2 The Case for Protocol-Level Defaults

Several of the affected vendors (LiteLLM, Bisheng, DocsGPT) adopted command allowlists as part of their
patches [21][3]. A consistent theme in those patches is that the allowlist sits well within the universe of
binaries that reasonable MCP servers actually launch; restricting command to npx, uvx, python,
python3, node, docker, and deno covers the overwhelming majority of legitimate deployments
[21]. There is no architectural reason this default could not exist in the SDK itself, controlled by an opt-in
escape hatch for developers with unusual needs. The security delta between an opt-in and opt-out allowlist
default is significant in practice: the LiteLLM patch [21] demonstrates that the engineering scope is
bounded — a small command set, parse-time and instantiation-time validation, and a privileged-endpoint
check — and the population of legitimate MCP commands appears small enough to make a default allowlist
tractable. The argument that a protocol vendor should hold this line is that defaults shape outcomes more
than warnings do, and that empirical evidence from the April disclosure suggests the warning approach is

not producing safe outcomes at scale.

A symmetrical reading should acknowledge the legitimate counterargument. Protocol-level allowlists could
fragment the ecosystem if different SDK languages adopt different defaults, and some legitimate MCP

servers launch from non-allowlisted commands such as custom binaries or user-authored scripts. CSA's
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view is that an opt-out escape hatch — explicit, auditable, and accompanied by a clear warning — addresses

both concerns while preserving safe defaults for the majority of deployments.

6.3 The Case for Explicit Trust Boundaries

A second governance question concerns where MCP draws its trust boundaries. Project-file-driven
configuration in IDEs — .claude/settings.json, .mcp.Jjson, similarfilesin Cursor and Windsurf
— is the proximate cause of the zero-click family of attacks because the IDE treats the project as
authoritative [1][3][20]. A clear protocol-level statement that MCP configuration sourced from project files
is untrusted by default and requires explicit out-of-band consent before execution would address the
largest and most visible class of exploits, and it would not require any change to the STDIO transport itself.
Anthropic's mitigation of the Claude Code-specific issues included exactly this type of change (deferral of
network operations and MCP execution until after explicit user consent) [20], and the precedent suggests
the broader protocol could absorb a similar default.

6.4 The Implication for Procurement

Security-led procurement teams that previously evaluated Al products on training-data and inference-time
concerns now have to evaluate them on protocol-level supply chain concerns. A vendor that adopts MCP
without articulating its allowlist, sandboxing, and configuration-trust policy is presenting a product whose
risk profile is difficult to compare against an alternative. CSA's Al Controls Matrix provides the control
families to make this evaluation tractable; the question is whether procurement teams know to ask about

MCP-specific implementation details rather than treating MCP as a feature flag [15].
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7. Recommendations

71 Immediate Actions (0-72 Hours)

Operators should begin by inventorying every MCP-aware product and SDK in use. The most reliable path is
to grep dependency manifests for @modelcontextprotocol, mcp, model-context-
protocol, and language-specific equivalents, supplemented by endpoint queries against any MCP
marketplace or local registry the organization uses. For each identified consumer, operators should
determine whether any user-controlled input — Ul fields, configuration files in monitored repositories,
marketplace-installed packages — flows into a StdioServerParameters command, args, cwd,
or env field. Wherever such a path exists, the immediate mitigation is an allowlist that constrains

command to a small, audited set of binaries and that validates args against expected patterns.

Public-internet-facing MCP services should be moved behind authentication and an internal network
boundary unless there is an articulated reason otherwise. The 7,000-plus publicly accessible MCP servers
OX Security identified represent significant unintentional internet exposure for a transport designed
primarily for local developer use [1][3]. Where authentication already exists, operators should verify that
preview endpoints (such as LiteLLM's /mcp-rest/test/* paths before its patch) do not expose
unauthenticated test connections; LiteLLM's patch elevates these endpoints to admin-only, which is a
sensible default for any MCP host [21].

For developer workstations and IDEs, the priority is project-file trust posture. Organizations using Windsurf,
Cursor, Claude Code, or similar Al-assisted IDEs should configure them to disable automatic MCP execution
from project files, require explicit consent for any new MCP server, and prevent project-scoped environment
variables from overriding identity provider URLs [3][20]. Where the IDE does not expose those controls,
operators should restrict its execution to sandboxed environments — for example, dev containers, virtual
machines, or Docker-based workstation sandboxes — that limit blast radius if a malicious project triggers

code execution [22].

7.2 Short-Term Mitigations (1-4 Weeks)

Beyond the immediate inventory and allowlist response, operators should implement a STDIO sandbox layer
for MCP child processes. Linux deployments can use bubblewrap, gVisor, or Firecracker microVMs; macOS
deployments can use sandbox-exec with constrained Seatbelt profiles; Windows deployments can use

containerized runtimes [22][23]. The sandbox should restrict filesystem access to the directories the server
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actually needs, deny outbound network access by default, and remove access to credential stores and SSH
keys. The point is to ensure that even a successful configuration-to-command execution event cannot

extract sensitive material or move laterally without crossing an additional boundary.

Organizations should adopt a signed-and-mirrored MCP registry strategy. Public marketplaces should be
replaced or supplemented by an internal mirror that pins specific versions of vetted servers, applies
signature verification, and is the only source from which developer machines and orchestration layers can
install. Where a public marketplace must remain in use, operators should require code review and
provenance checks for any MCP server before it is added to the allowlist, treating these reviews with the
same care as third-party library reviews. Nine-of-eleven marketplace poisoning is a strong indication that

the social trust layer of MCP registries is not yet at parity with mature package ecosystems [1][3][7].

Detection engineering should center on configuration changes and child-process anomalies. Log events
that should be captured and alerted on include any modification to MCP configuration files in monitored
repositories, any MCP server registration through a host's API, any STDIO child process whose command is
not on the host's allowlist, and any MCP-launched process that opens an outbound connection to a domain
not on a known-good list. CSA's MAESTRO framework provides a layered model for placing these
detections at the appropriate architectural plane (Foundation Models, Data Operations, Agent Frameworks,
Deployment Infrastructure, Security, Compliance, Agent Ecosystem) so that coverage is not concentrated at

one layer to the exclusion of others [13].

7.3 Strategic Considerations (1-6 Months)

A longer-term architectural question is whether MCP STDIO should remain the default transport for
production deployments. Streamable HTTP and authenticated SSE deployments do not eliminate the need
for input validation, but they do separate the protocol from the host's process-creation primitives, which
constrains the worst-case outcome of a successful injection to a network-bounded path rather than full host
code execution. Organizations that have not yet standardized their MCP transport should consider HTTP-
based variants for any deployment that crosses a trust boundary, reserving STDIO for tightly sandboxed

local servers whose configuration source is trusted.

Procurement and vendor risk management programs should incorporate explicit MCP questions: which SDK
versions does the product use, what allowlist constrains the STDIO command, how are configuration files
trusted, what registries are integrated, what telemetry exists for MCP server starts and tool invocations, and
what is the vendor's process for reacting to derivative CVEs. CSA's Al Controls Matrix v1.0.3 implementation
guidelines provide the control library against which these questions can be mapped, particularly the supply

chain, identity, and configuration management families [15].
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Internally, organizations should treat the MCP layer as part of the agentic Al threat surface and run red team

exercises against it. CSA's Agentic Al Red Teaming Guide identifies twelve categories of agentic Al risk,

several of which (Agent Critical System Interaction, Agent Supply Chain and Dependency Attacks, Agent

Knowledge Base Poisoning) map directly onto the failure modes the April 2026 disclosure exposed [14]. Red

team exercises that include MCP marketplace poisoning, project-file injection, and STDIO command bypass

should now be standard for any Al agent deployment.

7.4 A Reference Allowlist

A practical reference for MCP host implementers, derived from the LiteLLM patch and consistent with the

population of legitimate MCP server launchers, is shown below. Organizations should treat this as a starting

point and tighten it further based on their actual server inventory.

Field

command

basename

args[0]

args flags

cwd

env

Allowlist

npx, uvx, python,
python3, node, docker,

deno

Server package name from internal

registry

-—, -y, -~package, --

from, —-script (perlauncher)

Within designated MCP working-

directory tree

Pre-defined keys only

Notes

Strip path components; reject anything
not in the set [21]

Reject untrusted package names; pin
versions [3][7]

Reject shell-meaningful flags such as —-

call for npx or —c for python

Reject absolute paths outside that tree

Reject any key that overrides identity,
base URL, or credential variables [20]

This allowlist should be enforced at parse time, at child-process instantiation time, and at any privileged

endpoint that returns or modifies stored configurations [21].
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8. CSA Resource Alignment

81 MAESTRO Threat Modeling

The MCP STDIO defect maps cleanly onto MAESTRO's seven-layer model [13]. At Layer 1 (Foundation
Models) the issue is indirect, but the chain begins there because the assistant or agent authoring the
configuration is itself an Al system whose outputs may be poisoned. At Layer 3 (Agent Frameworks) and
Layer 4 (Deployment Infrastructure), the configuration-to-command execution path is the primary concern;
this is where allowlists, sandboxing, and SDK upgrades sit. At Layer 5 (Security) the relevant controls are
detection, identity propagation, and sandbox enforcement. At Layer 6 (Compliance) the question is whether
MCP configurations are subject to the same change-management evidence as other production code
paths. At Layer 7 (Agent Ecosystem) the concern is marketplace trust, registry signing, and the broader

provenance chain.

A representative MAESTRO threat statement for the April disclosure would read: an attacker controlling any
input that flows into MCP STDIO configuration achieves remote code execution at the host's privilege level,
exfiltrating credentials and lateral-moving across the organization's Al tooling. The mitigations span Layers
3 through 7, which is why a single product patch does not eliminate the risk; the layered analysis underlines

that a coordinated control set is required.

8.2 Al Controls Matrix (AICM)

CSA's AICM v1.0.3 implementation guidelines for application providers, model providers, Al customers, and
orchestrated service providers each specify control areas that the MCP STDIO defect activates [15]. The
supply chain control family applies to the registry, package, and dependency dimensions of the issue. The
configuration management family applies to the parsing, validation, and storage of MCP configurations. The
identity and access management family applies to the authentication of the endpoints that accept MCP
server registrations. The logging and monitoring family applies to the detection engineering recommended
above. AICM provides a basis for organizing assurance evidence and for negotiating shared responsibility

with vendors whose products embed MCP.

8.3 Zero Trust for Al Agents

CSA's Zero Trust principles for IAM and the broader Zero Trust guidance translate naturally to MCP. The
MCP host process should not be trusted as a single principal but as a composition of distinct privilege

contexts: the assistant model, the orchestration layer, the MCP servers, and the tools each server exposes.
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Authentication, authorization, and continuous validation should apply at each boundary. In practice, this
means that an MCP server should not inherit ambient credentials from the host, that tool invocations should
be authorized against per-tool policy rather than session-wide policy, and that lateral movement out of the
MCP child process should require an explicit privilege grant. Zero Trust telemetry — logging every
authentication, authorization, and command execution event — also supplies the data needed to detect the

configuration-to-command execution path described in this paper.

8.4 Agentic Al Red Teaming Guide

The Agentic Al Red Teaming Guide provides explicit testing categories that organizations should include in
any post-disclosure validation [14]. Of particular relevance: Agent Authorization and Control Hijacking
(testing the configuration boundary), Agent Critical System Interaction (testing the blast radius of a
successful injection), Agent Knowledge Base Poisoning (testing project-file trust posture), Agent Supply
Chain and Dependency Attacks (testing marketplace install and SDK provenance), and Agent Untraceability
(testing detection of error-path executions). A focused exercise that exercises these five categories against
the organization's MCP deployment is an efficient way to convert this whitepaper's recommendations into
evidence.

8.5 CSA's MCP Security Guide

CSA's January 2026 publication on Securing Model Context Protocol remains the foundational architectural
reference for MCP deployments. Organizations should treat that guide as the baseline architectural posture
and treat this whitepaper as the supply-chain incident overlay that adds specific defenses against the April
2026 class of issues. Where the two diverge — for example, in the strength of the recommended allowlist or
in the treatment of project-file trust — the more conservative position should generally prevail until protocol-

level defaults change.
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9. Conclusions

The April 2026 MCP disclosure is a rare event: a defect that the protocol's maintainer has reportedly
characterized as expected behavior, and that the wider ecosystem must therefore mitigate downstream.
The technical surface is wide — every official SDK in four languages, more than ten production CVEs, an
estimated 200,000 deployed servers — but the controls required are not exotic. Allowlists that constrain
MCP STDIO commands, sandboxes that limit blast radius, registry mirrors that constrain marketplace risk,
and detection engineering at the configuration boundary will neutralize the bulk of the documented attacks.
None of these are unfamiliar engineering practices; they are the same controls that mature organizations
apply to any high-trust execution surface.

The harder problem is governance. Al vendor governance has so far focused on model-level concerns:
training data, inference-time safety, evaluation practices. The April disclosure shows that protocol-level
governance — defaults, trust boundaries, registry standards — is now an equally important axis. Security
leaders evaluating Al vendors and the standards they promulgate should expect those defaults to evolve,
should ask explicitly about them in procurement and renewal cycles, and should be prepared for further

derivative CVEs as researchers extend OX Security's analysis to more products and registries.

For Anthropic specifically, the April disclosure presents a choice between maintaining an "expected
behavior" stance and adopting protocol-level defaults that the LiteLLM, Bisheng, and DocsGPT patches
have now demonstrated to be feasible at modest engineering cost. The case for protocol-level defaults is
supported by the available evidence: the developer-responsibility model has produced a population of
vulnerable production products; the LiteLLM patch [21] demonstrates that the population of legitimate
MCP STDIO commands fits into a short allowlist; and an opt-out escape hatch can be implemented at
modest engineering cost. The case against is that a protocol vendor should not impose policy on its users.
CSA's view, consistent with the Al Organizational Responsibilities Working Group's prior outputs, is that
defaults are the most consequential security policy a protocol vendor sets, and that the April disclosure's
pattern of harm should weigh heavily in the decision.

In the meantime, the practical work falls to operators. The recommendations in Section 7 are deliberately
framed to be implementable with existing CSA frameworks and existing sandboxing technology.
Organizations that act on them in the immediate term, even before vendor patches reach every product, will

materially shrink the configuration-to-command execution surface that the April disclosure exposed.
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