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Key Takeaways

¢ India's CERT-In published a 38-page blueprint on May 25, 2026 requiring organizations to
contain or remediate known exploited vulnerabilities on internet-facing and crown-jewel
systems within 12 hours, with a tiered schedule extending to five days for high-severity
internal flaws; the document explicitly cites Al-assisted attack acceleration as the motivating
threat.

e Multiple national authorities issued parallel guidance in May 2026: the UK NCSC warned of an
incoming Al-driven "vulnerability patch wave" on May 1, and U.S. cyber officials reported
actively considering compressing CISA's KEV remediation deadlines from a current average of
14.4 days to three days.

e Publicly available threat intelligence from the first half of 2026 is consistent with this
regulatory urgency, with evidence showing that the exploitation window for disclosed
vulnerabilities has narrowed from weeks to hours, as Al-powered reconnaissance and exploit
generation enable adversaries to weaponize newly published CVEs before many organizations
have completed their change management approvals.

e Enterprise remediation velocity has not kept pace—industry research from early 2026
measured mean time to remediation for complex applications at over five months, creating a
structural gap between the speed at which vulnerabilities are exploited and the speed at
which they are fixed.

e Compliance with sub-day mandates will require organizations to move beyond scheduled
patch cycles toward continuous exposure management, treating internet-facing attack
surface as a dynamic risk register rather than a quarterly maintenance item.

e CSA's Al Safety Initiative has addressed the exploitation timeline acceleration directly; this
note connects CERT-In's mandate to that prior analysis and provides actionable guidance for

organizations adapting their vulnerability governance frameworks.

Background

The relationship between vulnerability disclosure and active exploitation has been fundamentally altered
by Al-assisted attack tooling. For most of the past decade, the practical patching window for

organizations—the interval between public CVE disclosure and wide-scale exploitation in the wild—
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averaged several weeks, providing security teams meaningful time to test patches, navigate change
management approvals, schedule maintenance windows, and verify successful deployment. That window
has undergone a structural compression. Research published by Synack in May 2026, drawing on analysis
of more than 11,000 vulnerabilities identified across customer environments during 2025, found that the
exploitation window has narrowed to a matter of hours in contemporary attacker operations [1][2]. CSA's
April 2026 whitepaper "The Collapsing Exploit Window: Al-Speed Vulnerability Weaponization”
documented this trend in detail, showing that time-to-exploit has collapsed from approximately two
years in 2018 (756 days) to less than one day as of 2026, attributed in part to Al systems capable of
ingesting disclosure data, generating functional exploit payloads, and scanning global internet

infrastructure at machine speed [3][4].

This acceleration is not theoretical. CrowdStrike's 2026 Global Threat Report documented an 89% year-
over-year increase in Al-enabled adversary attacks and a 42% increase in zero-day vulnerabilities
exploited before their public disclosure dates [4]. Analysis of 2025 exploitation patterns, including
industry reports on Al-assisted attacks, documented a significant increase in zero-day vulnerability
exploitation against enterprise software products, indicating that sophisticated actors are applying Al-
assisted vulnerability research to discover and weaponize flaws faster than coordinated disclosure
processes can neutralize them [5]. The implications for defenders are direct: traditional patch
management frameworks, designed around the assumption of a multi-day or multi-week response

window, are increasingly misaligned with operational threat timelines.

National cyber agencies across multiple jurisdictions have reached similar conclusions. The convergence
of regulatory guidance in May 2026—most prominently CERT-In's formal blueprint but also the UK
NCSC's patch wave warning and emerging U.S. discussions—reflects a shared analytical judgment that
vulnerability governance norms established in an era of human-speed exploitation require substantive
revision. CERT-In's document is notable not only for its timeline requirements but for its explicit framing:
the 38-page advisory is titled "Blueprint for Reducing Exposure and Defending against Al-Assisted
Vulnerabilities Exploitation in Digital Infrastructure,” making the causal connection between Al attack

capability and patching urgency a stated premise rather than a background assumption [6].

Security Analysis

The Tiered Patching Architecture

CERT-In's blueprint establishes a risk-stratified patching framework rather than a single universal
deadline. At the apex of the framework sits the 12-hour expectation for known exploited vulnerabilities
affecting internet-facing systems and what the document terms "crown-jewel systems"—assets whose
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compromise would have disproportionate organizational or national impact [6][7][15]. The blueprint's
language is notable for including the qualifier "where feasible," acknowledging that a 12-hour remediation
window does not necessarily mean a full patch deployment within that interval; interim controls including
network isolation, access restriction, and web application firewall rule deployment are explicitly
recognized as acceptable containment measures when a complete patch cannot be applied in the

timeframe [6].

The remaining tiers reflect a coherent risk-prioritization logic. Other critical vulnerabilities affecting
internet-exposed systems carry a one-day remediation expectation. Critical flaws affecting high-value
internal systems are given three days, recognizing that internal assets typically have lower direct
exposure to opportunistic exploitation. High-severity vulnerabilities receive a five-day window. This
tiering reflects a practical reality that security teams operating at scale have long contended with:
uniform, organization-wide patching deadlines create more operational disruption than risk-stratified
ones, and sustainable compliance requires policy to reflect the actual risk gradient rather than treating all
CVEs as equally urgent [8].

The blueprint's scope extends beyond patch deployment. CERT-In's Phase 1 recommendations—to be
completed within seven days of the advisory—encompass multi-factor authentication enforcement for
critical access, comprehensive vulnerability assessments, incident reporting capability establishment,
baseline monitoring activation, and workforce awareness programs addressing Al-assisted phishing and
deepfake-based social engineering [7]. The requirement to adopt Software Bill of Materials and Al Bill of
Materials frameworks for supply chain transparency signals that the advisory treats vulnerability
governance as a systemic program rather than a reactive maintenance function [6]. CERT-In also
announced the establishment of a dedicated Al Cyber Defence Center to coordinate compliance and

respond to Al-specific threat intelligence [7].

Global Regulatory Convergence

CERT-In's mandate does not exist in isolation. To CSA's knowledge, it represents the most specific sub-
day patching requirement issued by a major national cyber authority as of May 2026, but it arrives in the

context of a broader regulatory trend toward compressed remediation timelines.

In the United States, CISA Acting Director Nick Anderson and National Cyber Director Sean Cairncross
were reported in May 2026 to be discussing a proposal to reduce KEV remediation deadlines for Federal
Civilian Executive Branch agencies from the current average of 14.4 days to three days [9][10]. The
discussions were explicitly linked to the emergence of Al systems demonstrating the ability to identify
and generate exploit code at unprecedented speed, with industry reporting describing Al capable of

identifying exploit primitives in hours [9]. While no formal directive has been issued at time of writing, the
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direction of travel appears consistent with a compression of remediation timelines: CISA has already
applied three-day deadlines to all four KEV additions made between May 6 and May 14, 2026,

suggesting informal policy movement ahead of any formal rulemaking [10].

The European Union's Cyber Resilience Act adds a disclosure-facing dimension to this convergence.
From September 11, 2026, manufacturers of products with digital elements shipped to EU markets—
encompassing software, loT devices, operational technology, medical equipment, and networking
infrastructure—must report actively exploited vulnerabilities to ENISA and designated national CSIRTs
within 24 hours of becoming aware of exploitation [11][12]. While this obligation applies to reporting
rather than remediation, it creates regulatory pressure to detect exploitation rapidly and establishes a
legal accountability framework around organizational awareness of active compromise. Organizations
that cannot demonstrate timely awareness of exploitation affecting their products will face compliance

exposure.

The UK NCSC published its patch wave guidance on May 1, 2026, framing the coming period as one of
forced correction for accumulated technical debt across the software ecosystem [13]. NCSC CTO Ollie
Whitehouse described the anticipated surge as a consequence of Al's growing ability to discover
vulnerabilities at scale across both proprietary and open-source software—a wave that, unlike prior acute
disclosure events such as Log4Shell, may be sustained and persistent rather than concentrated around a
single CVE. The NCSC guidance recommends enabling automatic hot patching where available,
prioritizing external attack surface remediation, and treating critical vulnerabilities under active

exploitation as requiring immediate acceleration outside normal change management processes [13].

Operational Realities and Structural Barriers

The gulf between policy timelines and operational capability is the central implementation challenge.
Enterprise research from early 2026 found mean time to remediation for complex enterprise
applications at over five months—a figure reflecting the genuine friction involved in testing patches,
obtaining change advisory board approvals, scheduling maintenance windows, coordinating with
application owners, and verifying successful deployment across heterogeneous environments. Industry
surveys consistently find that most enterprises continue to rely on manual approval workflows and siloed
patch management systems that obscure ownership and slow deployment at the critical junctures most

relevant to sub-day compliance [8].

The challenge is particularly acute for organizations operating mixed or legacy infrastructure.
Manufacturing, healthcare, and critical infrastructure environments frequently run operating systems and
firmware versions for which the vendor no longer issues timely security updates, or where system
stability requirements impose change management constraints that no policy mandate can simply

override [8]. Organizations in these sectors may find that CERT-In's tiered framework—with its explicit
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recognition of interim mitigations as valid containment measures—is more operationally viable than it
initially appears: network isolation and firewall rule deployment can often be executed within a 12-hour

window even when patch testing and deployment cannot.

There is also a detection prerequisite that patching mandates implicitly assume but do not address.
Organizations that cannot reliably discover which assets are internet-facing, identify which versions of
software are deployed across their estate, or detect when a vulnerability is being actively exploited
cannot comply with tiered patching timelines regardless of remediation velocity. Comprehensive,
continuously updated asset inventory and exposure management capabilities are not optional
enhancements to a sub-day patching program—they are prerequisites. CERT-In's blueprint implicitly

acknowledges this by positioning vulnerability assessment as a Phase 1foundational activity.

Recommendations

Immediate Actions

Organizations should conduct an immediate inventory of internet-facing systems and classify them
against the CERT-In tiering framework, identifying which assets would be subject to the 12-hour
expectation in the event of a KEV affecting those components. This classification exercise should map to
vulnerability scanning data showing which CVEs currently affect those assets, providing a working list of
exposures that would already fail CERT-In's patching timeline if they were added to CISA's KEV catalog
[16]. For any KEV-designated vulnerabilities currently outstanding on crown-jewel or internet-exposed
assets, organizations should treat CERT-In's 12-hour expectation as an immediate remediation directive

and either patch or apply interim isolation controls now.

Organizations operating in the European Union or shipping digital products to EU markets must verify
that they have established the detection and notification workflows required for the September 11, 2026
CRA reporting obligation. The 24-hour reporting window for actively exploited vulnerabilities requires
that exploitation events be detected and triaged rapidly, which in turn requires active runtime monitoring

and threat intelligence integration rather than periodic scanning alone.

Short-Term Mitigations

Where full patch deployment cannot meet compressed timelines, organizations should establish a
graduated containment playbook that maps vulnerability risk tiers to specific interim control options:
network segmentation, WAF rule deployment, authentication enforcement, and service isolation, each
with documented implementation times and responsible owners. This playbook should be tested under
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realistic conditions before a crisis demands its use. For systems where no feasible mitigation exists and
exposure cannot be eliminated within policy timelines, those systems should be flagged in the risk

register with explicit compensating control documentation and escalation paths to executive leadership.

Automatic patching for operating systems and widely deployed applications should be enabled broadly
on internet-facing infrastructure, reserving manual change management processes for the highest-
sensitivity or most stability-constrained systems. The NCSC guidance on hot patching—applying security
fixes without service disruption—should be evaluated for applicable platform components, as this
approach removes the maintenance window scheduling constraint that most commonly delays patching

on production systems [13].

Vulnerability management programs should be aligned to CISA's KEV catalog [16] as a primary
prioritization signal. Organizations monitoring KEV additions in near-real-time can pre-position
remediation activity for the highest-risk vulnerabilities before they are formally added to the catalog,
using threat intelligence feeds that track exploitation activity ahead of CISA's publication cycle.

Strategic Considerations

The medium-term trajectory of patching mandates points toward continuous exposure management
replacing scheduled patch cycles as the operational baseline. Organizations should evaluate dedicated
vulnerability operations capabilities—sometimes described as VulnOps functions—that operate with
standing authority to remediate critical exposures on short timelines without convening full change
management review for each patch. This requires investment in automated patch deployment tooling,
pre-authorized change templates for high-priority vulnerability classes, and governance frameworks that
define clear escalation thresholds for emergency patching decisions.

SBOM and AIBOM capabilities, called for explicitly by CERT-In, are both a near-term compliance
requirement and a long-term operational investment. Organizations that can enumerate their software
dependencies and Al model components in real time will be substantially faster at determining whether a
given vulnerability affects their environment than those relying on manual application discovery. SBOM-
integrated vulnerability scanning can materially compress detection-to-prioritization time, which is the

prerequisite for the subsequent patching activity that mandates require.

Al-assisted defensive tooling represents the most direct operational response to Al-accelerated attacks.
Automated patch prioritization engines that correlate CVE severity with real-time exploit activity data,
asset exposure, and business criticality can materially reduce the analytical overhead that delays
patching decisions under current manual workflows. Organizations should evaluate these capabilities

with the same urgency that regulators are bringing to the underlying policy problem.
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CSA Resource Alignment

CSA's April 2026 whitepaper "The Collapsing Exploit Window: Al-Speed Vulnerability Weaponization”
provides detailed threat intelligence on exploitation timeline acceleration and is recommended
background reading for vulnerability governance program owners [3]. CSA's companion research on Al
vulnerability threats addresses the broader security program transformation required by Al-accelerated
threat timelines, including the VulnOps function and Al-augmented defense tooling that this note
recommends.

The Al Controls Matrix (AICM) addresses vulnerability and patch management controls specific to Al
system deployments, complementing the cloud-layer controls in the Cloud Controls Matrix for
organizations managing hybrid Al and cloud infrastructure. The MAESTRO threat modeling framework
for agentic Al systems provides the risk assessment foundation for understanding how Al-assisted attack
capabilities—the specific threat CERT-In's blueprint addresses—operate against enterprise infrastructure,
supporting prioritization decisions about which assets require the most aggressive patching timelines.
CSA's Zero Trust guidance is directly applicable to organizations implementing the compensating
controls that CERT-In explicitly permits as alternatives to full patch deployment: network segmentation,
access restriction, and continuous verification are the operational mechanisms through which Zero Trust
architecture fulfills the same risk reduction objective that a patch achieves by eliminating the

vulnerability at the source.
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