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Key Takeaways

The first half of 2026 has produced a recurring pattern in agentic AI incidents: a coding agent or Model

Context Protocol (MCP) server is given more authority than its task requires, and a single piece of

attacker-controlled input — a poisoned tool description, a malicious package, a crafted issue title, an

injected README — converts that excess privilege into remote code execution or data exfiltration. The

Anthropic mcp-server-git  RCE chain (CVE-2025-68143, 68144, 68145), publicly disclosed in

January 2026, demonstrated that a victim only needed to ask their AI assistant to read a malicious

repository for the attacker to achieve code execution [1][2]. OX Security's April 2026 disclosure of a

systemic vulnerability across Anthropic's official MCP SDKs identified at least ten high or critical CVEs

affecting an estimated 7,000 publicly accessible servers and 150 million SDK downloads [3][4]. The

postmark-mcp  npm package, which silently BCC'd every outbound email to an attacker-controlled

address, was the first confirmed malicious MCP server caught in the wild and was downloaded roughly

1,600 times before takedown [5][6]. The Clinejection  chain in February 2026 weaponized a

GitHub issue title to publish a backdoored CLI release to npm, installing an unintended AI agent on

approximately 4,000 developer machines during an eight-hour window [7][8].

These are different incidents but the same architecture problem: an autonomous agent or its tool server

holds ambient authority on a developer workstation, a CI runner, or a production data plane, and there is

no enforcement layer between the model's next instruction and the operating system's next syscall. The

defensive pattern emerging across the vendor ecosystem and the May 2026 Five Eyes joint guidance on

agentic AI is the same in every case — a least-privilege sandbox interposed between the agent and the

resources it can act on, with identity, capability, and audit guarantees that the agent process itself cannot

turn off [9][10].

Security architects should treat MCP servers and coding agents as a single sandbox-eligible workload

class. The relevant controls are isolation strength (process, container, microVM, or virtual machine),

capability scoping (filesystem, network, syscall, and tool surface), identity binding (per-task credentials

rather than long-lived secrets), and tamper-resistant audit. This research note describes the threat

patterns now in evidence, the reference architecture that maps onto them, and the alignment with CSA's

existing AI Controls Matrix (AICM), MAESTRO, and Agentic Trust Framework guidance.
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Background

Agentic AI adoption in 2026 has moved beyond chat assistants into two deeply integrated operational

surfaces: MCP servers that connect language models to real data sources and tools, and coding agents

that read, write, and execute code on developer workstations and in CI. Both surfaces share three

properties that distinguish them from traditional applications. They take instructions, in natural language,

from inputs the operator did not author and may not have read. They exercise broad ambient authority —

typically whatever the invoking user or service principal can do — because the original design point was

developer convenience. And they are extensible at runtime through tools, skills, and plugins published by

third parties whose code the operator has not necessarily reviewed.

The Model Context Protocol, introduced by Anthropic in late 2024, emerged as a widely adopted

integration layer for connecting LLMs to enterprise data sources, with significant adoption visible across

commercial and open-source toolchains during 2025 and 2026. Its specification provides authorization

capabilities at the transport layer through an OAuth 2.1 profile for HTTP+SSE transports and explicit

guidance that STDIO transport implementations should retrieve credentials from the environment rather

than implement protocol-level auth [11]. The protocol's own security best-practices document advises

least-privilege scoping, secure token storage, redirect-URI validation, and rate limiting [12]. The gap

between specification and practice is where the 2026 incident pattern lives: MCP servers commonly ship

as STDIO subprocesses launched with the credentials of the calling user — a default configuration in many

official SDK examples and third-party packages [11]. The MCP protocol specification does not constrain

what those subprocesses do with the operating system once invoked.

Coding agents have followed a parallel trajectory. Tools such as Claude Code, Cursor, GitHub Copilot

agent mode, Codex CLI, Kiro, Gemini CLI, and Google's Antigravity now read files, edit code, run shell

commands, install packages, and call out to MCP servers — typically under the developer's existing user

account. CSA's Enterprise AI Security Starts with AI Agents survey found that 47 percent of practitioners

reported at least one agent-related security incident in the prior twelve months, that only 11 percent had

fully implemented runtime authorization for agents, and that detection and response took five hours or

longer in 58 percent of cases [13]. The available incident record, including the cases described below,

suggests that the most consequential failures in this period have been authority failures rather than model

reasoning failures — cases where an agent or its tool was permitted to act, and the action carried more

privilege than the task required.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 4



Security Analysis

A unified threat model across MCP servers and coding agents

The 2026 incident corpus supports a single threat model that applies to both MCP servers and coding

agents. The agent reads attacker-controllable input from at least one of: a tool description published by a

third-party MCP server, a repository file the user asked it to summarize, a webpage or document

retrieved on the user's behalf, a CI input, or an upstream package the agent was asked to install. The

agent's tool surface includes at least one capability that is dangerous when combined with that input: shell

execution, filesystem write, network egress, package installation, secret access, or modification of its own

configuration. And the runtime gives the agent ambient access to the user's credentials, tokens, and

OAuth grants. When all three conditions hold, prompt injection becomes a path to code execution.

The Clinejection  attack is the canonical 2026 example. A crafted GitHub issue title contained a

prompt that the project's AI triage bot read; the bot was authorized to run npm install  against

attacker-controlled forks; and GitHub Actions cache scope was shared with a nightly publish workflow.

The chain composed into theft of npm publication credentials and the publication of a backdoored Cline

CLI to roughly four thousand machines during an eight-hour window before detection [7][8]. The

MCPoison  vulnerability in Cursor IDE (CVE-2025-54136) illustrated the same pattern at the IDE layer:

Cursor bound trust to MCP entry names rather than commands, so an attacker could substitute a

malicious command for an approved one after the initial trust prompt, achieving persistent RCE

whenever the developer reopened the project [14][15]. In Anthropic's mcp-server-git , a chain of

path traversal and argument injection bugs (CVE-2025-68143, 68144, 68145) made any prompt the

agent processed a candidate for code execution against the developer's home directory and SSH

configuration [1][2].

MCP servers as a new tool supply chain

The MCP supply chain is the second pattern. The OX Security disclosure of April 2026 reported a

systemic design pattern in Anthropic's official MCP SDKs across Python, TypeScript, Java, and Rust

whereby command construction in vulnerable implementations enabled remote code execution; the firm

enumerated more than ten high or critical CVEs across dependent libraries and projects including

LiteLLM, LangChain, and LangFlow, with an estimated impact of 7,000 publicly reachable servers and

150 million downstream SDK downloads [3][4]. The postmark-mcp  package compromise, disclosed

September 2025, established the precedent for malicious-server distribution through public package

registries: fifteen benign versions built trust before a one-line backdoor in version 1.0.16 BCC'd every
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outgoing email to an attacker-controlled inbox [5][6]. Invariant Labs' April 2025 disclosure of MCP tool

poisoning generalized this further by showing that tool descriptions — text that an attacker controls and

that the agent's model reads as authoritative — can carry instructions that the agent follows on every

invocation [16].

The structural problem is that an MCP server runs as a process on the user's host, with the user's

environment variables, the user's home directory, and the user's network egress. There is no protocol-

level constraint on what that process can do with the operating system, and there is no per-tool capability

boundary inside the protocol specification. A server is trusted to honestly describe its own tools and to

confine its own behavior to its declared scope; that trust is the load-bearing wall of the protocol, and the

2025–2026 incident record shows it failing at scale.

The coding-agent sandbox stack

A convergent pattern is visible across vendor and open-source implementations: isolation is stratified by

strength rather than by vendor brand. At the lowest tier, operating-system process sandboxes such as

Linux bubblewrap, macOS Seatbelt, and Anthropic's experimental sandbox-runtime  confine an

agent's filesystem and network surface without a hypervisor [17]. Anthropic documents a sandboxed Bash

tool for Claude Code that uses these primitives to permit unsupervised tool execution when filesystem

and network controls hold [18]. Process sandboxes are fast and convenient but have been shown to be

defeasible in practice: Claude Code shipped a configuration-injection bypass (CVE-2026-25725) in

which a malicious .claude/settings.json  written inside the sandbox executed on the next host

invocation [19]. Anthropic patched this promptly, but the lesson is structural: a process sandbox is only as

strong as the assumption that the agent cannot influence files outside it.

At the middle tier, container isolation with Docker Sandboxes (generally available January 2026) and

equivalent dev-container patterns provide per-agent kernel namespaces, network policy, and resource

limits, but ultimately share a kernel with the host [20]. Container escapes remain a known class of

vulnerability, and AI-generated configuration files are themselves an attack surface — the Configuration-

Based Sandbox Escape category documented by Cymulate in 2026 shows how an agent that can edit its

own container manifest can widen its own permissions [21]. The strongest tier, hardware-virtualized

microVMs built on Firecracker or Apple's Virtualization Framework, provides a dedicated kernel per

sandbox and a hypervisor boundary between agent code and the host. Firecracker is the substrate behind

Vercel Sandbox, which reached general availability on January 30, 2026, and behind E2B's enterprise

agent cloud; Docker Sandboxes' January 2026 launch likewise uses microVMs rather than containers;

CodeRunner's open-source local sandbox builds on Apple's container runtime to provide VM-level

isolation for Claude Code, Gemini CLI, and Kiro on Apple Silicon Macs [22][23][24].
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The relevant architectural insight is that no single isolation tier is correct for every workload, but the tier

should be selected by adversarial assumption rather than by convenience. For agents executing code

generated by their own model in response to prompts from a fully trusted operator, and where the

project workspace contains no long-lived secrets, a process sandbox with deny-by-default network

egress may be sufficient. For agents executing code from third-party repositories, untrusted issues, or

shared CI inputs, microVM isolation should be the default. For agents executing code that touches

production systems, microVM isolation combined with per-task credentialing through an identity gateway

is the floor. It is worth noting that microVMs carry real tradeoffs — Firecracker-based sandboxes typically

add 100–300 ms of cold-start latency and measurably higher per-invocation cost relative to container or

process isolation — though these are tractable at scale and represent an acceptable engineering

overhead given the threat model.

Least privilege beyond isolation: identity, capability, and audit

Isolation alone does not produce a least-privilege architecture; the agent still needs credentials and tool

capabilities to do useful work, and those need to be scoped. The MCP specification provides an OAuth 2.1

profile for HTTP transports, and two active proposals (SEP-1932 for DPoP and SEP-1933 for workload

identity federation, both described in the 2026 MCP roadmap [25]) would tighten token binding and

replace long-lived API keys with short-lived federated credentials. The first of these, SEP-1932, has a

dedicated proposal [30]. Anthropic's Workload Identity Federation, announced in 2026, lets agent

workloads authenticate to the Claude API using short-lived OIDC tokens from AWS IAM, Azure Entra,

GCP, GitHub Actions, Kubernetes service accounts, or SPIFFE/SPIRE, replacing long-lived API keys with

bearer tokens scoped to a service account [26]. The pattern that these capabilities make practical is one

in which each tool call is authorized in the context of the calling user, each credential is issued per task

rather than per agent, and each authorization decision is logged with sufficient detail for forensic

reconstruction.

Capability scoping is the third pillar. The Five Eyes guidance of May 2026 recommends just-in-time

credentials for high-impact actions, capability scoping that limits agents to the minimum permissions

required, and segmentation of agent workloads from production systems — all under a zero-trust

assumption that any individual agent invocation may be compromised [9][10]. The CSA MAESTRO

framework maps these controls to seven architectural layers, with sandboxing and capability enforcement

attaching to the Deployment and Infrastructure layer and to the Agent Frameworks layer, while identity-

bound authorization attaches to Security and Compliance and the Agent Ecosystem [27]. The practical

implication is that defenders need to enforce controls at the layer where each threat appears: prompt

injection at Foundation Models, supply-chain compromise at Agent Frameworks, capability misuse at

Deployment, and OAuth misuse at the Ecosystem layer.
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A reference architecture

Synthesizing the above into a deployable pattern, a least-privilege architecture for an MCP server or

coding agent has four enforced boundaries. The agent runtime is confined to an isolation tier matched to

its adversarial assumptions — process sandbox for trusted inputs, container for partially trusted inputs,

microVM for untrusted inputs or shared multi-tenant execution. The agent's filesystem view is restricted

to the project workspace, with home-directory, SSH-config, and shell-rc files outside its read and write

surface by default. Network egress is deny-by-default and allowlisted to declared model endpoints,

declared MCP servers, and declared package registries. Credentials are issued per task by an identity

gateway against a workload identity, never injected as long-lived environment variables, and every

authorization decision is logged with principal, policy, and outcome. Tool surfaces inside the sandbox —

including any MCP server the agent loads — are themselves subject to the same constraints recursively, so

that a poisoned tool description cannot escalate beyond the sandbox's declared capabilities.

Recommendations

Immediate actions

Security teams should inventory every MCP server and coding-agent installation in their environment,

prioritizing this work as a critical finding consistent with their incident response SLAs given the active

exploitation documented above. The artifact list for each instance should include the launch context

(interactive developer workstation, CI runner, server, or shared service), the credentials present in the

launching shell, the tool catalogue the agent has access to, and the network egress the host permits. For

MCP servers loaded from public package registries, the inventory should record the source package,

version, and last update; teams should treat any server installed from npm, PyPI, or a comparable registry

as third-party software with the same change-management expectations as any other dependency. For

coding agents running on developer workstations, teams should confirm that production secrets are not

present in the shell environment when the agent is invoked, and that long-lived API tokens for source

control, package registries, and cloud providers are not co-located with the agent's working directory.

Where vulnerable versions of MCP servers are in use, patching is the immediate control. Organizations

using mcp-server-git  should upgrade to v2025.12.18 or later, where the git_init  tool has

been removed entirely and path validation has been hardened [1]. Cursor users should be on version 1.3 or

later, which requires re-approval of any MCP entry that is modified after first acceptance [14]. Claude

Code installations should be current with the post-CVE-2026-25725 release that hardens

.claude/settings.json  protections, and the documented sandboxed Bash configuration should
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be enabled where supported [18][19]. Organizations consuming MCP servers from the broader

ecosystem should subscribe to vulnerability advisories from the projects they depend on; the Vulnerable

MCP catalogue and OX Security's advisory feed are useful aggregations during the current disclosure

surge.

Short-term mitigations

Over a three-to-six-month horizon, organizations should consolidate agent execution onto a standard

sandbox tier matched to their adversarial assumptions. For agents that execute code derived from public

repositories, public issues, or third-party MCP servers, the target should be microVM isolation through

one of the production-ready platforms now available; Docker Sandboxes, Vercel Sandbox, E2B, and

CodeRunner each provide microVM-level isolation as of their recent releases [22][23][24] — a

representative rather than exhaustive list — and the choice among them should be driven by deployment

surface rather than feature comparison. The substrate should enforce deny-by-default network egress

with explicit allowlists for model endpoints, MCP servers, and package mirrors. Filesystem access should

be confined to a project workspace mounted into the sandbox, with the developer's home directory, SSH

configuration, and credential stores outside the agent's view.

Identity should be moved off long-lived API keys onto short-lived federated credentials wherever the

supporting identity provider permits. Workload Identity Federation against the calling cloud or CI identity

provider, OAuth 2.1 with DPoP-bound access tokens for HTTP MCP transports, and per-task credential

issuance through an identity gateway are the three patterns most directly applicable to agent runtimes

[25][26]. Tool surfaces inside the sandbox should be configured at the minimum necessary capability —

read-only filesystem access where the task does not require writes, no shell tool where the task does not

require execution, no package-install tool where the task does not require dependency changes — and

each tool should be subject to an explicit allowlist managed under change control.

Tamper-resistant audit is the third short-term priority. Every tool invocation, every credential issuance,

and every sandbox policy decision should produce a structured record that includes the calling principal,

the tool and arguments, the policy evaluated, and the outcome. Audit records should be written to a sink

the agent process cannot modify and ingested into the SIEM with detection rules for the three high-value

anomaly classes: capability use exceeding declared scope, network egress to undeclared destinations,

and credential issuance outside expected task contexts.
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Strategic considerations

Over a twelve-month horizon, agentic AI sandboxing should be integrated into the same control plane

that governs container and serverless workloads rather than treated as a parallel program. The CSA

Agentic Trust Framework's premise — that agent autonomy is something earned through demonstrated

trustworthiness, with progressively greater latitude at higher maturity levels — provides the operating

model for matching isolation strength to demonstrated agent behavior [28]. The CSAI Foundation's

2026 acquisition of the Autonomous Action Runtime Management specification and the Agentic Trust

Framework, together with the foundation's new authorization as a CVE Numbering Authority, signals that

the policy enforcement primitives discussed here will increasingly be standardized rather than vendor-

specific [29].

Standardization at the protocol layer is also progressing. The MCP roadmap for 2026 includes

sponsored work on DPoP token binding and workload identity federation, both of which would close

authentication gaps that the current incident record relies on; organizations that adopt MCP at scale

should track these specifications and require compliance from internal and third-party servers as the

proposals stabilize [25][30]. Boards and audit committees should be briefed on the percentage of agent

runtime hours executed under microVM isolation, the percentage of agent tool calls authorized by an

identity gateway, and the mean time from agent template publication to security review enrollment —

metrics that capture whether the organization has actually moved from convenience defaults to least

privilege.

Finally, the sandbox is not a substitute for thoughtful tool design. CSA's Agentic AI Red Teaming Guide

recommends adversarial testing of tool catalogues, orchestration logic, memory, and supply-chain

dependencies as a routine part of agent deployment [31]. Where adversarial testing identifies tools whose

worst-case behavior under prompt injection cannot be contained by the sandbox tier in use, the

appropriate response is to remove or rescope the tool, not to wait for the next CVE to force the change.

CSA Resource Alignment

The recommendations in this note align directly with several existing CSA frameworks. The AI Controls

Matrix provides the control vocabulary for identity, authorization, logging, sandboxing, and supply-chain

integrity; AICM domains covering identity and access management, application and interface security,

infrastructure and virtualization, logging and monitoring, and supply chain security are all immediately

applicable to the agent sandbox stack described above [32]. MAESTRO provides the threat-modeling

structure for assigning each control to the right architectural layer, and is the recommended companion
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to AICM for security architects designing agent runtime coverage [27]. The Agentic AI Red Teaming Guide

describes adversarial testing methods that organizations can apply to validate that their sandbox tier

actually holds against prompt-injection and orchestration attacks [31].

CSA's Autonomy Levels for Agentic AI and the Agentic Trust Framework provide the operating model for

matching sandbox strength to demonstrated agent trustworthiness, and should be consulted by teams

designing the policy that determines which agents qualify for which tier [28][33]. The CSAI Foundation's

2026 work to secure the agentic control plane — including STAR for AI assurance, the Catastrophic Risk

Annex, and the new CVE Numbering Authority — is the umbrella program under which sandbox controls

will be standardized and audited across the industry [29]. Organizations participating in STAR for AI have

a near-term opportunity to demonstrate sandbox maturity to customers and regulators ahead of formal

audit guidance.

The Identity and Access Gaps in the Age of Autonomous AI and Securing Autonomous AI Agents reports

together establish the empirical baseline for the identity and runtime-authorization recommendations

above and should be foundational reading for any CISO scoping an agent sandboxing program [34][35].
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