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Al-Generated Zero-Days: Adversarial
Capability Threshold Crossed

Google's Threat Intelligence Group Confirms First In-the-Wild Al-
Developed Zero-Day Exploit and Warns of Accelerating
Adversarial Al Integration

2026-05-11

[E) Al-assisted Rapid Research

AW o1 ‘dogedcurit
= Al y
N CS baﬂa”fance“



© 2026 Cloud Security Alliance. Some rights reserved.

You may download, store, display, view, print, redistribute, and link to this document in its original, unmodified form,
provided that attribution to the Cloud Security Alliance is maintained and all trademark and copyright notices remain

intact.

This document may not be modified or altered. You may quote portions of the document as permitted by the Fair
Use provisions of the United States Copyright Act, provided that attribution is given to the Cloud Security Alliance.

This document may be shared on professional and social media platforms in its original form with attribution.

This document was generated with Al assistance and has not undergone official CSA review and approval processes.

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 2



Key Takeaways

e Google's Threat Intelligence Group (GTIG) has confirmed the first in-the-wild zero-day
exploit it believes was discovered and developed using an artificial intelligence model, which

GTIG characterizes as a meaningful advancement in adversarial Al capability.

e The exploit—a Python script targeting a two-factor authentication bypass in a widely
deployed open-source web administration tool—bears structural hallmarks of LLM authorship,
including educational docstrings, a hallucinated CVSS score, and a highly regularized
"textbook Pythonic" code style inconsistent with human exploit authors.

e A criminal threat actor planned to weaponize the vulnerability in a mass exploitation
campaign; GTIG's proactive detection and coordinated disclosure with the affected vendor
disrupted the operation before exploitation could begin at scale.

e State-sponsored groups from North Korea, China, and Russia are separately leveraging Al
models across the full attack chain—from reconnaissance and phishing lure creation to

vulnerability enumeration and proof-of-concept validation. GTIG assessed that the scale and
pace of these operations would be impractical without Al assistance.

e The 2025 zero-day exploitation landscape provided context for this development: GTIG
tracked 90 zero-days exploited in the wild in 2025, with 43 (48%) targeting enterprise
technologies, the highest raw count and proportion ever recorded [1].

e Security teams should treat Al-assisted vulnerability discovery as an active, not hypothetical,
adversarial capability and prioritize patch velocity, defense-in-depth, and proactive threat

hunting accordingly.

Background

For several years, much of the security research community debated when Al models might cross the
threshold from assisting human exploit developers to autonomously identifying vulnerabilities, with
meaningful disagreement about both the timeline and likelihood. On May 11, 2026, Google's Threat
Intelligence Group (GTIG) published a report titled "Adversaries Leverage Al for Vulnerability
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Exploitation, Augmented Operations, and Initial Access,” which contains the first public account of what
GTIG assesses with high confidence to be an Al-developed zero-day exploit deployed in a real-world
attack [2][9][10].

The development did not emerge in isolation. GTIG has maintained an Al Threat Tracker since at least
late 2025, systematically documenting how threat actors—state-sponsored groups and financially
motivated criminal organizations alike—have progressively integrated large language models into their
operational toolchains. Earlier tracker editions chronicled comparatively constrained use cases: drafting
phishing lures, translating malware into unfamiliar programming languages, and querying Al assistants for
documentation on legitimate APIs that could be abused. Each of those applications reduced friction in
known adversarial workflows but stopped short of Al models independently identifying unknown
weaknesses in deployed software. The May 2026 report documents a materially more advanced stage in
this progression, one that GTIG itself distinguishes from prior Al-assisted activity by its level of Al

autonomy in exploit development.

The broader zero-day exploitation environment in 2025 established the stakes. GTIG's annual zero-day
review counted 90 vulnerabilities exploited in the wild during 2025—lower than the record high of 100 set
in 2023, but higher than 2024's count of 78 [1][3]. More structurally significant than the raw count was
the enterprise targeting trend: enterprise technologies accounted for 43 of the 90 exploited zero-days,
representing 48 percent of the total and reaching both a numerical and proportional all-time high [1][3].
Commercial surveillance vendors, which produce spyware sold to government customers, drove a
disproportionate share of this activity, exploiting 15 vulnerabilities in 2025—the first time this category
led attribution rankings. The convergence of growing enterprise targeting, a maturing commercial exploit
market, and now Al-assisted exploit development defines the threat environment in which the GTIG

findings must be interpreted.

Security Analysis

The First Al-Developed Zero-Day in the Wild

The core finding in GTIG's May 2026 report concerns a zero-day exploit discovered in an unspecified
popular open-source, web-based system administration tool. Google declined to name the specific
software or the associated CVE, citing responsible disclosure considerations, and confirmed that the
vulnerability has since been patched through coordinated disclosure between GTIG and the affected

vendor [2][4][5]. The exploit itself is a Python script that enables a threat actor to bypass two-factor
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authentication controls in the target application. The bypass requires valid user credentials—it does not
grant unauthenticated access—but eliminates the additional verification layer that organizations often

rely upon as a primary control against credential-based intrusion [4][5].

What distinguishes this case from standard vulnerability discovery is the forensic evidence suggesting Al
authorship. GTIG analysts identified several features of the Python exploit script that are characteristic
of code produced by large language models rather than human researchers. The script contains an
extensive set of educational docstrings—detailed explanatory comments throughout the code that
describe what each function or block accomplishes, a pattern typical of LLM output that has been
trained on annotated tutorials and documentation. The script also includes a CVSS score that GTIG
describes as "hallucinated"—a severity rating that does not correspond to any official CVSS record and
appears to have been generated by the Al model as part of its structured output rather than drawn from
an authoritative database [2][5][6]. The overall code structure follows what analysts characterize as a
"textbook Pythonic" format: highly regularized, conforming to documentation standards, and organized
in a way more consistent with training data distributions than with the idiomatic, often irregular style of
experienced security researchers writing tools for personal use. GTIG assessed with high confidence that

an Al model was used to both discover the underlying vulnerability and write the functional exploit [2][4].

The nature of the flaw itself is also instructive. GTIG described the vulnerability as a "high-level semantic
logic flaw where the developer hardcoded a trust assumption” [4][5]. This class of bug—where a
developer's implicit architectural assumption creates a security boundary failure rather than a
straightforward coding error—has historically been among the most difficult for automated tools to
detect. Symbolic execution engines, fuzzing runtimes, and static analyzers are typically well-suited to
finding memory corruption, type confusion, and injection vulnerabilities, but they tend to miss logic
errors that require understanding the intended semantics of authentication flows. That an Al model
apparently identified such a flaw through contextual reasoning about 2FA enforcement logic suggests
that frontier LLMs may be capable of contextual reasoning about authentication semantics that is
sufficient to identify trust assumption failures—a class of reasoning that has historically been the domain

of experienced human security researchers.

State-Sponsored Al Integration Across the Attack Chain

While the Al-generated zero-day exploit represents the most operationally significant finding in the
GTIG report, the document situates that finding within a broader pattern of Al integration by state-
sponsored threat actors. North Korean group APT45, which GTIG has extensively tracked in prior
reporting, was observed sending large volumes of iterative prompts to Al models to recursively analyze
CVE records and validate proof-of-concept exploits [2][5]. The described technique involves submitting

successive queries that progressively refine an Al model's analysis of a vulnerability's exploitability under

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 5



varying environmental conditions—a method that would be tedious and time-consuming for human
researchers but maps efficiently onto automated prompt pipelines. GTIG noted that this approach
enables APT45 to maintain a broader and more rapidly validated arsenal of exploit capabilities than
would be feasible without Al assistance [5].

Threat actors linked to China and Russia have demonstrated parallel adoption patterns, using Al models
to support reconnaissance, generate targeted phishing content, and troubleshoot technical problems
encountered during intrusion operations [2]. GTIG's prior tracker editions documented adversaries
querying Gemini and other publicly accessible Al platforms to identify how to abuse legitimate operating
system features, understand unfamiliar programming environments, and craft social engineering
materials tailored to specific organizational contexts. The May 2026 report indicates that this integration
has continued to deepen, with adversaries increasingly treating Al models as operational force multipliers

capable of compressing the time between initial access and impact.

Criminal threat actors are pursuing a complementary but structurally distinct trajectory. Rather than
focusing primarily on sophisticated vulnerability discovery, financially motivated groups are using Al to
automate and scale operations—building malware faster, running larger parallel campaigns, and
maintaining adversarial infrastructure more efficiently [2]. The criminal threat actor responsible for the
Al-generated zero-day exploit had assembled a coalition of partners to conduct what GTIG
characterized as a planned mass exploitation event against the vulnerable administration tool [4][5].
GTIG's proactive identification of the exploit and subsequent coordinated disclosure disrupted the
campaign before mass exploitation could begin, but the operational planning surrounding the exploit—
parallel to its Al-assisted development—illustrates how criminal groups are coupling novel technical
capability with automated execution capacity.

Structural Implications for Vulnerability Management

The GTIG findings have implications that extend beyond the specific exploit or the actors involved. The
prevailing model of enterprise vulnerability management is built on a set of assumptions about the pace
at which new vulnerabilities are discovered and weaponized: research takes time, exploit development
takes time, and the window between public vulnerability disclosure and widespread exploitation—while
shrinking—has historically provided defenders with some operational margin for prioritized patching. Al-
assisted vulnerability discovery and exploit generation, if it scales, compresses that window in ways that
existing patch management programs are not designed to handle.

The specific class of vulnerability—a semantic logic flaw in authentication—also challenges the scope of
automated detection programs. Organizations that have invested in continuous fuzzing and static

analysis pipelines may have well-founded confidence in their coverage of memory safety and injection
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vulnerabilities while remaining substantially exposed to the category of logic errors that Al models
appear increasingly capable of identifying. This asymmetry between offensive and defensive tool

coverage is likely to persist as a structural concern for security programs for the foreseeable future.

GTIG's own assessment of the trajectory is explicit: the group anticipates that Al capabilities will
continue to improve and that more severe zero-day attacks leveraging Al are likely as model capabilities
grow [2]. The 2025 zero-day review's observation that Al will be increasingly used in 2026—by both
attackers and defenders—frames the defensive opportunity as well as the threat. Organizations that
adopt Al-assisted vulnerability discovery for their own assets may gain earlier visibility into logic flaws

before adversaries weaponize them.

Recommendations

Immediate Actions

Security teams should treat the GTIG findings as an operational signal requiring near-term response, not
a warning about future risk. Patch velocity for internet-facing administrative tools must be prioritized,
particularly for web-based administration interfaces that aggregate privileged access across
infrastructure. These tools present high-value targets that combine exposed attack surfaces with
credentials-as-sufficient-access architectures that authentication bypass vulnerabilities can defeat. Any
administration tool running authentication controls that have not been reviewed for semantic logic errors
—trust assumptions, hardcoded exception conditions, or implicit state assumptions in session

management—warrants urgent security assessment.

Credential hygiene and multi-factor authentication architecture should be revisited with the
understanding that 2FA bypass represents an active adversarial objective. Organizations relying on
authentication controls as a compensating control for weak credential management should evaluate
whether those controls are resistant to logic-level bypasses, not only to phishing or brute-force attacks.
Hardware-bound MFA tokens and phishing-resistant FIDO2 authentication provide stronger guarantees
against phishing and authenticator-level attacks than software-based TOTP or SMS OTP systems;
however, hardware tokens do not mitigate logic-level bypasses in authentication enforcement code,
because such exploits circumvent the application's trust check rather than the authentication factor
itself. Application-layer security review—specifically examining hardcoded trust assumptions and implicit
state dependencies in authentication flows—is the appropriate control for the specific vulnerability class
described in the GTIG report.
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Short-Term Mitigations

Threat hunting programs should add detection logic targeting the behavioral patterns described in
GTIG's reporting: repeated, iterative querying of Al platforms by accounts with no prior interaction
history, particularly where queries concern vulnerability enumeration, CVE analysis, or proof-of-concept
validation. While Al-assisted vulnerability research is a legitimate activity, anomalous volume and
structured query patterns—particularly from accounts showing signs of adversarial infrastructure such as

residential proxy use or account pooling—may indicate adversarial reconnaissance.

Organizations should audit their internet-facing open-source administration tooling specifically for the
vulnerability class identified in the GTIG report. While the specific tool and CVE remain undisclosed, the
vulnerability type—authentication bypass through hardcoded trust assumptions in 2FA logic—is a pattern
that internal security teams or external assessors can proactively test for in web administration
interfaces. Software composition analysis tools should be configured to flag open-source administration

tools that have not received security-relevant updates within a defined review window.

Logging and monitoring coverage should encompass Al model access from corporate environments. As
adversaries increasingly use publicly available Al platforms to support operational planning, organizations
that can identify anomalous Al model queries from corporate accounts or networks gain an additional

signal layer for detecting adversarial use of Al within or adjacent to their environments.

Strategic Considerations

The GTIG findings provide direct evidence that Al-assisted vulnerability discovery is an active adversarial
capability, strengthening the argument for defensive investment in the same capability class. The GTIG
case provides the first confirmed instance of an Al model identifying a semantic logic flaw that symbolic
execution and static analysis would likely have missed—suggesting this capability class warrants serious
attention in defensive programs. Security teams with the capacity to run Al-augmented red teaming or
to integrate Al models into their internal vulnerability discovery programs gain access to an analytical
capability that is now confirmed to be available to adversaries. The relevant question for enterprise
security leaders is no longer whether adversaries have Al-assisted exploit development capability, but
whether defenders have achieved comparable coverage of their own attack surface.

Vendor security assessment programs should incorporate questions about Al-assisted security testing in
software development lifecycles. If Al models are capable of identifying high-level semantic logic flaws in
production code, software vendors who are not yet using Al models to review their authentication and
authorization code before release are accepting a testing gap that adversaries may be actively
exploiting. Procurement and third-party risk management frameworks should add this dimension to

vendor security questionnaires.
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The disclosure handling practices that allowed GTIG to detect and disrupt the planned mass exploitation
event in this case—proactive threat hunting, responsible vendor disclosure, and attacker disruption
before widespread use—represent a model that the security community should reinforce. Organizations
that have intelligence-sharing relationships with threat intelligence providers and participate in
information sharing communities like ISACs are better positioned to receive advance warning of Al-

generated exploit campaigns before those campaigns reach operational scale.

CSA Resource Alignment

The GTIG findings on Al-generated exploit development intersect with several current CSA frameworks

and research initiatives in ways that provide structured guidance for organizational response.

The MAESTRO framework (Multi-Agent Environment, Security, Threat Risk, and Outcome), developed
through CSA's Al Safety Initiative, provides a seven-layer reference architecture for threat modeling
agentic Al systems [7]. MAESTRO's layered model is directly applicable to understanding the adversarial
Al ecosystem described in the GTIG report. More broadly, the adversary Al integration documented in
the GTIG report creates new attack surfaces—including prompt injection risks in agentic orchestration
layers and supply chain risks in Al integration libraries—that MAESTRO's layered model is designed to
address. Organizations building Al-powered security tooling—including the Al-assisted vulnerability
discovery capabilities recommended above—should apply MAESTRO's threat modeling methodology to
ensure their defensive Al deployments do not introduce the attack surfaces they are designed to

mitigate.

The CSA Al Controls Matrix (AICM) provides 243 control objectives across 18 security domains
specifically designed for cloud-based Al systems [8]. Among the AICM's 18 security domains, those
covering model security and supply chain security are directly relevant to the threats described in the
GTIG report, addressing risks associated with Al models being used in adversarial workflows and
providing guidance for organizations integrating Al models and Al-assisted tools into their security
operations. The AICM's mapping to ISO/IEC 42001, NIST Al 600-1, and the EU Al Act allows
organizations to use AICM control assessments to satisfy requirements under multiple regulatory
frameworks simultaneously.

CSA's STAR for Al program, which extends the Security Trust Assurance and Risk program to Al systems,
provides a mechanism for organizations to assess and communicate the security posture of their Al

deployments to customers, regulators, and partners. As the GTIG findings highlight that Al systems—
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including the Al models organizations deploy to support security operations—are themselves becoming
adversarial targets, STAR for Al assessments provide structured assurance that the Al tools in a security

program's defensive stack meet defined standards for integrity, availability, and access control.

CSA's Zero Trust guidance remains particularly relevant to the authentication bypass scenario at the core
of the GTIG report. Zero Trust architectures that continuously verify identity and authorization at each
access decision, rather than granting implicit trust upon initial authentication, reduce the blast radius of
an authentication bypass, because they require the attacker to maintain consistent behavioral signals
throughout the session—not merely to pass an initial authentication gate. Organizations that have
implemented Zero Trust access controls at the network and application layer reduce the value of an
authentication bypass exploit that still requires valid credentials, because continuous verification controls

may detect anomalous behavior even from authenticated sessions.
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