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Key Takeaways

India's Computer Emergency Response Team (CERT-In) published its AI Threat Landscape

guidance on May 25, 2026, establishing an indicative 12-hour expectation for containing or

remediating known exploited vulnerabilities (KEVs) on internet-facing and high-value "crown-

jewel" systems — a timeline explicitly calibrated to the speed at which AI-assisted attacks now

weaponize disclosed vulnerabilities [1][2].

The guidance establishes a tiered remediation schedule: 12 hours for KEVs on internet-

exposed systems, 24 hours for critical vulnerabilities not yet actively exploited but with

external exposure, three days for critical vulnerabilities on internal high-value systems, and

five days for high-severity flaws below the critical threshold [1][2].

CERT-In framed the timelines as "indicative expectations" rather than legally binding

obligations, but the operational signal is unambiguous: India's national cybersecurity authority

is now benchmarking patch cadence against AI-driven threat timelines rather than legacy IT

operations windows.

The technical basis for these timelines is grounded in measurable changes in attack velocity.

The average window between CVE publication and active exploitation has contracted from

approximately 56 days in 2024 to roughly 10 hours by mid-2026, driven primarily by AI tooling

capable of generating working exploits within minutes of a vulnerability's public disclosure [3]

[4].

Where no patch exists, CERT-In prescribed interim containment — network isolation, access

restriction, or web application firewall deployment — acknowledging that the 12-hour window

cannot always be met through vendor patch availability alone [1].

To the authors' knowledge, India's guidance makes it the first major national cybersecurity

authority to publish a tiered patch timeline explicitly calibrated to AI exploitation speed; the

United States' CISA is reportedly weighing a three-day federal standard for KEVs, but has not

finalized comparable guidance as of this writing [5].
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Background

CERT-In's guidance arrived on May 25, 2026, as the operational culmination of an advisory mapping the

growing role of artificial intelligence across every phase of the modern attack lifecycle [6]. The

document identifies generative AI models, large language models, and autonomous agent frameworks as

technologies now actively leveraged by threat actors to accelerate reconnaissance, automate

vulnerability scanning, develop targeted phishing campaigns, and create adaptive malware capable of

evading traditional detection. The advisory explicitly named frontier commercial AI models, warning that

their "dual-use nature" could lower the entry barrier for malicious actors, automate exploitation

workflows, and scale campaigns at a speed and volume that human-only operations cannot sustain [1].

The 12-hour guidance is not CERT-In's first compliance timeline to challenge legacy operations rhythms.

Since 2022, the agency has required organizations to report cybersecurity incidents within six hours of

detection — a mandate that forced Indian enterprises to restructure detection, escalation, and internal

communications pipelines [7]. The patch guidance builds on that foundation by applying comparable

operational urgency to the remediation side of the lifecycle. Together, the two requirements point toward

a coherent regulatory posture: as AI shortens every phase of attack execution, regulators are concluding

that defensive timelines must compress in parallel. This framing does not preclude compensating

controls or architectural isolation — CERT-In explicitly accommodates both — but it signals that passive

or slow-cycle remediation practices are no longer treated as adequate for the highest-risk asset

categories.

India's large internet economy encompasses extensive internet-facing infrastructure across critical

sectors, which CERT-In has noted represents a particularly high-volume target environment for AI-

enabled exploitation campaigns [6]. The advisory noted that AI-enabled exploitation had particularly

reduced the time required to identify and attack exposed services, insecure APIs, and systems with weak

digital identities. The 12-hour expectation reflects a regulatory determination that previously routine

patch deployment windows — days to weeks for many enterprise environments — are no longer

operationally defensible for the highest-risk exposure category, given what AI tools have done to the

economics of vulnerability weaponization.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 4



Security Analysis

The Empirical Basis: Time-to-Exploit Has Collapsed

The regulatory framing CERT-In chose is unusual in one respect: the 12-hour window reads less like an

aspirational benchmark for what mature organizations can achieve under optimal conditions than a

recognition of what threat actors armed with AI tooling are already achieving — suggesting the standard

was calibrated to attacker capability rather than defender capacity. Understanding the empirical basis

for this timeline is essential for any organization assessing whether the guidance applies to its own threat

model.

Research documented in 2026 by Synack and others measures a measurable acceleration in the CVE-

to-exploit cycle [4]. Automated AI frameworks, including research systems capable of generating

working exploits from CVE descriptions in ten to fifteen minutes at low cost, have significantly changed

the economics of vulnerability weaponization. The CVE-Genie framework — a research system described

in a 2026 preprint — successfully reproduced working exploits for approximately 51% of CVEs published

in 2024 and 2025, at an average cost of $2.77 per CVE [12]. Mandiant's M-Trends 2026 report found

that exploitation in the wild now precedes vendor patch availability for a substantial fraction of

vulnerabilities — a negative time-to-exploit trend — with 28.3% of CVEs now exploited within 24 hours of

disclosure [8]. AI-assisted automated scanners have been observed targeting newly disclosed

vulnerabilities within hours of National Vulnerability Database publication [3].

The practical consequence of this acceleration is that traditional patch management cycles, designed

around the assumption that a disclosed vulnerability remained unweaponized for days or weeks, are no

longer calibrated to actual threat timelines. Organizations that maintain 30-day or even 7-day windows

for patching internet-exposed systems are accepting a risk posture formulated before the current AI

capability environment existed. CERT-In's 12-hour expectation is, in this reading, not ambitious — it is an

acknowledgment that 12 hours may already represent the outer edge of viability for the highest-risk

systems facing automated, AI-driven exploitation campaigns.

Tiered Structure: Risk-Based Rather Than Universal

A significant architectural feature of the CERT-In guidance is its tiered structure, which differentiates

remediation expectations by the combination of vulnerability severity and system exposure profile rather

than applying a single deadline universally. This design applies established vulnerability prioritization

principles — calibrating urgency to the intersection of severity and exposure — and substantially reduces

the operational burden of compliance relative to a flat 12-hour rule applied to all vulnerabilities.
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Under the tiered structure, the 12-hour window applies specifically to known exploited vulnerabilities —

those already active in the wild and catalogued in threat intelligence feeds — affecting systems directly

exposed to the internet or classified as high-value internal assets. Critical vulnerabilities not yet

confirmed as actively exploited receive a 24-hour window when they affect externally exposed systems.

Critical vulnerabilities on internal high-value systems not directly internet-exposed receive three days.

High-severity vulnerabilities receive five days [1][2]. For organizations that maintain a comprehensive

asset inventory and vulnerability management workflow capable of correlating CVE data with exposure

profiles, this tiering creates a defensible, prioritized remediation queue rather than an undifferentiated

emergency.

Where remediation cannot be completed within the applicable window — whether because a vendor

patch does not yet exist or because deployment cycles cannot be compressed sufficiently — CERT-In

prescribed interim containment: network isolation of affected systems, restriction of access to

authenticated users only, WAF rule deployment, and analogous compensating controls [1]. This provision

is operationally important. The guidance recognizes that the 12-hour deadline applies to the obligation

to act, not exclusively to the obligation to patch; a documented containment measure implemented

within 12 hours satisfies the intent of the standard even when full remediation requires additional time to

complete.

India's Position in the Global Patching Governance Landscape

CERT-In's guidance is significant not only for what it requires of Indian organizations but for what it

signals about the direction of national cybersecurity regulation internationally. To the authors'

knowledge, no major national cybersecurity authority had previously published a tiered patch timeline

explicitly calibrated to AI exploitation speed. CISA's Known Exploited Vulnerabilities catalog — the

closest U.S. equivalent in design philosophy — currently uses deadlines averaging 14.4 days in 2026, with

recent movement toward 14-day default windows and, in a small number of emergency cases, shorter

mandates [5]. Reports indicate CISA is considering reducing the federal standard to three days for KEVs

on high-value systems, motivated by the same AI-driven threat velocity data that informed CERT-In's

guidance [9]. The UK's pending Cyber Security and Resilience Bill signals awareness of changing

exploitation timelines, though the government has not published a comparable tiered patch standard.

India has moved faster than any peer jurisdiction in translating AI threat velocity into a national

compliance standard. The gap between India's 12-hour expectation for internet-facing KEVs and the

current U.S. federal standard of approximately 14 days reflects not different underlying threat realities —

the same AI tooling targeting Indian infrastructure is targeting infrastructure globally — but rather

different regulatory response timelines. Security and compliance professionals in organizations with
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global operations should treat the CERT-In guidance as a leading indicator of where peer national

standards are moving, and should use it as an opportunity to assess whether current patch management

capabilities are architecturally future-proof.

Operational Reality: Infrastructure Gaps and the Compensating Control Path

An honest assessment of the 12-hour standard acknowledges that most enterprise environments, and

essentially all small and medium enterprise environments, cannot achieve consistent 12-hour patch

deployment for internet-facing systems without significant investment in automation, continuous asset

monitoring, and pre-tested deployment pipelines. The MSME segment in India — a large portion of

CERT-In's regulated constituency — faces particular challenges: compliance implementation requires

investment in monitoring infrastructure, vulnerability correlation tooling, and patch automation

capabilities that many smaller organizations have not yet deployed, and the technical capacity to

maintain continuous vulnerability monitoring, correlate threat intelligence with asset inventories in near-

real-time, and deploy patches within 12 hours does not exist in most smaller organizations without

dedicated tooling investment [10].

This gap does not make the guidance irrelevant — it makes the interim containment provisions essential.

An organization that cannot reliably patch within 12 hours can satisfy the operational intent of the

guidance by maintaining a documented, tested compensating control playbook: network isolation

procedures, WAF rule deployment, access restriction policies, and internal communication protocols that

can be executed within the required window. CERT-In's explicit inclusion of isolation and restriction as

alternatives to patching provides a meaningful compliance pathway for organizations at varying levels of

maturity, and it frames the 12-hour obligation correctly: as a requirement to neutralize exposure, not

merely to apply a software fix.

Recommendations

Immediate Actions

Security teams should immediately audit asset inventories for internet-exposed systems and map those

systems against current vulnerability data from CERT-In advisories and the CISA KEV catalog. For

organizations operating under CERT-In's jurisdiction, the 12-hour expectation applies now for any known

exploited vulnerability affecting internet-facing systems; organizations outside India should treat this as

directional best practice and monitor their own national authority for comparable guidance. In both

cases, organizations should verify whether they have documented interim containment procedures that
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can be activated within the required window when vendor patches are unavailable or deployment cannot

be completed in time. Incident response playbooks should be reviewed and updated to include

vulnerability-triggered containment scenarios alongside breach response procedures, since the CERT-In

framework implicitly applies emergency response discipline to patch management through comparable

timeline requirements.

Short-Term Mitigations

Organizations operating without continuous vulnerability scanning of internet-facing assets should treat

deployment of such capability as an urgent priority. Vulnerability information that arrives through

periodic scan cycles measured in days is no longer timely enough to support 12-hour remediation from

the moment of KEV designation. Integration of threat intelligence feeds that track KEV catalog additions

in near-real-time — with automated alerting tied to asset inventory — represents the minimum technical

capability required to consistently identify in-scope remediation obligations within the CERT-In window.

Patch deployment automation for internet-facing tiers warrants parallel investment; organizations that

rely on manual change management processes for production patching will find the 12-hour standard

operationally infeasible for most environments without automation supporting tested, low-friction

emergency deployment to defined asset classes outside full change advisory board processes.

Strategic Considerations

The CERT-In guidance should be read as a directional signal about where national patch compliance

standards globally are heading. Organizations that invest now in the automation, asset visibility, and

compensating control infrastructure required to meet the Indian standard will be building capabilities

likely to be required by additional jurisdictions within a near-term regulatory horizon, though the pace of

adoption will vary by jurisdiction and regulatory environment. Treating this as an India-specific

compliance requirement misses the more strategic opportunity: demonstrating patch management

maturity against the world's most demanding national standard positions security programs for the

regulatory environment that is arriving everywhere. For multinational organizations, the patchwork of

national compliance timelines — India's 12-hour indicative expectation, current U.S. federal standards, EU

NIS2 timeframes, and the UK's emerging requirements — argues for a unified vulnerability prioritization

and remediation program applying the most stringent applicable standard to all internet-facing assets by

default, rather than separate compliance tracks for separate jurisdictions.
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CSA Resource Alignment

The CERT-In patch mandate intersects with several areas where the Cloud Security Alliance has

developed applicable guidance. The AI Controls Matrix (AICM), CSA's extension of the Cloud Controls

Matrix designed for AI system governance, provides a framework for mapping organizational controls to

the AI-specific threat categories underlying CERT-In's rationale — including controls addressing AI-

accelerated reconnaissance, automated exploitation workflows, and the governance of AI-assisted

attack tooling within the security operations context. Organizations assessing readiness against CERT-

In's AI threat landscape framing can use the AICM to identify control gaps in these categories before

regulators do.

CSA's MAESTRO (Multi-Agent Execution and Security Threat Resource for Operations) threat modeling

framework addresses the specific threat of autonomous AI agents conducting vulnerability scanning and

exploitation at scale — precisely the threat vector that drove CERT-In's timeline compression. MAESTRO

Layer 1 and Layer 2 controls relating to model capability boundaries and inter-agent communication

governance are directly relevant to defending against the autonomous exploitation scenarios CERT-In

identified as the rationale for the 12-hour window.

CSA's Zero Trust Architecture guidance is operationally relevant to the interim containment strategy

CERT-In recommends when patching cannot be completed within the required window. The default-

deny posture of Zero Trust — particularly the principle of least-privilege access to internet-facing

services and micro-segmentation of critical assets — provides the architectural foundation from which

effective isolation and access restriction measures can be rapidly deployed. Organizations that have

implemented Zero Trust principles for internet-facing tiers will find CERT-In's compensating control

provisions significantly easier to execute than those operating traditional perimeter-based architectures.

CSA's STAR (Security Trust Assurance and Risk) program provides an assurance mechanism through

which cloud service providers can document their vulnerability management practices, including patch

deployment timelines, as part of Consensus Assessments Initiative Questionnaire (CAIQ) submissions.

Organizations procuring cloud services for internet-facing workloads under CERT-In's jurisdiction should

use STAR documentation to assess whether their service providers' patch management practices are

compatible with the 12-hour standard — vendor patch velocity is a direct dependency in any CERT-In-

compliant remediation program.

CSA's research on the collapsing exploit window provides the analytical foundation for the empirical

basis of CERT-In's timeline, documenting the specific mechanisms through which AI tooling has

compressed the CVE-to-exploit cycle and the implications for patch management strategy across

cloud-hosted and internet-facing workloads [11].
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