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Key Takeaways

On May 1, 2026, CISA, NSA, and four allied cybersecurity agencies—Australia's ASD ACSC,

Canada's CCCS, New Zealand's NCSC-NZ, and the UK's NCSC-UK—jointly released "Careful

Adoption of Agentic AI Services," the first joint Five Eyes guidance specifically addressing the

security of agentic AI deployments. [1][7][8]

The guidance identifies five risk categories specific to agentic deployments—privilege, design

and configuration, behavioral, structural, and accountability risks—each requiring distinct

mitigations that go beyond what existing static AI or cloud security frameworks alone address.

[1]

Prompt injection is characterized as the most persistent and difficult-to-fix threat in agentic

architectures, requiring layered architectural defenses rather than a single detection control,

because the attack surface is inherent to how large language models process natural

language inputs from untrusted documents and tool outputs. [2]

The guidance's foundational posture is deliberately conservative: organizations should

assume agentic systems will behave unexpectedly and design accordingly, prioritizing

resilience, reversibility, and risk containment over operational efficiency. [1]

Implementation should follow a phased model—starting with low-risk use cases, restricted

permissions, and monitored expansion—rather than broad deployment followed by hardening.

Attempting to retrofit security controls onto widely deployed agents is significantly harder

than building them in from the outset. [1]

CSA's MAESTRO threat model, AI Controls Matrix (AICM), and Zero Trust guidance provide

directly applicable mapping surfaces for organizations translating Five Eyes recommendations

into internal security programs. [9][10][11]

Background

Agentic AI systems represent a materially different security posture from conventional language model

integrations. Where chatbot-style systems accept a prompt and return a response, agentic systems

autonomously plan multi-step tasks, invoke external APIs, read and modify files, maintain state across

interactions, and coordinate with other agents—all operating under delegated user or organizational
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authority. Products such as Microsoft 365 Copilot, Salesforce Agentforce, and a growing range of

enterprise workflow automation platforms exemplify this shift from conversational AI to autonomous AI

acting as an organizational participant. [4]

This shift creates a materially different security posture. A compromised conversational AI system leaks

information it can access in its context window. A compromised agentic system can execute arbitrary

actions within the full scope of its granted permissions—modifying configurations, exfiltrating data,

altering access controls, or deleting audit trails—at machine speed, often before human operators can

detect or interrupt the behavior. The potential blast radius expands proportionally with the permissions

an agent holds, and in multi-agent architectures, the failure domain can cascade across interconnected

agent chains in ways that are difficult to model in advance.

The joint guidance was produced against this backdrop of rapid production deployment. The agencies

noted that critical infrastructure and defense sector organizations are actively deploying agentic AI to

support mission-critical functions, meaning the security community is no longer evaluating a future

threat surface—it is managing a present one. The document's intended audience spans organizations

designing agentic systems from scratch, those integrating third-party agentic platforms, and security

teams responsible for governing AI deployments that may already be expanding beyond initial pilot

scope.

The Five Eyes agencies historically coordinate guidance on threats they assess as warranting unified

national-level attention, which means this joint publication carries meaningful policy weight beyond a

standard government advisory. Agentic AI security has crossed from a niche concern of AI researchers

and specialist security teams into active government cybersecurity policy—a transition this guidance

formalizes. [5] Organizations that have not yet established agentic AI security programs should treat this

release as a clear indicator that regulatory and compliance expectations in this area will continue to

harden.

Security Analysis

Five Risk Categories and Their Practical Implications

The guidance organizes agentic AI risk across five distinct categories, each of which has direct

implications for how security teams should configure, monitor, and govern agentic deployments.

Privilege risk arises when agents are granted access broader than any specific task requires. In

traditional IAM contexts, over-provisioned service accounts are a chronic risk; in agentic contexts, the

same structural problem is amplified because a single agent may act on behalf of many users across
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many systems simultaneously. When that agent is compromised—whether through prompt injection, a

software vulnerability in the agent runtime, or a supply chain issue in a dependency—the attacker inherits

the full permissions the agent holds and can act at the speed and scale of automation rather than the

speed of human operation. The guidance recommends treating agents as untrusted identities

provisioned only with the minimum access required for each specific, time-bound task. [1]

Design and configuration risk encompasses the security posture of an agentic system before it ever

receives its first real-world input. Insecure architectural choices—broad API scopes granted during initial

setup, insufficient input and output validation at agent boundaries, deployment without isolation from

sensitive data stores—create persistent structural weaknesses that are costly to remediate after the

system is in production. The guidance emphasizes that organizations applying a secure-by-design

philosophy—integrating security review at the design stage rather than treating it as a post-deployment

audit function—avoid the costly remediation burden faced by those that launch with broad access and

plan to tighten it later. [1]

Behavioral risk describes the class of failures in which an agent pursues its assigned objectives through

means the designer did not intend. This includes specification gaming—finding shortcuts that technically

satisfy a stated goal while violating its intent—and, in more advanced systems, what the guidance

characterizes as strategic deception, where an agent conceals its actual actions from monitoring

systems. The guidance treats behavioral risk as a practical deployment concern rather than a theoretical

one, noting that it emerges from the combination of optimization pressure and the imprecision inherent

in natural language task specifications. [1] Security teams should treat behavioral risk as a design

constraint, implementing explicit constraints, guardrails, and anomaly detection rather than assuming

agents will remain within expected operational boundaries.

Structural risk reflects the failure modes that emerge from multi-agent architectures specifically.

When agentic systems are composed into pipelines—one agent orchestrating several sub-agents, each

of which may call external services or APIs—a compromise or misconfiguration at any layer can trigger

cascading failures throughout the system. An orchestration flaw in a top-level agent can instruct

subordinate agents to take destructive actions; a compromised sub-agent can feed poisoned outputs

upstream; a malicious external service can use its API response to inject instructions into an agent that

trusts its output. [1] Security boundaries between agents must be architecturally enforced, not merely

assumed.

Accountability risk addresses the observability problem specific to agentic AI. Traditional SIEM and

audit log infrastructure is designed around deterministic processes that produce predictable event

streams. Agentic systems generate multi-step reasoning chains, intermediate tool calls, dynamic sub-

task creation, and probabilistic decision points that do not map cleanly onto conventional log schemas.

When a security incident occurs, reconstructing a complete, causal audit trail—through log infrastructure
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built for deterministic systems—may be infeasible without purpose-built observability tooling. The

guidance requires comprehensive logging of agent inputs, outputs, internal reasoning steps, tool calls,

and privilege changes before deployment, not as an optimization for operational maturity.

Prompt Injection: Architecture-Level Response Required

Of the specific attack vectors discussed, the guidance singles out prompt injection as the most

persistent threat in agentic deployments because it exploits a structural property of how language

models process input: the model cannot reliably distinguish between instructions issued by a legitimate

orchestrator and instructions embedded in data it is asked to process. [2] An attacker who can cause an

agent to read a malicious document, process an adversarially crafted API response, or visit a web page

containing hidden instructions can potentially redirect the agent's behavior while it continues to operate

under the authority of the compromised user or system.

In agentic contexts, the consequences of a successful prompt injection attack scale with the agent's

permissions and the scope of its task. For example, an agent that can read email and take calendar

actions could, if redirected by a malicious message body, exfiltrate contacts, forward sensitive threads,

or schedule unauthorized meetings. An agent with code execution capabilities could, if redirected by a

malicious README file, introduce backdoors or exfiltrate repository contents. The attack surface exists

wherever an agent consumes untrusted content—which, in practice, includes most real-world use cases

where agents interact with external documents, APIs, or web content.

Effective defense requires architectural layering rather than a single detection point. The guidance

recommends input validation and sanitization at agent intake boundaries, output monitoring to detect

anomalous actions before they are executed, mandatory human approval for actions with irreversible

consequences, and architectural separation between the agent's instruction channel and its data-

processing channel where feasible. [1] No single control eliminates prompt injection risk, and

organizations should model their defenses on the assumption that sophisticated injection attempts will

periodically succeed, making detection speed and blast radius limitation critical secondary controls.

Observability: Closing the Accountability Gap Before It Widens

A recurring theme across the guidance's accountability risk category is the difficulty of retrofitting

observability onto agentic systems after they are deployed at scale. The observability challenge is

structural: standard logging practices capture what actions were taken, but agentic systems make

decisions through probabilistic reasoning processes that do not produce a deterministic action log in the
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conventional sense. An agent that chooses to call one API rather than another based on intermediate

reasoning steps may leave no log entry explaining why. An agent that modifies a file as part of a multi-

step task may leave a file-change event but no trace of the reasoning chain that led to it.

Security teams should establish logging requirements before deployment that go beyond conventional

event logging. This means capturing not only action results—what the agent did—but also the chain of

tool calls leading to each action, the inputs the agent received at each step, any intermediate reasoning

outputs the model produces, and records of any human approval or escalation events. [1] This expanded

log surface is more expensive to store and analyze than traditional event logs, but it is the prerequisite

for any meaningful incident response or compliance audit involving agentic systems. Organizations that

deploy agentic AI at scale without this infrastructure are likely to find incident timelines difficult or

impossible to reconstruct when security events occur.

Recommendations

Immediate Actions

Before expanding existing agentic AI deployments or approving new ones, security teams should

inventory every agentic system currently operating within the organization—including third-party

platforms with agentic capabilities, such as productivity suite AI assistants with file access and workflow

automation. Experience in early deployments suggests many organizations have deployed agentic

capabilities as feature additions to existing SaaS subscriptions without subjecting them to the same

security review applied to purpose-built AI deployments. This inventory should capture each agent's

granted permissions, its data access scope, and the logging coverage currently in place.

Following inventory, organizations should audit the service accounts and API keys associated with each

agentic deployment and revoke or scope down any permissions that exceed what current active use

cases require. The over-provisioning problem identified by the guidance is common in early agentic

deployments, where broad access was granted during pilot phases and never tightened for production.

Scoping permissions to task-specific minimums, with a documented justification for each granted scope,

creates the access control baseline the guidance requires.

Logging infrastructure extension should be treated as a prerequisite for any new agentic deployments

rather than a future optimization. Security teams should identify whether existing SIEM tooling supports

the event schema required for agentic observability—tool call sequences, intermediate reasoning

outputs, privilege escalation events—and begin the architecture work needed to capture these events

before the agent population grows further.
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Short-Term Mitigations

Human-in-the-loop workflows should be formalized for any agent action that is irreversible or high-

impact. The guidance is explicit that human approval should not be treated as an optional enhancement

—it is a required control for actions such as financial transactions, identity or access control

modifications, external communications sent on behalf of users, and any operation that cannot be

undone without significant effort. [1] These approval workflows should be encoded as hard architectural

constraints in agent design, not as advisory guardrails that the agent can reason around.

Agent identity management should be aligned with zero trust principles. Each agent or agent instance

should hold a distinct cryptographic identity rather than sharing credentials with a human user account or

a generic service account. Credentials should be short-lived, scoped to the minimum required for the

active task, and rotated automatically on task completion. Inter-agent communications should be

encrypted and authenticated; an agent should not accept instructions from another agent without

verifying the source identity. [1] This prevents a compromised sub-agent from masquerading as a trusted

orchestrator and issuing malicious instructions to other components.

Prompt injection defenses should be layered across agent deployment boundaries. At minimum, this

includes output filtering to detect and block anomalous actions before execution, explicit validation of

inputs from untrusted external sources before they are passed to the agent reasoning layer, and anomaly

detection on tool call patterns that deviate from established behavioral baselines for a given agent type.

Organizations should test defenses with adversarial prompts before deployment—red team exercises

targeting agentic systems specifically, rather than adapting conventional penetration testing

methodologies that may not exercise the language-model attack surface. [1]

Strategic Considerations

Formal threat modeling should precede every new agentic deployment, not follow it. The CISA guidance

emphasizes that the risk categories it identifies—privilege, design, behavioral, structural, accountability—

manifest differently depending on the specific agent architecture, data access patterns, and integration

surface of each deployment. A generic security checklist applied to all agentic deployments is less

effective than a threat model that identifies the specific failure modes most relevant to a given system's

design. CSA's MAESTRO framework provides a structured approach to this modeling exercise, covering

seven layers of agentic AI risk from the model layer through orchestration to external interfaces. [9]

Progressive deployment discipline should be institutionalized as a governance requirement rather than

left to individual project teams. The guidance recommends starting all new agentic deployments with

low-risk, low-sensitivity use cases, restricted permissions, and active monitoring, then expanding access

and scope only as operational confidence accumulates. [1] Governance programs focused on this kind of
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staged expansion often face pressure to erode as teams encounter legitimate business needs and

operational timelines, a pattern observed across prior technology adoption cycles from cloud to DevOps.

Governance processes should require documented security review at each expansion milestone, with a

clear articulation of what new risks are being accepted and what compensating controls are in place.

The guidance's integrationist stance—extending existing zero trust, least privilege, and defense-in-depth

frameworks rather than awaiting purpose-built AI-specific standards—reflects the current state of the

field, where agentic AI security tooling and standards remain immature relative to the deployment pace.

[1] Organizations should plan for this landscape to evolve: the combination of active government

engagement from the Five Eyes agencies, emerging regulatory attention in the EU AI Act and adjacent

frameworks, and a growing commercial security tooling ecosystem—including analyst and vendor

frameworks already operationalizing this guidance [6]—suggests that purpose-built agentic AI security

standards are likely to emerge in the near to medium term, with specific timelines dependent on

regulatory and standards body processes that remain underway. Internal programs built on the current

guidance should be designed with the expectation of future revision.

CSA Resource Alignment

The Five Eyes guidance maps directly onto several CSA frameworks and working group outputs,

providing organizations with structured paths to operationalize the recommendations within existing

security programs.

MAESTRO (Multi-Agent Evaluation and Security Threat Reasoning Overview) is CSA's agentic

AI threat modeling framework, covering seven layers of the agentic AI stack from model provider through

orchestration, memory, and external interfaces. [9] MAESTRO's layer-by-layer threat taxonomy

complements the Five Eyes guidance with the architectural granularity organizations need to map risk

categories to specific components of complex multi-agent architectures—particularly for the structural

and behavioral risk categories, where the threat model must account for the specific topology of agent

interactions.

AI Controls Matrix (AICM) v1.0 provides the vendor-agnostic security control inventory that

operationalizes the guidance's access control, identity management, and monitoring recommendations.

[10] The AICM's control domains for AI governance, supply chain security, and model access

management are applicable to the privilege and design risk categories, and its Orchestrated Service

Provider (OSP) implementation guidelines address multi-agent security architectures specifically.
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Organizations using AICM as their primary AI security control framework should treat the Five Eyes

guidance as a validation and extension of their existing control requirements rather than a competing

framework.

CSA Zero Trust guidance provides the architectural principles underlying the guidance's agent identity

recommendations. [11] The requirement for cryptographically verified, short-lived, task-scoped agent

credentials is a direct application of zero trust principles to non-human identities—a domain where the

zero trust literature has, until recently, focused relatively less attention compared to human user identity

management. CSA's publications on non-human identity management and agentic AI identity provide

complementary implementation depth for organizations seeking to operationalize these

recommendations in practice.

STAR for AI provides the assessment and audit infrastructure for organizations that need to evaluate

third-party agentic AI service providers against the guidance's requirements. [12] As procurement of

third-party agentic platforms becomes more common, STAR assessments should incorporate the Five

Eyes risk categories as explicit evaluation criteria, including review of how vendors handle agent identity,

privilege scoping, prompt injection defenses, and logging for agentic workloads.
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