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IRGC-Affiliated UNC1549 Deploys MiniFast Through Phishing and
SEO Poisoning Amid 2026 Conflict Escalation
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Key Takeaways

e Nimbus Manticore (also tracked as UNC1549 and Smoke Sandstorm), an Islamic
Revolutionary Guard Corps—-affiliated Iranian threat actor, executed a series of escalating
campaigns against defense, aerospace, and telecommunications organizations across the
United States, Western Europe, and the Middle East between February and April 2026,
coinciding with the launch of U.S. and Israeli military operations against Iran on February 28,
2026. [1[2]

e The group's newly deployed MiniFast backdoor—a 64-bit Windows DLL providing broad
remote access capabilities—exhibits coding patterns consistent with generative Al-assisted
development, including excessive defensive error handling around basic API calls, verbose and
highly modular naming conventions, and embedded debug-style status messages
characteristic of LLM-generated code with limited post-processing. [1][3]

e Nimbus Manticore operates a broader malware toolkit including MinidJunk, MiniBrowse, and
their updated variants, deployed through fake career portals impersonating Boeing, Airbus,
Rheinmetall, and flydubai; trojanized Zoom installers; and a SEO poisoning campaign in April
2026 that ranked a malicious SQL Developer download page prominently on Bing and
DuckDuckGo search results. [1][6]

e Iran's state cyber apparatus has broadly integrated Al tools across multiple threat groups
operating simultaneously: MuddyWater (Static Kitten) employs Al-enhanced tooling in
Operation Olalampo, while Handala Hack leverages satellite-based command-and-control
infrastructure and Cyber Av3ngers targets operational technology systems including Rockwell
Automation SCADA devices. [4][5]

e The adoption of Al in malware development significantly strains traditional signature-based
defenses, as Al-assisted code generation can produce variable implementations that
undermine static pattern matching while preserving functional equivalence across variants.
Signature libraries require substantially greater maintenance to sustain coverage against such
tooling, creating windows of exposure that behavioral detection approaches are better
positioned to address. [3]

e Organizations in defense, aerospace, telecommunications, and critical infrastructure sectors
face elevated threat from Iranian-aligned actors whose operational tempo has increased

rather than decreased following February 2026 kinetic strikes, with Palo Alto Networks Unit
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42 tracking 7,381 phishing URLs across 1,881 domains associated with Iranian campaigns as of
April 2026. [4]

Background

Nimbus Manticore is an Iranian threat actor that has operated under multiple tracking designations—
UNCI1549 and Smoke Sandstorm among them—since at least 2022, when the group's Minibike malware
first attracted the attention of Western security researchers. The group's operational focus has
consistently aligned with Islamic Revolutionary Guard Corps intelligence collection priorities: aerospace
and aviation companies, defense contractors, and telecommunications providers that serve as critical
nodes in Western military and government communications infrastructure. [2][6] Prior to 2026, the
group's activity was episodic and geographically concentrated in the Middle East, with campaigns

directed primarily at organizations in Israel, Saudi Arabia, and the United Arab Emirates.

The geopolitical context shifted substantially on February 28, 2026, when the United States launched
Operation Epic Fury and Israel launched Operation Roaring Lion—coordinated kinetic strikes against
Iranian military and nuclear infrastructure. Rather than degrading lranian cyber capabilities, these
operations preceded a sustained escalation of offensive cyber activity across the Iranian state apparatus.
[4][5] The Canadian Centre for Cyber Security and other Five Eyes partners assessed that Iran would
very likely use its cyber program to retaliate through attacks on critical infrastructure, information
operations, and targeting of Western diaspora communities; subsequent reporting confirmed that
assessment as Nimbus Manticore expanded its geographic scope to Denmark, Sweden, and Portugal

while simultaneously increasing operational tempo against U.S. aviation and defense sector targets. [5]

The geographic expansion coincided with a technical evolution in the group's toolset. Nimbus Manticore
introduced two new primary payloads—MiniFast and a substantially updated Minidunk V2—replacing the
earlier malware families that had defined its operations through 2025. [3] The transition to a new toolset
under active operational pressure, executing fresh campaigns while simultaneously developing and
deploying updated malware, is itself a meaningful indicator of resource availability and organizational
sophistication. Security researchers at Check Point Research, who tracked the group closely across its
campaign waves, assessed that the coding characteristics of MiniFast are consistent with Al-assisted
development, suggesting a development acceleration that would be difficult to achieve at equivalent

speed and scale through conventional workflows. [1]
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Security Analysis

MiniFast: Anatomy of an Al-Assisted Backdoor

MiniFast is a 64-bit Windows DLL backdoor that implements broad remote access capabilities through
HTTP communications formatted as JSON, with traffic engineered to mimic the appearance of Chrome
browser activity to evade network-level inspection. [1] Upon successful deployment, the implant
supports a broad operator command set: directory listing, file creation, file move, and file deletion;
process enumeration and termination; shell command execution via cmd.exe; file upload and download;
DLL injection into running processes; and UAC elevation for privilege escalation. Persistence is
established through a scheduled task named "WindowsSecurityUpdate"—a naming convention that
blends with legitimate Windows maintenance tasks and is designed to pass casual endpoint inspection.
C2 communications use Base64-encoded serialized structures with dynamic polling intervals that
operators can adjust remotely, complicating traffic anomaly detection by varying the beacon timing
signature. [1][3]

What distinguishes MiniFast from earlier Nimbus Manticore tooling is the set of code-quality indicators
that Check Point Research identified as consistent with Al-assisted or Al-generated code. The malware
exhibits excessive defensive programming logic around basic Windows API calls—wrapping operations
that conventionally require minimal error handling in layers of validation and status checking that suggest
generation by an LLM applying defensive patterns at a rate disproportionate to what a human developer
would consider necessary. Variable and function names follow a verbose, descriptive pattern
characteristic of code produced in response to natural-language prompts, where an Al tool produces
identifiers maximally legible to a human reader rather than optimized for conciseness. The codebase is
organized in a highly modular fashion that does not reflect the actual functional complexity of the
backdoor, suggesting templated generation rather than iterative human refinement. [1][2] These
characteristics do not constitute definitive proof of Al generation—some human developers write
similarly structured code—but their combination and consistency across the codebase makes Al-assisted
generation, rather than personal stylistic preference, a plausible and operationally significant

explanation.

The operational implication is that Nimbus Manticore appears to have reduced the marginal cost and
time required to produce functional, deployment-ready malware. MiniFast is a more capable backdoor
than its predecessor MiniJunk, deployed in a compressed development window, under active operational
pressure, against an expanded geographic target set. Whether Al tools were the primary factor enabling
that acceleration is an inference; that the acceleration occurred is documented. [1][3]
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Three Campaign Waves: February Through April 2026

Check Point Research documented three distinct campaign phases between February and April 2026.
The first wave, in February, introduced AppDomain hijacking as a replacement for the DLL sideloading
techniques the group had used previously. In this phase, victims were directed to fake career opportunity
pages hosted on OnlyOffice-themed infrastructure, targeting aviation and software sector employees in
Saudi Arabia and Australia. [1] AppDomain hijacking exploits the .NET application domain configuration
system to load a malicious DLL from an alternate path by modifying process execution parameters—a
technique that leverages legitimate Windows functionality and evades defenses tuned to detect
conventional DLL sideloading patterns. Fake career portals were built using React-based templates, with
each victim receiving unique login credentials that allowed operators to track individual targets and block

unwanted access from security researchers or sandboxes. [6][7]

The second wave, spanning the period of Operation Epic Fury from late February through March 2026,
marked the introduction of MiniFast alongside a shift to trojanized Zoom installer payloads. The Zoom
lures were delivered through career-themed phishing matched to the professional background of
specific targets, with installer packages signed using SSL.com certificates registered to shell entities—
Gray Matter Software S.R.L. and Kirubel Kerie Negeya—to provide a credible appearance during initial
execution. [1] Command-and-control infrastructure in this phase primarily used Microsoft Azure-hosted
websites, leveraging legitimate cloud infrastructure to blend malicious traffic with normal enterprise

cloud communications and complicate infrastructure blocking based on ASN or service provider alone.

The third wave, in April 2026, represented a tactical shift toward search-engine-based delivery. The
group registered a domain impersonating the Oracle SQL Developer download page—
getsqldeveloper.com—and constructed a network of dozens of linking domains designed to artificially
boost search ranking on Bing and DuckDuckGo. [3] The campaign succeeded in ranking the malicious
page prominently for developer searches on common SQL tooling terms, targeting database
administrators and software engineers who have no readily apparent reason to distrust a top-ranked
search result for commonly used developer software. The SEO poisoning vector represents a meaningful
evolution in Nimbus Manticore's delivery tradecraft, extending reach to victims who maintain phishing
awareness but have no particular reason to scrutinize a top search result for commonly used developer
software.

Iran's Systematic Integration of Al Across Threat Groups

Nimbus Manticore's apparent use of Al tools for malware development does not represent an isolated
capability within the Iranian cyber ecosystem. MuddyWater, also tracked as Static Kitten and assessed as

an Iranian Ministry of Intelligence-linked actor, employs Al-enhanced tools including GhostFetch and
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RustyWater in its Operation Olalampo campaign targeting government and telecommunications
infrastructure in the Middle East, Turkey, and Africa. [4] Handala Hack, a persona with assessed MOIS
links, demonstrated novel command-and-control experimentation by routing communications through
Starlink IP ranges in late February 2026, and Cyber Av3ngers (tracked as CL-STA-1128) targeted
Rockwell Automation and Allen-Bradley SCADA devices across operational technology networks. [4] The
convergent adoption of Al-assisted techniques across what Western intelligence services assess as
loosely coordinated but strategically aligned Iranian threat groups suggests that Al tool access and
development methodology have been distributed above the level of individual operational teams,

possibly reflecting centralized capability investment by Iranian intelligence services.

The structural advantage that Al integration provides to Iranian threat actors is not primarily architectural
sophistication—MiniFast lacks the kernel-level rootkit capabilities, supply chain staging infrastructure,
and firmware persistence mechanisms associated with the most technically advanced persistent threat
tooling. The advantage is throughput and resilience: Al tools allow a smaller development team to
produce, update, and variant-generate malware at a pace that complicates defensive retooling. When a
threat actor can regenerate a new variant of a backdoor in a substantially compressed timeframe
compared to traditional development cycles, detection signatures expire faster, behavioral detection
requires greater computational resources to maintain coverage, and the analyst burden on threat
intelligence teams increases proportionally. [4][5] The three-wave campaign structure documented
between February and April 2026—each wave introducing new techniques and payloads—demonstrates
an operational tempo that appears to reflect accelerated development capacity of the kind Al tooling

enables.

Detection and Attribution Challenges

Al-assisted malware development creates specific challenges for the two primary detection paradigms
used in enterprise security operations. Signature-based detection depends on identifying known byte
patterns or functional sequences across malware samples; when the same functional specification can
be implemented in structurally different ways by an LLM—different variable names, different control flow
patterns, different error handling implementations—signature libraries must expand substantially to
maintain coverage, or coverage gaps widen between update cycles. [3] Behavioral detection provides
partial mitigation by focusing on what malware does rather than what it looks like, but behavioral
detection requires comprehensive telemetry, well-tuned baselines, and analyst capacity to investigate
anomalies that do not individually appear high-severity.

Attribution analysis is also affected. When malware code can be regenerated at low cost, the code itself
becomes a less reliable attribution signal than it has historically been. Nimbus Manticore's progression
from Minibike to MinidJunk to MiniFast represents a recognizable generational lineage, but Al-assisted

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 7



generation makes it more practical for threat actors to produce code that does not obviously descend
from prior tooling, complicating the clustering analyses that threat intelligence teams use to identify
campaign continuity across time. [1][6] Infrastructure indicators—certificate registrations, C2 hosting
patterns, domain naming conventions—remain more durable attribution signals than code similarity when
the marginal cost of regenerating code drops dramatically compared to traditional development cycles.

Recommendations

Immediate Actions

Organizations in the aerospace, defense, and telecommunications sectors—the primary targets of
Nimbus Manticore's documented campaigns—should treat this threat as active and take immediate
inventory of internet-exposed systems accessible without multi-factor authentication. Nimbus
Manticore's initial delivery vectors rely on social engineering rather than zero-day exploitation—career-
themed phishing, trojanized software installers fetched from convincing lookalike pages, and SEO-
manipulated search results—but the post-delivery execution chain employs technically sophisticated
methods including AppDomain hijacking and certificate-signed payloads that can bypass conventional
defenses. Reducing the success rate of the delivery vectors requires both technical controls and
targeted user awareness refreshers focused on software download hygiene and the specific risk of

search-engine-derived download links.

Security teams should audit scheduled task inventories for tasks bearing security-adjacent names,
including "WindowsSecurityUpdate” and similar conventions that blend with legitimate Windows
maintenance scheduling. MiniFast's persistence mechanism is detectable through endpoint telemetry if
defenders are actively looking for it; the naming convention is designed to pass casual inspection, not

automated detection with appropriate rules. [1]

Short-Term Mitigations

Endpoint detection logic should flag DLL loads from unusual paths associated with AppDomain
hijacking, particularly DLLs loaded during execution of legitimate software installation workflows.
Detection focused on .NET executables loading DLLs from unexpected filesystem locations should
surface suspicious activity before payload execution reaches its post-exploitation phase. [1] Network
inspection, where SSL inspection is deployed, should be configured to analyze JSON-formatted
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outbound communications with periodic beacon timing patterns on Azure-hosted destinations—
MiniFast's C2 channel is designed for plausibility rather than undetectability, and the periodic Base64-

encoded beacon structure is identifiable with appropriate inspection tooling. [1][3]

Organizations should specifically evaluate software procurement and distribution controls for developer
tooling. The SQL Developer SEO poisoning campaign succeeded because many organizations have
policies governing email links but not policies governing where software is downloaded. Establishing
approved software repositories or package management systems as the designated source for
commonly needed developer tools—and communicating clearly that search-engine-derived download
links for developer software carry the same risk profile as unsolicited email attachments—addresses the
specific delivery mechanism Nimbus Manticore exploited in April 2026.

Strategic Considerations

The documented use of Al in Iranian state malware development warrants a strategic reassessment of
detection investment priorities. Organizations that rely primarily on signature-based antivirus and EDR
detection should evaluate whether their current tooling maintains adequate coverage against malware
families where Al-assisted variant generation is low-cost and high-throughput. Behavioral detection
investments—particularly user and entity behavior analytics that establish baselines for legitimate
process behavior and flag deviations—provide more durable coverage against Al-assisted polymorphic
development than signature libraries that can be outpaced by accelerated variant generation cycles,
though realizing that coverage requires comprehensive endpoint telemetry, well-tuned behavioral

baselines, and analyst capacity for anomaly triage.

At the sector level, defense, aerospace, and telecommunications organizations should elevate their
threat intelligence sharing engagement to reflect the post-February 2026 escalation in Iranian cyber
activity. Nimbus Manticore's infrastructure indicators—the SSL.com certificate registrations, the Azure-
hosted C2 domain naming patterns, the fake career portal characteristics—have been published by
Check Point Research and are actionable inputs for network-level blocking and detection rule
development. Those indicators expire as the group rotates infrastructure; timely sharing and
consumption of threat intelligence reduces the window during which known infrastructure remains

operational against unprepared targets.

CSA Resource Alignment

The Nimbus Manticore campaign and Iran's broader integration of Al in offensive cyber operations

connect directly to several Cloud Security Alliance frameworks and research programs.
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MAESTRO (Multi-Agent Execution of Security Tasks via Reasoning-Oriented Operations) provides
threat modeling methodology for Al-assisted attacks, including the operational security implications of
Al-accelerated malware development. The throughput advantage that Al tooling provides to threat
actors—enabling faster variant generation, shorter development cycles, and expanded operational
tempo—maps to MAESTRO threat layers addressing Al-augmented offensive capabilities. Organizations
using MAESTRO for threat modeling should incorporate Al-assisted malware development as a standing

adversary capability assumption rather than a future scenario.

The Al Controls Matrix (AICM) v1.0 provides governance and supply chain security controls applicable to
organizations that are both potential victims of Al-assisted attacks and active consumers of Al
development tooling that could itself be misused or compromised. The AICM's Al supply chain security
and governance domains are relevant to policy frameworks addressing software provenance, developer
toolchain security, and the organizational controls needed to prevent employees from using Al coding

tools in ways that could inadvertently generate or refine malicious code.

CSA's Zero Trust guidance applies directly to the lateral movement risks posed by a backdoor like
MiniFast, which relies on post-compromise DLL injection and UAC elevation to expand access beyond
the initially compromised endpoint. Zero Trust architectures that enforce application-layer
microsegmentation and limit the blast radius of endpoint compromise mitigate the post-exploitation
phase of Nimbus Manticore campaigns even when initial access through phishing or SEO poisoning

succeeds.
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