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Key Takeaways

On April 30, 2026, versions 2.6.2 and 2.6.3 of the lightning  PyPI package — the

distribution channel for PyTorch Lightning — were found to contain a multi-stage credential

stealer that executes automatically on module import; the last verified clean release is version

2.6.1 [1][2].

Researchers attributed the compromise to the Mini Shai-Hulud campaign, named for the

attacker's signature message "A Mini Shai-Hulud has Appeared," which appeared in over 1,800

attacker-controlled GitHub repositories receiving stolen credentials [2][3].

The malicious payload downloads a Bun JavaScript runtime from GitHub at import time and

executes an 11 MB obfuscated JavaScript file ( router_runtime.js ), targeting SSH keys,

cloud provider credentials (AWS, Azure, GCP), GitHub and npm tokens, cryptocurrency

wallets, and system environment variables for exfiltration [1][4].

The lightning  package receives over 8.3 million downloads per month — approximately

300,000 per day [4] — placing AI and ML infrastructure credentials across a substantial

fraction of enterprise Python deployments at risk.

The incident continues a series of AI/ML-specific PyPI compromises in early 2026, including

the LiteLLM compromise on March 24 and the xinference compromise on April 22, suggesting

deliberate adversarial focus on the ML software ecosystem [5][6].

Organizations that installed lightning  versions 2.6.2 or 2.6.3 should treat the affected

system as compromised, immediately rotate all credentials accessible from that environment,

and audit cloud provider access logs for unauthorized activity.

Background

Python's package index (PyPI) has been a recurring venue for supply chain attacks since at least 2020, as

documented in multiple industry supply chain security reports [5], but the adversarial targeting of AI and

machine learning frameworks has accelerated markedly in 2026 [5]. ML training environments represent a

qualitatively different target from general developer machines: they routinely hold cloud provider

credentials scoped for GPU compute, object storage containing multi-terabyte training datasets, and

model artifact repositories with write access to production serving infrastructure. A credential harvester
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that succeeds on a typical ML engineer's workstation or on a CI/CD pipeline running model training jobs

effectively inherits access to some of the most resource-intensive and commercially sensitive computing

infrastructure an organization operates.

The landmark earlier incident in this lineage occurred over the Christmas holidays in December 2022,

when an attacker registered the torchtriton  package name on PyPI to exploit a dependency

confusion vulnerability in PyTorch's nightly build process. PyTorch's nightly releases depended on a

package of the same name hosted on PyTorch's private index, but pip's default behavior of preferring the

public PyPI index allowed the attacker's version to install instead. The malicious torchtriton
package collected sensitive system files and exfiltrated data over encrypted DNS queries to an attacker-

controlled domain before PyTorch identified and removed it [7]. PyTorch's response replaced the

torchtriton  dependency with a renamed pytorch-triton  package and registered a dummy

placeholder on PyPI to block re-exploitation of the same namespace, a widely adopted remediation

pattern for dependency confusion incidents [7].

That 2022 incident established that PyTorch's toolchain was a feasible supply chain target and that ML

engineers represent a productive victim class for credential theft operations. In the intervening years, the

ML framework ecosystem has expanded significantly, with packages such as LiteLLM, Hugging Face

Transformers, xinference, and PyTorch Lightning each accumulating download volumes in the millions and

becoming deeply embedded in commercial AI development pipelines. By 2026, the Mini Shai-Hulud and

related campaign actors appear to have specifically identified this ecosystem as a high-yield target,

executing a series of compromises against AI/ML packages within a roughly six-week window.

Security Analysis

Attack Mechanics: The Mini Shai-Hulud Payload

The compromise of lightning  2.6.2 and 2.6.3, published on April 30, 2026, demonstrates a multi-

stage execution architecture that appears designed to minimize static detection while maximizing

credential harvest scope [1][2]. The attackers embedded a hidden _runtime  directory within the

package distribution, containing a start.py  initialization script that is invoked automatically when any

Python process imports the lightning  module. Rather than shipping the full malicious payload within

the PyPI package — which would expose it to registry scanning — start.py  reaches out to GitHub to
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download and install the Bun JavaScript runtime, then retrieves router_runtime.js , an 11 MB

heavily obfuscated JavaScript payload from attacker-controlled infrastructure [1][3]. Execution

proceeds entirely within the Bun runtime, effectively bypassing Python-specific static analysis tooling.

The payload targets a comprehensive catalog of credential material suited to ML and cloud development

environments: SSH private keys, shell history files, cloud provider credential stores for AWS

( ~/.aws/credentials ), Azure, and GCP, GitHub and npm authentication tokens, cryptocurrency

wallet files, system metadata, and the contents of environment variables. Exfiltrated data is committed to

attacker-controlled GitHub repositories using the victim system's own credentials where available — a

technique that makes outbound network traffic appear as routine GitHub API activity rather than

exfiltration to a novel endpoint [2][4]. Researchers found attacker-controlled repositories containing the

signature string "A Mini Shai-Hulud has Appeared" — a reference to the colossal sandworms of Frank

Herbert's Dune — numbering over 1,800 repositories, indicating sustained campaign activity and a

substantial volume of compromised systems before detection [2][3][11].

Socket's automated scanning infrastructure flagged both malicious versions approximately eighteen

minutes after their publication to PyPI [1]. That detection interval, while fast, reflects the reality that

package install events are not always synchronous with publication: organizations that had recently

pinned CI/CD pipelines to install lightning>=2.6.1  would have received the malicious version on

any build that ran between publication and takedown. Any system that imported lightning  while

versions 2.6.2 or 2.6.3 were active should be treated as fully compromised regardless of when the

compromise was discovered.

Why ML Training Environments Are High-Value Targets

Cloud provider credentials in ML engineer environments are commonly broader than minimal privilege,

because training pipelines typically require read access to training data buckets, write access to model

artifact storage, and permissions to launch and terminate GPU compute instances. A credential set

exfiltrated from an ML workstation or a training container may therefore confer the ability to exfiltrate

proprietary training datasets, overwrite model artifacts with trojanized replacements, or incur substantial

GPU compute charges. In regulated industries or organizations handling sensitive training data, such

access could trigger data breach notification obligations or enable downstream model integrity attacks

that persist long after the initial credential compromise.

Beyond the direct value of cloud credentials, ML environments frequently hold API keys for commercial AI

providers — OpenAI, Anthropic, Cohere, and others — scoped for model access. These keys, enumerated

in environment variables or configuration files, are directly monetizable — patterns of resale for compute

abuse on underground markets have been documented across multiple credential-theft campaign
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analyses — and are targeted by the Mini Shai-Hulud payload alongside cloud provider credentials [2][4].

GitHub tokens with write access to model repositories represent a second-order risk: an attacker who

commits poisoned model weights or training scripts to an organization's model registry through a

compromised GitHub token may achieve supply chain effects that persist across credential rotations.

The OWASP Top 10 for LLM Applications (2025 edition) elevated supply chain vulnerabilities from fifth

to third position, reflecting exactly this expanding attack surface as AI/ML pipelines integrate growing

numbers of third-party components across the model development lifecycle [8]. The lightning

compromise is a concrete instance of this threat: a foundational ML training framework used across

research and production environments became, for a period measured in hours, a silent credential

harvester with access to some of the most sensitive infrastructure in affected organizations.

Campaign Context: A Pattern of ML-Targeted Compromises in 2026

The lightning  incident did not occur in isolation. The Datadog Security Labs team and others have

documented a broader wave of PyPI supply chain attacks against AI/ML packages in early 2026 [5]. On

March 24, LiteLLM — an open-source LLM gateway package — had versions 1.82.7 and 1.82.8

compromised through a supply chain attack on Trivy, an open-source security scanner used in LiteLLM's

CI/CD pipeline [5][6]. The attackers used access gained through the Trivy compromise to steal the

LiteLLM maintainer's PyPI publishing credentials and push malicious versions that deployed a .pth  file

executing on Python startup. That campaign, attributed to a threat actor tracked as Team PCP, targeted

a substantially overlapping credential set to Mini Shai-Hulud: cloud credentials, Kubernetes

configurations, SSH keys, and CI/CD secrets [5].

On April 22, versions 2.6.0 through 2.6.2 of xinference — an inference server framework for distributed AI

model deployment — were compromised in a similar operation, with malicious code injected into the

package's __init__.py  that executed on import and deployed a base64-encoded credential stealer

[9]. The clustering of LiteLLM (March 24), xinference (April 22), and lightning  (April 30) within a

six-week window, all targeting AI/ML-specific packages, suggests that adversaries are systematically

surveying the ML framework ecosystem for high-download packages with access to valuable AI

infrastructure credentials, rather than selecting targets opportunistically.

The attribution picture for these incidents is not fully resolved. While Datadog Security Labs attributed

the LiteLLM and Telnyx compromises explicitly to Team PCP [5], the lightning  compromise was

primarily attributed to Mini Shai-Hulud based on the attacker signature and payload architecture [2][3]

[4], while JFrog attributed the xinference compromise to TeamPCP [9] — though TeamPCP denied

involvement, characterizing it as a copycat operation. Whether the lightning  and xinference
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incidents represent a single threat actor operating under multiple campaign identities, overlapping

groups sharing tooling, or a deliberate false-flag attribution effort has not been publicly established as of

this writing.

Recommendations

Immediate Actions

Organizations should determine immediately whether any systems, containers, or CI/CD pipeline

environments installed lightning  versions 2.6.2 or 2.6.3. The GitHub issue tracker for the Lightning-

AI repository contains community-generated indicators of compromise and maintainer guidance [10].

Any environment confirmed or suspected to have imported these versions should be treated as fully

compromised: cloud provider credentials (AWS, Azure, GCP), SSH private keys, GitHub tokens, npm

tokens, and API keys for AI providers accessible from that environment should be rotated immediately

and their prior use audited in provider access logs. Systems should be reimaged rather than cleaned in

place, as the payload architecture — JavaScript executing via a downloaded runtime — makes complete

forensic recovery of execution artifacts unreliable.

Containment should extend to accounts whose credentials were stored in accessible locations on

compromised systems. If a GitHub token with repository write access was present in an affected

environment, the organization should audit for unauthorized commits, including changes to

requirements.txt , setup.py , pyproject.toml , or CI/CD configuration files, during the

window in which the environment was potentially active. Model artifact repositories and training data

buckets accessible from affected cloud credentials should similarly be audited for unexpected writes.

Short-Term Mitigations

Among the most reliable technical controls against this class of attack is hash-pinned dependency

installation. Specifying exact package hashes in requirements.txt  (via pip install --
require-hashes ) or enforcing lockfile integrity in poetry.lock  or pip-compile -generated

requirements files prevents a compromised new version from being installed even when a semver-

compatible version range would include it. Any build or container that installs lightning  without hash

pinning would have been vulnerable during the window when malicious versions were available;

organizations should audit their ML training Dockerfiles and CI/CD configurations and retrofit hash

pinning where it is absent.
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Software composition analysis (SCA) tooling integrated into CI/CD pipelines provides a complementary

detection layer. Tools that perform pre-install behavioral analysis — evaluating packages for install-time

execution hooks, unusual network connection patterns, or obfuscated code segments — can catch

payloads like the _runtime  directory pattern before they execute. Reactive scanning of already-

installed packages is insufficient given that the lightning  payload executes on import; detection

must occur prior to installation or prior to first import in the same execution context. Organizations

should also subscribe to security advisories from package repositories such as Socket, Sonatype OSS

Index, or Snyk's vulnerability database for prompt notification of newly identified compromised packages

in their dependency trees.

For ML training pipelines executing in CI/CD environments, network egress controls provide an important

defense-in-depth layer. GPU training environments may retain unnecessarily permissive outbound

connectivity from earlier workflow requirements — when broad internet access was needed for dataset

and model downloads — that may no longer apply in current pipeline architectures. The Mini Shai-Hulud

payload's first action is to download the Bun runtime from GitHub; an outbound allowlist that restricts

training containers to specific required external endpoints would have blocked this download step and

prevented payload execution. Organizations should review whether historical permissiveness in egress

policy remains necessary or can be replaced with allow-list-based controls.

Strategic Considerations

The sustained adversarial focus on ML framework packages reflects a structural vulnerability in how AI

development teams manage dependencies. ML and research engineering workflows have often

prioritized rapid iteration — understandably, given the experimental nature of model development — which

has sometimes deprioritized the dependency security controls more consistently applied in production

application engineering. The implicit expectation of pinned, reproducible environments from the data

science toolchain (conda, virtualenv, Jupyter) has not always extended to the hash-pinning and lockfile

discipline common in production application build systems. Organizations should explicitly audit their ML

dependency management practices against the same standards applied to production application

dependencies, treating ML training pipeline code as production infrastructure rather than experimental

workbench software.

The case for AI/ML-specific Software Bills of Materials (SBOMs) has grown substantially in light of this

incident cluster. Traditional SBOMs enumerate software components and their versions; an ML-specific

SBOM should additionally capture the Python package hashes, training framework versions, container

base images, and pre-trained model artifact provenance for any production model deployment. When a
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supply chain compromise like the lightning  incident occurs, an organization with complete SBOM

coverage across its model development pipeline can rapidly assess exposure across its entire model

portfolio rather than conducting ad-hoc environment audits.

Longer-term, the PyPI ecosystem would benefit from stronger controls on high-download package

publishing credentials. The LiteLLM compromise succeeded through a stolen credential rather than a

technical vulnerability in PyPI itself [5]; the lightning  compromise exploited whatever access the

attacker obtained to the maintainer's publishing workflow. PyPI's Trusted Publishers mechanism, which

replaces long-lived API tokens with identity-bound, short-lived OIDC tokens for CI/CD-originated

publishes, substantially reduces the credential theft surface for packages that adopt it. Organizations

with significant exposure to high-value ML framework packages should factor a maintainer's adoption of

Trusted Publishers and multi-factor authentication enforcement into their dependency governance

practices.

CSA Resource Alignment

The lightning  compromise and the broader 2026 wave of ML framework supply chain attacks

engage several CSA framework domains directly.

CSA's AI Controls Matrix (AICM) addresses AI supply chain security as a core governance domain across

model provider, application provider, and orchestrated service provider roles. The AICM's supply chain

integrity controls are directly applicable to the dependency management failures that allowed malicious

lightning  versions to reach training environments, and organizations using the AICM for AI

governance assessments should treat ML training dependencies as in-scope components subject to the

same provenance and integrity controls as model artifacts and training datasets. The credential

categories targeted by Mini Shai-Hulud — cloud credentials, AI provider API keys, infrastructure tokens —

map to AICM controls addressing secrets management and least-privilege access for AI workloads.

CSA's MAESTRO framework for agentic AI threat modeling is relevant to this incident at two levels. First,

agentic development environments — AI coding assistants that can execute pip install  commands

or modify requirements.txt  files — represent an emerging delivery vector for supply chain

compromises, as increasingly demonstrated in AI security threat modeling. Second, ML training agents

and automated fine-tuning pipelines that execute in cloud environments represent a class of non-human

AI principal whose credential exposure and access scope should be subject to MAESTRO-informed

threat modeling. An agent running a training job with unnecessarily broad cloud credentials compounds

the blast radius of any supply chain compromise affecting its dependency tree.
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The CSA Cloud Controls Matrix (CCM) Supply Chain Management, Transparency, and Accountability

(STA) domain provides the governance baseline most directly applicable to the defensive practices

recommended in this analysis: dependency provenance verification, hash-pinned builds, CI/CD pipeline

integrity controls, and third-party component risk assessment. CCM's Change Management controls also

support human-in-the-loop requirements for dependency version upgrades in production ML pipelines.

Organizations mapping their ML infrastructure governance against CCM should ensure that STA controls

are explicitly scoped to ML training framework dependencies, not only to production application

software.

CSA's Software Transparency and Securing the Digital Supply Chain guidance, developed through the

Software Supply Chain Security working group, provides additional architectural reference for SBOM

adoption, CI/CD pipeline signing, and artifact provenance frameworks that can reduce exposure to the

class of attack demonstrated by this incident.
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