
CSAI Foundation | Cloud Security Alliance

Silent Workforce: AI-Powered DPRK

IT Worker Infiltration

How Generative AI Accelerates State-Sponsored Insider Threats in

Enterprise Software Supply Chains

2026-05-08



© 2026 Cloud Security Alliance. Some rights reserved.

You may download, store, display, view, print, redistribute, and link to this document in its original, unmodified form,

provided that attribution to the Cloud Security Alliance is maintained and all trademark and copyright notices remain

intact.

This document may not be modified or altered. You may quote portions of the document as permitted by the Fair

Use provisions of the United States Copyright Act, provided that attribution is given to the Cloud Security Alliance.

This document may be shared on professional and social media platforms in its original form with attribution.

This document was generated with AI assistance and has not undergone official CSA review and approval processes.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 2



Table of Contents

Executive Summary 5

Introduction and Background 6

Origins of the DPRK Remote IT Worker Program

Threat Actor Ecosystem

The AI-Powered Infiltration Pipeline 7

Identity Fabrication at Scale

Deepfake Interviews: Breaking the Human Bottleneck

Post-Hire AI Assistance: Maintaining Multiple Simultaneous Positions

Infrastructure of Deception: Laptop Farms and the Domestic Facilitator Network 9

The Laptop Farm Architecture

The Facilitator Layer

From Insider Access to Supply Chain Compromise 11

Privileged Access as a Stepping Stone

Code Repository Infiltration and Backdoor Injection

The Compound Risk Model

Scale and Financial Impact 12

Detection Indicators and Enterprise Red Flags 13

The Regulatory and Legal Landscape 15

Sanctions Exposure

Export Control Considerations

Emerging Legislative Response

Enterprise Defense Framework 16

Strengthening Identity Verification in Remote Hiring

Access Control and Developer Privilege Management

Supply Chain Security Controls

Behavioral Monitoring and Insider Risk Programs

Alignment with CSA Security Frameworks 19

Cloud Controls Matrix

MAESTRO Threat Modeling

Zero Trust Architecture

AI Organizational Responsibilities

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 3



Conclusions and Recommendations 20

The Evolving Threat Trajectory

Priority Recommendations

References 22

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 4



Executive Summary

The DPRK remote IT worker program represents the most extensively documented state-sponsored insider

employment fraud operation in public law enforcement records, with confirmed placements across hundreds

of organizations spanning at least a decade. Over the past several years, thousands of North Korean

nationals have secured employment at Western technology companies, financial institutions, and software

development firms under fabricated identities, routing their paychecks back to Pyongyang as a revenue

stream that supplements North Korea's weapons programs. What began as a relatively crude identity-fraud

scheme has evolved, through the systematic adoption of generative artificial intelligence, into a highly

automated, industrialized infiltration pipeline capable of placing operatives inside enterprises with increasing

speed and lower detection risk.

The scale of this campaign has become staggering. Incidents of organizations unknowingly hiring North

Korean IT workers increased 220% year-over-year as of mid-2025, with more than 320 companies

confirmed as compromised within a single twelve-month period [1]. CrowdStrike has reported investigating

approximately one such incident per day [1]. Threat intelligence analysts at Okta tracked more than 130

distinct DPRK operative identities conducting interviews across more than 5,000 companies for at least

6,500 separate positions [2]. The financial returns are commensurate with the scale: United Nations

investigators estimated the scheme generated between $250 million and $600 million annually since 2018

[3], and a single December 2024 Department of Justice indictment alleged that one group of fourteen

North Korean nationals alone generated over $88 million in fraudulent IT labor revenue [18].

Generative AI has degraded the effectiveness of three previously reliable detection controls: resume

anomaly detection, video interview verification, and performance-based employment monitoring.

Operatives now use large language models to synthesize convincing curricula vitae, automate job application

workflows, and pass applicant tracking systems that would previously have flagged anomalous patterns.

Real-time deepfake technology allows a single controller to cycle through multiple synthetic personas during

video interviews, eliminating the human interview bottleneck that detection efforts once targeted. Once

inside organizations, AI-assisted chatbots help operatives maintain simultaneous employment at multiple

companies, composing Slack messages and emails that pass superficial scrutiny. The 220% year-over-year

growth in confirmed incidents suggests that current enterprise countermeasures have not yet meaningfully

contained the program's expansion.

The danger compounds at the software supply chain layer. Insider access to code repositories converts

DPRK IT workers from revenue-generating fraudsters into persistent, privileged threats capable of injecting

backdoors into widely distributed software packages. The March 2026 compromise of the Axios NPM library

—with over 100 million weekly downloads—attributed by Google to the DPRK-affiliated cluster UNC1069,

illustrates the potential blast radius when insider access is turned toward supply chain sabotage [4]. This
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whitepaper examines the full threat lifecycle, presents a structured framework for enterprise detection and

response, and maps recommended controls to CSA's Cloud Controls Matrix, MAESTRO threat model, and

Zero Trust guidance.

Introduction and Background

Origins of the DPRK Remote IT Worker Program

North Korea's remote IT worker program is not an improvised criminal enterprise; it is a deliberate state

policy operating at scale under central direction. The DPRK dispatches trained IT professionals abroad—

primarily to China, Russia, and Southeast Asia—where they assume fabricated identities and compete for

remote technology positions at companies in the United States, Europe, and beyond. The revenue generated

is remitted to the regime through a layered network of cryptocurrency exchanges, overseas shell companies,

and complicit facilitators. United States government investigators have assessed that the program's

proceeds directly support North Korea's ballistic missile and weapons of mass destruction programs, making

the seemingly mundane act of hiring a freelance developer a potential national security matter [5].

The program's origins can be traced to the mid-2010s, when North Korean operatives began appearing on

freelancing platforms under assumed names [5]. Early detection was limited: the workers often possessed

genuine technical skills, delivered acceptable work product, and attracted no immediate red flags. The

scheme exploited a structural vulnerability in the global labor market's shift to remote work, which

accelerated dramatically after 2020. As organizations worldwide normalized fully distributed teams, the

verification norms that governed in-person hiring were not systematically adapted to the remote-first

employment environment, and the regime scaled its exploitation accordingly.

United States law enforcement began responding publicly in 2022, when the Departments of State, Treasury,

and the FBI issued a joint advisory warning of the scheme. A cascade of indictments followed through 2024

and 2025. The January 2025 indictment of two North Korean nationals and three facilitators documented a

multi-year operation that placed workers at sixty-four U.S. companies, generating at least $866,255 in

revenue from just ten of those organizations [6]. A subsequent coordinated enforcement action by the

Justice Department, operating under the banner of the DPRK RevGen: Domestic Enabler Initiative, targeted

the U.S.-based facilitator network that provides the domestic infrastructure enabling operatives to appear

locally present [7].
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Threat Actor Ecosystem

Microsoft Threat Intelligence tracks the principal cluster of DPRK remote IT worker activity under the

designation Jasper Sleet (previously Storm-0287), a financially motivated group operating since at least

2020 [8]. Jasper Sleet is distinct from but operationally adjacent to North Korea's destructive hacking units;

its mission is revenue generation through sustained insider presence rather than rapid exploitation and

extraction. Google's Mandiant division tracks an overlapping cluster as UNC1069, which has demonstrated

the capability to pivot from revenue-generating insider employment to active supply chain compromise [4].

Within the DPRK's organizational structure, these IT workers are believed to operate under units affiliated

with the Munitions Industry Department and, to a lesser degree, the Reconnaissance General Bureau—the

same overarching apparatus that directs the Lazarus Group and other destructive cyber units. This

organizational proximity creates a potential pathway for intelligence collected by IT workers to be shared with

offensive cyber units, raising the possibility that insider employment serves not only as a revenue mechanism

but as a reconnaissance and pre-positioning operation that serves multiple state objectives simultaneously.

The AI-Powered Infiltration Pipeline

Identity Fabrication at Scale

The most significant tactical evolution in the DPRK IT worker operation over the past two years has been the

systematic weaponization of generative AI throughout the employment lifecycle. What previously required

significant manual effort—constructing a plausible professional identity, crafting application materials,

preparing for technical interviews—can now be largely automated, dramatically increasing the throughput of

operative placement operations.

The identity fabrication process begins well before a single application is submitted. Operatives or their

facilitators use large language models to generate syntactically fluent, culturally coherent curricula vitae

tailored to specific job descriptions and company profiles. These AI-generated resumes incorporate

localized language patterns, appropriate regional educational credentials, and plausible career trajectories

that pass the surface-level scrutiny of both human reviewers and automated applicant tracking systems. The

same LLM infrastructure generates cover letters, LinkedIn profiles, and supporting documentation, creating

a cross-platform identity with apparent coherence. Unit 42 at Palo Alto Networks demonstrated that

generating convincing synthetic professional identities using commercially available AI services requires

minimal technical sophistication [9].
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Okta's threat intelligence team documented a particularly sophisticated evolution of this process: DPRK

facilitators are now using specialized recruitment platform tools to post counterfeit job advertisements that

mimic those of legitimate employers, harvesting real candidates' application materials to study formatting

conventions, skill listings, and self-presentation norms before applying those patterns to synthetic personas

[2]. This adversarial data collection gives operators insight into what successful applications look like for

specific roles and companies, substantially improving their pass-through rates on automated screening.

Deepfake Interviews: Breaking the Human Bottleneck

For several years, video interviews represented the primary detection choke point in this threat.

Organizations instructed to be suspicious of vague video excuses could, in principle, simply require video

calls and screen for obvious tells. Generative AI has substantially degraded the reliability of this control. Real-

time deepfake technology—commercially available tools capable of substituting a synthetic face over a live

video feed—allows a single operative or controller to conduct interviews under multiple distinct synthetic

personas within the same day, using pre-generated or AI-constructed faces matched to the stolen or

fabricated identity documents on file [1].

Microsoft's Jasper Sleet research identified operatives actively testing deepfake overlay software during

mock interviews, using AI evaluation services to critique their performance and refine the technical

presentation before live interviews with target employers [8]. Voice synthesis and modulation tools capable

of real-time accent adjustment are commercially available and represent a plausible complement to visual

deepfake techniques, though their confirmed operational use by DPRK IT workers has not been independently

corroborated in public reporting as of this writing. Such tools would, in principle, allow operatives who might

otherwise be detectable through accent incongruence or language hesitancy to deliver responses in accent-

neutral English while AI assistance helps structure technically coherent answers to domain-specific questions.

A particularly concerning technique documented by both the FBI and independent researchers involves

having a separate, more technically skilled individual participate in the interview remotely, while the deepfake

persona appears on camera. This division of labor—a presentational identity on screen while a technical

expert provides off-screen coaching or types answers—allows operatives to pass even rigorous technical

assessments for senior software engineering and architect roles. The FBI's Internet Crime Complaint Center

noted observable behavioral indicators of this technique, including unusual response latency, generic or

scripted-sounding answers to unexpected questions, and abnormal eye movement patterns inconsistent with

live, spontaneous speaking [10].
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Post-Hire AI Assistance: Maintaining Multiple Simultaneous Positions

Once employed, DPRK IT workers face a different operational challenge: sustaining acceptable performance

metrics while holding multiple simultaneous jobs under different identities, a practice that substantially

amplifies per-capita revenue generation for the regime. Generative AI tools have become the essential

productivity multiplier enabling this approach. Operatives use AI chatbots to compose professional Slack

messages, draft email responses, and generate meeting notes with sufficient coherence to pass managerial

scrutiny while the operative's attention is divided across several concurrent employment relationships [1].

AI-assisted code generation tools reduce the skill ceiling required for developer roles, potentially enabling

operatives whose underlying capabilities fall below senior-engineer level to sustain performance evaluations

that would otherwise surface through output quality degradation. This creates a compound detection

problem: AI assistance can inflate perceived performance, reducing the behavioral indicators that might

otherwise surface through declining output quality, while simultaneously providing the operative time to

manage multiple employers without obvious neglect of any single engagement. The FBI documented cases in

which individual DPRK workers were concurrently employed at three or more U.S. technology companies

under separate identities, with their aggregate monthly revenue targets of $10,000 or more being met

through parallelized employment [1].

Infrastructure of Deception: Laptop Farms and the

Domestic Facilitator Network

The Laptop Farm Architecture

The geographic paradox at the center of the DPRK IT worker scheme is that operatives physically located in

China, Russia, or Southeast Asia must credibly appear to be working from the United States or Western

Europe. The solution is the laptop farm: a physical installation of corporate-issued equipment, maintained at

a U.S. or European residential address, through which operatives remotely access their nominal workstations

over encrypted tunnels.

When a victim organization ships a laptop to what it believes is a newly hired remote employee's address, that

device arrives at the laptop farm—typically operated by a witting or semi-witting U.S.-based facilitator—

rather than at any legitimate employee's residence. The facilitator installs remote monitoring and

management (RMM) software and KVM-over-IP hardware such as PiKVM or TinyPilot devices before the

computer is connected to the corporate network. These hardware-based remote access mechanisms are

particularly resistant to detection because they operate below the operating system layer, allowing overseas

operators to access the machine before the OS boots and avoiding the process-level signatures that
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endpoint security tools monitor [11]. Nisos investigators analyzing one documented laptop farm operation

found approximately forty devices on the network, twenty of which were actively routing connections for the

scheme, with each device representing a different "employee" at a different organization [11].

Network traffic from the farm flows through a layered VPN stack designed to present a plausible domestic

IP address to corporate network monitoring. Tailscale mesh VPN connections create encrypted peer-to-

peer tunnels between the overseas operator and the farm device, with Astrill VPN—a commercial service

known for its popularity in China and its effectiveness at bypassing the Great Firewall—used at the outer layer

for geographic laundering [11]. The resulting traffic presents to corporate logging infrastructure as

originating from a U.S. residential internet service provider, defeating the geolocation checks that many

organizations rely on as a first-line access control.

The Justice Department's coordinated enforcement actions in mid-2025 raided twenty-nine known or

suspected laptop farm locations across sixteen states, seizing approximately two hundred laptops [7]. These

raids demonstrated both the physical scale of the domestic infrastructure and the geographic breadth of the

facilitator network, which extends well beyond a single metropolitan area or criminal organization.

The Facilitator Layer

The domestic facilitator network is a critical enabler without which overseas operatives could not function.

Facilitators perform a range of services that require physical presence in the target country: they receive and

configure corporate hardware, establish bank accounts to receive payroll deposits before routing funds

overseas, purchase SIM cards and VoIP numbers used for employment verification, assist with background

check services, and in some cases conduct initial phone screenings or physical identity verification in the

operative's name [5]. The January 2025 DOJ indictment documented facilitators establishing front

businesses that served as nominal employers, further obscuring the origin of funds and the true identity of

the workers [6].

Facilitators occupy a spectrum of culpability. Some are witting participants receiving a share of the

proceeds; others are individuals who have been recruited under the pretense of managing a legitimate

remote work logistics business and may be only partially aware of the scheme's true nature. This ambiguity

has made prosecution challenging and means that organizations cannot assume that an apparent U.S.

"employer of record" arrangement provides meaningful protection against the risk of inadvertently hiring a

DPRK operative.
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From Insider Access to Supply Chain Compromise

Privileged Access as a Stepping Stone

The DPRK IT worker threat was initially characterized primarily as a sanctions evasion and employment fraud

problem. Federal indictments and threat intelligence have since documented a trajectory that extends the

risk into active data theft, extortion, and supply chain compromise. Once hired, an operative in a software

development role routinely receives access to source code repositories, deployment pipelines, cloud

infrastructure credentials, internal APIs, and the communications channels through which architectural

decisions and vulnerability information flow. Even if an operative's primary mission is revenue generation, the

intelligence collected during normal employment constitutes a valuable reconnaissance data set that can be

shared with North Korea's offensive cyber units.

The escalation from passive intelligence collection to active data theft and extortion is documented in

federal law enforcement records. The FBI's Internet Crime Complaint Center published a specific advisory

noting that DPRK IT workers who believed they were about to be terminated or detected threatened to

release sensitive internal data, proprietary source code, and customer information unless paid a ransom—

transforming what the victim organization believed was an HR issue into an active extortion incident [12]. In

documented cases, operatives exfiltrated intellectual property, internal credentials, and customer data

systematically during their employment, often beginning collection weeks before any detection event. One

operation involved access to U.S. military technology subject to export control, materially elevating the

national security dimension of the threat [7].

Code Repository Infiltration and Backdoor Injection

The most consequential supply chain risk posed by DPRK IT workers is their access to the code repositories

and release pipelines of software that may be distributed to thousands of downstream organizations. An

operative with legitimate developer credentials and repository write access occupies the same privileged

position as the malicious maintainer in any classic supply chain attack scenario—with the significant

advantage of having been granted that access through an ostensibly legitimate employment process rather

than through an account compromise.

This risk became empirically visible in March 2026, when Google's Mandiant division attributed the

compromise of the Axios NPM package to UNC1069, a DPRK-nexus financially motivated threat cluster [4]

[13]. Axios is one of the most widely downloaded JavaScript libraries in the world, with the compromised

versions receiving over one hundred million weekly downloads [4]. Attackers obtained access to an Axios

maintainer account—though the precise method by which UNC1069 obtained maintainer credentials has not

been publicly confirmed, and the access may have been obtained through insider placement, targeted

phishing, credential compromise, or other means—and injected a malicious dependency package (plain-
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crypto-js) that embedded a dropper component designated SILKBELL. SILKBELL executed via a postinstall

hook and delivered the WAVESHAPER.V2 backdoor, a multi-platform remote access tool capable of file

system enumeration, process injection, and execution of additional payloads, with command-and-control

communications over port 8000 to attacker-controlled infrastructure [4]. The malicious versions remained

available for approximately three hours before removal, a window that—given Axios's install volume—

suggests substantial downstream exposure. Whether or not this specific incident involved an IT worker

insider placement, it demonstrates that DPRK-affiliated actors are actively targeting NPM package

maintainers and are capable of weaponizing that access for supply chain sabotage at scale.

This incident followed a pattern of DPRK-linked supply chain operations targeting the NPM and PyPI

ecosystems. In 2024, the Gleaming Pisces APT group was documented distributing the PondRAT backdoor

through poisoned Python packages uploaded to PyPI, targeting Linux and macOS developer systems [19].

Separately, DPRK-affiliated actors deployed malicious NPM packages targeting Web3 cryptocurrency

developers, with attribution based on code patterns and infrastructure overlaps consistent with Lazarus

Group tradecraft [20]. The Axios attack elevated the threat substantially in scale: previous incidents

targeted niche package ecosystems with limited reach, while Axios operates at foundational infrastructure

scale across the JavaScript development community.

The Compound Risk Model

The intersection of insider access and supply chain attack surface creates a compound risk that

organizations must model explicitly. A DPRK IT worker placed at a software vendor occupies an exceptionally

high-risk position: they simultaneously represent an insider threat to the immediate employer and a potential

supply chain risk to every organization that depends on the software the vendor produces or maintains. The

blast radius of successful exploitation extends far beyond the initial victim organization, encompassing the

full dependency graph of any compromised package or service.

This dynamic means that vendor risk management programs that have historically focused on third-party

network access and data handling practices must now extend their scope to include an assessment of the

vendor's developer workforce security posture—specifically, whether the vendor has implemented controls

sufficient to detect and prevent DPRK IT worker infiltration in its own hiring pipeline.

Scale and Financial Impact

The financial architecture of the DPRK IT worker scheme is designed for sustained, industrial-scale revenue

generation. Individual operatives are reportedly required to remit a minimum of $10,000 per month to the

regime [1], creating strong pressure to maintain multiple simultaneous employment relationships. The

aggregate financial impact has been assessed by United Nations investigators at between $250 million and
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$600 million annually since 2018 [3], with a portion of the proceeds channeled through cryptocurrency

exchanges before conversion—or in some cases, remaining in cryptocurrency form and contributing to the

estimated $3 billion in digital assets stolen by North Korea through combined IT worker and hacking

operations [1].

Individual enforcement actions illustrate the scale of specific operations within this broader program:

Case / Operation Revenue Generated Organizations Affected Year

Christina Chapman facilitator

operation

$17.1 million 309 companies 2024

December 2024 DOJ indictment

(14 nationals)

$88 million+ Multiple 2024

January 2025 DOJ indictment

(Jin/Pak operation)

$866,255 (10 of 64

companies)

64 companies 2025

Amazon internal detection effort N/A 1,800+ suspected

operatives blocked

2025

Microsoft Jasper Sleet tracking N/A 3,000 consumer accounts

suspended

2025

Sources: DOJ press releases [6][7][14][18]; Fortune [1]; Microsoft Security Blog [8]; NBC News [21].

The 220% year-over-year growth in confirmed infiltration incidents as of mid-2025 [1] indicates that existing

law enforcement and enterprise countermeasures had not yet arrested the program's expansion. Geographic

expansion to Western Europe—with new laptop farm infrastructure documented in Romania and Poland as

U.S. law enforcement pressure intensified domestically [1][17]—demonstrates the program's operational

adaptability and the limitations of enforcement responses that depend on domestic jurisdiction.

Detection Indicators and Enterprise Red Flags

Effective detection requires a systematic approach that spans the hiring pipeline, the onboarding process,

active employment monitoring, and offboarding. No single indicator is dispositive; detection is most reliable

when organizations correlate anomalies across multiple dimensions simultaneously. The table below

consolidates indicators from law enforcement advisories and commercial threat intelligence into a

structured reference:
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Phase
Indicator

Category
Specific Observable

Application Digital identity Newly created email address; no breach history in credential

databases

Application Documentation Conflicting information across resume versions; address

differs from ID documents

Application Financial Request for cryptocurrency payment; VoIP or prepaid phone

number

Application Cross-platform Same resume or contact details submitted under different

names

Interview Video anomalies Unnatural eye movement; latency inconsistent with live

speech; lip sync artifacts

Interview Response

pattern

Unusual pauses before answers; generic scripted-sounding

responses to unexpected questions

Interview Identity Reluctance to turn on camera; inability to display physical ID

on video; different person than resume photo

Interview Network IP geolocation inconsistent with claimed location; Astrill

VPN detected

Onboarding Equipment Request to redirect laptop shipment; shipping address

differs from ID documentation

Onboarding Software Immediate installation of unapproved RMM tools

(TeamViewer, AnyDesk, RustDesk, TinyPilot)

Onboarding Financial Frequent bank account changes; matching banking info with

other employees

Active

employment

Access patterns Authentication from multiple geographic locations within

short timeframes

Active

employment

Behavioral Activity outside normal work hours; minimal engagement on

team channels; excessive use of AI-assisted content
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Phase
Indicator

Category
Specific Observable

Active

employment

Technical Bulk file access or downloads inconsistent with role;

repository commits from unexpected IPs

Active

employment

Network KVM-over-IP device signatures on corporate network;

Tailscale or similar mesh VPN traffic

Sources: FBI IC3 [10][12]; Microsoft Jasper Sleet [8]; Okta Security [2]; Nisos [11].

The FBI specifically advises organizations to test video participants for deepfake overlays by asking

candidates to wave their hand in front of the camera, as this motion tends to expose artifacts in real-time

face-substitution filters that otherwise appear convincing in static video [10]. Organizations should also

conduct live, in-person or strongly verified video reference checks—not email-based reference contacts,

which facilitators can intercept and respond to—and should photograph or screenshot employees at multiple

points during employment for cross-session comparison [10].

The Regulatory and Legal Landscape

Sanctions Exposure

The DPRK IT worker scheme creates material legal liability for organizations that unknowingly participate in it.

Engaging a North Korean worker, even in complete ignorance of the worker's true nationality, may constitute

a violation of the Office of Foreign Assets Control (OFAC) sanctions regime targeting the DPRK, which

broadly prohibits financial transactions that benefit the North Korean government. OFAC has issued public

guidance noting that sanctions violations can be civil in nature and do not require intent, meaning that good-

faith unknowing participation does not automatically insulate an organization from potential penalties [5].

Legal practitioners have assessed that the risk is heightened for organizations in sectors specifically

targeted by the scheme, including cryptocurrency, financial technology, and defense contracting [15].

Export Control Considerations

DPRK IT workers who gain access to technology subject to Export Administration Regulations (EAR) or

International Traffic in Arms Regulations (ITAR) may generate violations of those regimes by virtue of their

access, independent of whether data is exfiltrated. The DOJ has documented cases in which operatives
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accessed U.S. military technology subject to export control, elevating the potential consequences of a

confirmed infiltration from fraud and sanctions exposure to criminal export control liability for responsible

officers [7].

Emerging Legislative Response

The geographic expansion of the laptop farm infrastructure to Europe has prompted legislative attention in

multiple jurisdictions. The United Kingdom's National Cyber Security Centre has issued advisories addressing

the threat, and several EU member states have initiated regulatory consultations on identity verification

requirements for remote technology workers in critical sectors. CISA maintains continuously updated

guidance and advisories covering the North Korean advanced persistent threat landscape, which includes the

IT worker program [16]. Based on this trajectory of government advisory activity, organizations with global

operations should monitor for tightening compliance frameworks governing remote worker identity

verification across multiple jurisdictions over the coming twelve to twenty-four months.

Enterprise Defense Framework

Defending against DPRK IT worker infiltration requires a multi-layered approach that spans identity

verification, access control architecture, supply chain governance, and behavioral monitoring. No single

control is sufficient; the scheme's sophistication and the AI augmentation now applied to it mean that point

solutions are readily evaded. The framework described here integrates human process controls with

technical enforcement mechanisms and continuous monitoring.

Strengthening Identity Verification in Remote Hiring

The hiring pipeline represents the first and most critical control point. Organizations should treat remote

technical hiring with the same identity assurance requirements applied to high-value physical access. This

means requiring notarized identity verification through a reputable third-party identity validation service

before offer letters are extended, rather than relying on self-reported documentation. In-person verification

—either at a physical office or through a trusted in-person identity proofing partner—should be mandatory

for roles involving access to sensitive systems, source code repositories, or production infrastructure.

Background check providers should be instructed that the applicant population for remote engineering roles

is an active target of state-sponsored identity fraud, and that verification processes must include liveness

detection and biometric consistency checks.
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During video interviews, organizations should implement a protocol that includes recording the session,

requiring camera movement that would expose deepfake artifacts, asking unexpected situational questions

that require genuine contextual reasoning rather than scripted responses, and confirming the candidate's

physical location through window-facing camera requests or other visual verification. Human resources

teams should be trained to recognize the specific indicators documented by law enforcement and threat

intelligence providers, treating these as part of a structured screening rubric rather than relying on

subjective impression alone.

Reference verification must move from asynchronous email contact—which facilitators can intercept—to

synchronous phone or video calls with references whose contact information has been independently verified

through sources outside the applicant's own documentation.

Access Control and Developer Privilege Management

Even when hiring controls fail, access control architecture can substantially limit the damage a DPRK IT

worker can cause. The principle of least privilege, applied rigorously to developer roles, means that new hires

should not receive production environment access, secrets management permissions, or repository write

access to mainline branches until they have completed a probationary period with behavioral monitoring in

place. Code review requirements should apply to all contributions, not only those from junior developers,

with at least one senior reviewer required for changes to security-sensitive components, dependency

manifests, or CI/CD configuration files.

Organizations should audit their inventory of approved remote monitoring and management tools and

enforce block-listing of unapproved alternatives through application control mechanisms such as Windows

Defender Application Control or equivalent endpoint policy. The rapid installation of unapproved RMM tools

immediately following device issuance is one of the most reliable technical indicators of DPRK IT worker

activity, and proactive blocking is substantially more reliable than detective monitoring after the fact.

Multi-factor authentication should be required for all repository access, cloud infrastructure consoles, and

production systems, with authentication events logged and subject to anomaly detection rules that flag

impossible travel patterns—authentication from geographically distant locations within timeframes that

preclude physical travel [8]. Microsoft's Entra ID Protection and comparable identity security tools now

include specific detection logic for these patterns based on observed DPRK operational behavior.

Supply Chain Security Controls

For organizations that develop and distribute software, the insider threat from DPRK IT workers intersects

with the software supply chain security posture in ways that demand specific controls. All commits to

mainline branches should require code signing with verified developer keys, with key issuance and revocation

tied to HR lifecycle events. Dependency management should enforce version pinning with integrity hashing,
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such that the introduction of a new or modified dependency—as in the Axios attack's injection of plain-

crypto-js—triggers an alert and requires explicit human approval before the change propagates to build

pipelines.

CI/CD pipeline configurations and package manifest files should be treated as security-sensitive artifacts

subject to enhanced review requirements. Organizations should implement software composition analysis

tools that monitor for unexpected new dependencies, behavioral anomalies in postinstall scripts, and

changes to package metadata such as the maintainer email address—which was the initial indicator in the

Axios compromise. npm audit, Snyk, and comparable tools should be integrated into build pipelines with

blocking enforcement for newly introduced dependencies that lack established provenance.

Behavioral Monitoring and Insider Risk Programs

Sustaining detection capability throughout active employment requires a behavioral monitoring program

informed by the specific tradecraft patterns of DPRK IT workers. Organizations should deploy data loss

prevention controls that alert on bulk file access or download events, particularly involving source code,

configuration files, credential stores, and internal documentation. Monitoring should extend to VPN usage

patterns: the presence of Astrill VPN traffic originating from a corporate device is a meaningful indicator

warranting investigation [8][11].

Insider risk management platforms can correlate behavioral signals across email, collaboration tools,

endpoint telemetry, and access logs to surface patterns that individually appear benign but collectively

indicate anomalous behavior consistent with DPRK IT worker tradecraft. Key behavioral signatures to monitor

include: activity outside declared work hours in patterns inconsistent with time zone claims, minimal

participation in team communication channels relative to apparent workload, and cross-device

authentication patterns suggesting shared credential use by a proxy operator managing multiple accounts.

Organizations should ensure that offboarding processes immediately revoke all access—including developer

signing keys, SSH access, and service account permissions—and conduct a retrospective audit of repository

access and commit history for any employee terminated following a detection event. The period between

initial suspicion and account suspension represents a high-risk window during which operatives may

accelerate data collection; monitoring should be intensified rather than relaxed when a termination decision

is pending.
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Alignment with CSA Security Frameworks

The DPRK IT worker threat intersects with multiple CSA frameworks and guidance documents, providing a

structured set of controls that organizations can map to their existing compliance and governance

programs.

Cloud Controls Matrix

The CSA Cloud Controls Matrix (CCM) addresses the core control domains relevant to this threat. The

Identity and Access Management (IAM) domain provides a framework for implementing the least-privilege

developer access controls, MFA requirements, and access lifecycle management described in this paper's

defense section. The Human Resources domain includes controls governing pre-employment verification,

background screening, and access revocation on termination that organizations should revisit in light of the

DPRK threat's specific tradecraft. The Supply Chain Management and Transparency domain provides a

foundation for the software supply chain security controls needed to detect dependency tampering of the

type demonstrated in the Axios compromise. Organizations should use the CCM as a structured control

inventory against which to benchmark their current posture in each of these domains.

MAESTRO Threat Modeling

CSA's MAESTRO (Multi-Agent Environment Security Threat Reasoning and Operations) framework for

agentic AI threat modeling provides a relevant lens for understanding how DPRK IT workers exploit AI-

augmented workflows. The MAESTRO framework's emphasis on trust boundary definition, agent privilege

management, and the detection of unauthorized orchestration is directly applicable to the post-hire phase

of the DPRK IT worker threat: operatives functioning as apparent insiders are effectively acting as malicious

orchestrators within legitimate enterprise AI workflows, using authorized credentials to direct AI tools toward

fraudulent ends. MAESTRO's guidance on monitoring for anomalous agent behavior and maintaining human

oversight of AI-assisted decisions offers a framework for extending insider threat detection into AI-

augmented development environments.

Zero Trust Architecture

CSA's Zero Trust guidance provides the foundational architectural principle most relevant to limiting the

damage of a successful infiltration. A Zero Trust posture that treats every developer request for sensitive

resource access as requiring continuous authentication and behavioral verification—rather than granting

persistent trust based on initial authentication—substantially limits the blast radius of a DPRK IT worker who

has successfully cleared the hiring pipeline. Micro-segmentation of developer access by project, repository,

and environment tier means that an operative's access is confined to the specific resources necessary for
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their nominal work assignment, preventing the broad lateral movement needed for large-scale data

exfiltration or supply chain compromise. CSA's guidance on continuous verification, device posture

assessment, and context-aware access control provides specific implementation patterns applicable to

development environment security.

AI Organizational Responsibilities

CSA's AI Organizational Responsibilities framework addresses the governance layer most relevant to the AI-

specific dimensions of this threat. Organizations that deploy AI-assisted hiring tools, resume screening

systems, and automated interview evaluation platforms must ensure those tools incorporate

countermeasures for AI-generated content—evaluating candidate materials not only for quality but for

signals of synthetic generation. The framework's guidance on maintaining human oversight in AI-assisted

workflows is directly applicable: reliance on AI screening without human-in-the-loop review of anomaly

signals creates exploitable gaps in the hiring pipeline. Organizations should also assess whether their internal

AI development platforms and code generation tools create new monitoring requirements for distinguishing

legitimate AI-assisted development from DPRK operatives using AI tools to sustain fraudulent employment.

Conclusions and Recommendations

The Evolving Threat Trajectory

As of mid-2025, the DPRK IT worker program was accelerating rather than approaching saturation, with

geographic expansion to Western Europe suggesting continued growth despite increased U.S. law

enforcement pressure [1][17]. The Axios NPM compromise demonstrates that DPRK-affiliated actors have

already progressed beyond the insider fraud framing that initially characterized this threat, into active supply

chain targeting at foundational infrastructure scale. Organizations in technical sectors with remote hiring

pipelines that have not yet encountered this threat should treat that absence as grounds for a systematic

review of their detection posture rather than as evidence of natural protection.

Priority Recommendations

The following recommendations reflect the highest-impact actions organizations can take in the near term,

ordered by urgency:

Immediate actions (within 30 days): Review and tighten remote worker identity verification procedures

for all open engineering and technical positions, with particular attention to roles that include repository

write access, CI/CD pipeline management, or production environment credentials. Audit the approved RMM
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tool inventory and implement application control policies that block unapproved remote access software on

all corporate devices. Activate impossible travel detection rules in identity and access management tooling.

Short-term mitigations (30–90 days): Implement commit signing requirements for mainline branch

contributions and deploy software composition analysis tools into CI/CD pipelines with blocking enforcement

for new or modified dependencies. Train HR, recruiting, and hiring manager personnel on the specific

behavioral and documentary indicators documented in this paper, providing them with a structured

screening rubric rather than relying on unguided intuition. Engage a third-party identity verification service

capable of supporting liveness detection for remote hiring.

Strategic considerations (90+ days): Conduct a vendor risk assessment that explicitly addresses DPRK IT

worker risk in the developer workforce security posture of critical software vendors. Engage legal counsel to

assess current OFAC and export control exposure under existing remote worker arrangements and

implement a compliance review process for new hires in affected jurisdictions. Develop an incident response

playbook specific to suspected DPRK IT worker detection, encompassing evidence preservation, legal

notification obligations, and the high-risk window between detection and account revocation.

The DPRK remote IT worker program represents a state-sponsored insider threat distinguished by its AI

augmentation, industrial scale, and dual use as both a revenue mechanism and a potential supply chain attack

vector. Defending against it requires a corresponding evolution in how organizations think about identity

assurance, developer access governance, and the trust assumptions embedded in remote work

arrangements.
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