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Executive Summary

On April 7, 2026, Anthropic announced Project Glasswing—a controlled research initiative using the
unreleased frontier model Claude Mythos Preview to discover and responsibly disclose zero-day
vulnerabilities in critical software infrastructure. Within weeks of deployment, the model had identified
thousands of previously unknown vulnerabilities spanning every major operating system and web browser,
including a flaw that had persisted undetected in OpenBSD for 27 years [1]. The scale and speed of these
discoveries represented a significant acceleration in what Al systems can accomplish in offensive security
research—and they immediately raised a governance question for which no binding regulatory framework yet
exists: when an Al model can outperform nearly all human security researchers at finding and exploiting
software vulnerabilities, what institutions, norms, and legal frameworks are adequate to govern its

deployment?

In structuring Project Glasswing as a controlled access program with committed disclosure timelines,
Anthropic made a deliberate choice to exercise restraint rather than pursue broader deployment. The
initiative enrolled 12 founding partners—including Amazon Web Services, Apple, Cisco, Google, Microsoft,
and Palo Alto Networks—alongside more than 40 additional organizations maintaining critical infrastructure,
committing $100 million in model access credits and establishing structured responsible disclosure timelines
[1]. Yet the initiative also surfaced what the Hacker News' analysis called the "real cybersecurity gap": Al
discovery of vulnerabilities is vastly outpacing the human capacity to remediate them, with fewer than 1% of

vulnerabilities found by Claude Mythos Preview patched at the time of reporting [2].

This whitepaper examines the dual-use implications of Project Glasswing and the broader class of frontier Al
security models it represents. It surveys the governance mechanisms currently in place, identifies their
structural limitations, and offers recommendations grounded in CSA's MAESTRO, AICM, and Zero Trust
frameworks. The central finding is that voluntary, industry-led governance structures—however thoughtfully
designed—are insufficient as the sole mechanism for managing Al systems that have crossed a critical
capability threshold. Binding regulatory frameworks, standardized pre-deployment evaluation, and multi-

stakeholder disclosure coordination are now necessary complements.

Introduction and Background

The cybersecurity industry has long operated under an implicit assumption: vulnerability research requires
rare, specialized expertise that functions as a natural access barrier. Identifying a novel zero-day in a

hardened operating system kernel, developing a working exploit for it, and chaining multiple such bugs into
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an end-to-end attack has historically demanded years of domain specialization, sophisticated tooling, and

iterative human effort measured in days or weeks. That assumption has been invalidated.

The Al safety research community has tracked the improvement of large language models on cybersecurity
benchmarks for several years, but the April 2026 announcements represented a step-function change rather
than incremental progress. Claude Mythos Preview, Anthropic's unreleased frontier model, achieved a 73%
success rate on expert-level capture-the-flag challenges that no Al model could complete before April 2025
[3]. More consequentially, the UK's Al Safety Institute found it was the first Al model to complete "The Last
Ones"—a 32-step simulated corporate network compromise requiring an estimated 20 human hours—from
start to finish in 3 out of 10 attempts [3]. Testing by the National Cyber Security Centre found that earlier
frontier models completed an average of 15.6 of 32 steps in a simulated enterprise network attack, with the
best single run reaching 22 steps—at a cost of roughly £65 per attempt, equivalent to roughly 6 of the 14
human hours a human expert would require for the full scenario [4]. As of March 2026, no public model had
completed the scenario end-to-end.

These figures reflect not merely incremental improvement but a shift in the structure of offensive capability.
When the cost and expertise required to execute sophisticated multi-stage attacks collapses to a fraction of
their prior levels, the threat surface for every organization expands commensurately. The democratization of
attack capability—what the Frontier Model Forum's technical report terms "non-expert uplift"—means that
individuals and organizations previously unable to mount serious cyberattacks may now do so with Al
assistance [5]. This is the dual-use paradox at the core of Project Glasswing: the same model that can
discover a 27-year-old flaw in OpenBSD for defenders can, in principle, provide an analogous capability to

adversaries.

Understanding this paradox requires setting Project Glasswing in its full context. The initiative is not merely a
vulnerability disclosure program. It is an early-stage governance experiment in how a single organization—a
private Al laboratory—should manage a technology that has crossed into territory previously occupied only
by the most capable national intelligence agencies. The experiment's lessons have implications far beyond

Anthropic and its partners.

Project Glasswing: Architecture and Scope

The Initiative and Its Model

Project Glasswing is structured as a controlled access program in which Anthropic's unreleased model,
Claude Mythos Preview, is made available exclusively to vetted organizations for defensive vulnerability
research. The initiative launched on April 7, 2026, with 12 founding partners drawn from technology, finance,

and security sectors: Amazon Web Services, Anthropic, Apple, Broadcom, Cisco, CrowdStrike, Google,
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JPMorgan Chase, the Linux Foundation, Microsoft, NVIDIA, and Palo Alto Networks [1]. Anthropic
subsequently extended access to more than 40 additional organizations responsible for maintaining critical
software infrastructure, enabling scanning of both first-party and open-source codebases. Financial
commitments included $100 million in model usage credits and $4 million in donations to open-source
security organizations, with a pledge to publicly report findings and best practices within 90 days [1].

The decision not to release Claude Mythos Preview publicly was explicit and deliberate. Anthropic's red team
assessment concluded that the model had crossed a threshold at which general deployment without
structured safeguards would pose unacceptable risk. The assessment described Mythos Preview as
operating "in a different league" compared to its predecessor, Claude Opus 4.6, which had a near-zero
success rate at autonomous exploit development [6]. The contrast was stark: Mythos Preview achieved a
72.4% success rate in autonomous exploit development for the Firefox JavaScript shell, while Opus 4.6

failed at the same task in nearly all trials [2][6].

Discovered Vulnerabilities and Their Significance

The vulnerabilities identified by Claude Mythos Preview during Project Glasswing illustrate both the power of
the technology and the governance challenges it creates. Among the documented findings were a 27-year-
old remote crash vulnerability in OpenBSD—an operating system explicitly designed with security as its
primary objective—and a 16-year-old vulnerability in FFmpeg that had survived millions of automated testing
passes [6]. The model demonstrated the ability to chain four independent bugs into exploit sequences
capable of bypassing browser and operating system protections, and it successfully constructed 20-gadget
Return-Oriented Programming chains targeting FreeBSD's NFS server [2]. Mythos Preview also executed
local privilege escalation through Linux race conditions and achieved a 595 high-severity crash count on

fuzzing benchmarks, compared to 150-175 for prior models [6].

The age of these vulnerabilities is as significant as their severity. A flaw that persists in hardened software for
27 years before Al discovery implies that human-scale vulnerability research—even at the highest levels of
expertise—was insufficient to find it. If adversaries with access to comparable Al systems have already
discovered these or similar flaws, the window for defensive remediation may be far shorter than the standard

coordinated disclosure timeline assumes.

The Disclosure Lag Problem

Project Glasswing surfaces a structural problem that will persist regardless of which Al laboratory announces
the next capability leap: the gap between vulnerability discovery and patch deployment. The Hacker News'
analysis of the initiative estimated that fewer than 1% of vulnerabilities identified by Claude Mythos Preview
were patched at the time of reporting [2]. This figure reflects not a failure of responsible disclosure

protocols but a fundamental capacity asymmetry. Al systems operating at machine speed can identify
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vulnerabilities in hours; human engineering teams, software distribution pipelines, and organizational change
management processes operate on timescales measured in weeks or months. Defenders must operate at
organizational timescales—patch cycles measured in weeks or months—while Al-assisted discovery now
operates at near-computational speed [2].

This asymmetry has compounding implications. A vulnerability database growing faster than it can be
remediated becomes a liability catalog—a list of known attack surface that adversaries may eventually
access, whether through model theft, insider threat, or the gradual proliferation of comparable capabilities
to other actors. The responsible disclosure frameworks codified in ISO/IEC 29147 and ENISA's coordinated
vulnerability disclosure guidance were designed for a world where humans discovered vulnerabilities; they

require significant adaptation for one where Al systems discover thousands simultaneously [7].

The Dual-Use Paradox: Defensive Intent, Offensive
Capability

The Symmetry of Cyber Capability

The National Cyber Security Centre's analysis of frontier Al models captures the dual-use problem precisely:
"skills that could be used by attackers—such as identifying vulnerabilities and developing exploits—can also be
used by defenders for security testing” [4]. This symmetry is not a policy choice or a design decision; it is
intrinsic to the nature of the capability. An Al model that understands software vulnerability classes well
enough to find them defensively understands them well enough to exploit them offensively. There is no
architectural distinction between a "defensive Claude Mythos" and an "offensive Claude Mythos," only

differences in access control, context, and intent.

This reality distinguishes frontier Al security models from most prior dual-use technology challenges. Export-
controlled items like encryption libraries or network scanning tools can be physically contained, licensed, or
monitored. An Al model's capability, once encoded in weights, cannot be physically separated from its
dangerous applications without fundamentally degrading its defensive usefulness. The Frontier Model
Forum's framework identifies two primary risk scenarios that have emerged as consensus thresholds across
industry safety frameworks: "non-expert uplift,” in which Al assists individuals with limited expertise to
conduct sophisticated attacks, and "autonomous operations,” in which Al can fully automate end-to-end

cyberattacks without human direction [5].

Claude Mythos Preview demonstrably crosses both thresholds. Anthropic's red team assessment notes that
"engineers with no security training" could obtain remote code execution exploits overnight using the model

[6]. Bishop Fox's analysis of the initiative concludes that the real constraint is now governance and access
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control, not technical capability: "governance, access restriction, and controlled usage are currently the

primary mechanisms preventing misuse—not a lack of technical capability” [8].

Emergent Offensive Behaviors and Alignment Gaps

An additional dimension of the dual-use challenge emerged from the Mythos Preview red team assessment:
the concerning behaviors observed were not the result of deliberate misuse or jailbreaking but of emergent
capabilities arising from general improvements in reasoning and autonomy. The assessment noted that the
same improvements benefiting defenders created exploitation advantages [6]. This represents a materially
different governance problem than deliberate misuse—materially different because it means safety training
cannot be assumed to fully constrain capability, and the governance response must address the capability
itself, not only its intentional misuse. When capability advances emerge as side effects of general reasoning
improvements, traditional safeguard approaches—such as training models to refuse specific harmful
requests—may lag behind the underlying capability curve. The implication is that safety training and capability
development are operating on different timescales: a model trained to refuse requests for exploit code in
one architectural generation may, in the next generation, exhibit autonomous exploit development as an

emergent consequence of improved code reasoning that no explicit training signal anticipated.

The IAPP's analysis describes this as collapsing a long-standing asymmetry between vulnerability discovery
and exploitation: the model can autonomously discover and operationalize software vulnerabilities in ways
that transform cybersecurity into a computationally scalable domain [9]. For enterprise security leaders, this
means that threat modeling assumptions calibrated to human-speed attackers require fundamental revision.
A threat actor with access to a model in the same capability class as Claude Mythos Preview—whether
through legitimate access to a future commercial release, through model theft, or through independent
development—could potentially compress reconnaissance, vulnerability identification, and initial exploit

development into an accelerated timeline that outpaces current detection and response operations.

The governance challenge this creates is not merely technical but institutional. Security operations centers
have typically assumed that attacker operational tempo is bounded by human time and expertise—an
assumption that current SOC workflows and playbooks reflect. As Al models enable adversaries to operate
at closer to machine speed, defenders who are not also leveraging Al-assisted detection and response may
face a structural disadvantage that human analyst efficiency gains alone are unlikely to overcome at the pace
required. This is the operational urgency behind the NCSC's recommendation that organizations invest in Al-

enabled defensive tooling as a near-term priority, not a future aspiration [4].

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 8



Current Governance Mechanisms and Their Limitations

Voluntary Industry Frameworks

The primary governance mechanism currently in place for frontier Al security models is the voluntary industry
framework. Anthropic's Responsible Scaling Policy (RSP), now in its third version, establishes Al Safety Levels
(ASL) with defined capability thresholds that trigger additional deployment safeguards [10]. Project
Glasswing itself represents the RSP in action: the determination that Claude Mythos Preview had crossed an
ASL threshold led directly to the controlled access model rather than public release. The Frontier Model
Forum, whose members include Anthropic, Google DeepMind, Microsoft, and OpenAl, has published

technical guidance on managing advanced cyber risks that represents an industry consensus baseline [5].

These frameworks have genuine value. They represent a meaningful exercise of corporate responsibility and
provide a structured vocabulary for discussing capability thresholds that regulatory agencies have only
begun to develop. The RSP's threshold-based approach is operationally specific in ways that current U.S.
regulatory frameworks have not yet matched, though the EU Al Act's August 2026 enforcement phase
represents a move in that direction [10]. However, voluntary frameworks carry structural limitations that
become critical precisely at the frontier where the risks are highest. The Digital Watch Observatory's analysis
noted that RSP v3.0 removed the earlier commitment to withhold unsafe models if a competing laboratory
released a comparable model first, illustrating the competitive pressure that can erode voluntary safety
commitments over time [10]. The same analysis observed that "restraint by one actor does not prevent the
underlying capability from eventually proliferating” across the industry when companies operate under
different safety assumptions.

The absence of binding notification requirements is particularly consequential. No legal obligation existed to
notify CISA, NIST, or any other government body before deploying Claude Mythos Preview, even in the
limited context of Project Glasswing. That the NCSC and CISA were briefed reflects Anthropic's good-faith
engagement with governments, not a systematic governance requirement. As the Digital Watch Observatory
observed, "no binding notification requirement existed before the Mythos announcement” and "no
independent technical authority had prior access" to the system before its consequential capabilities were

demonstrated [10].

Government Engagement: Necessary but Insufficient

The government responses to the Claude Mythos Preview announcement illustrate the current state of
frontier Al governance. In the United States, CISA and the Center for Al Standards and Innovation received
briefings; Treasury Secretary and Federal Reserve Chair convened major bank executives; and the Pentagon
initially designated Anthropic a supply chain risk before that designation was blocked by federal courts [10].
In May 2026, NIST's Center for Al Standards and Innovation signed expanded agreements with Google
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DeepMind, Microsoft, and xAl to conduct pre-deployment evaluations and security research on frontier Al
systems, including provisions for evaluations with safeguards reduced or removed and for classified testing
environments [11]. In the United Kingdom, the Bank of England, Financial Conduct Authority, and Treasury
coordinated urgent briefings with the National Cyber Security Centre [10]. The European Union's Al Act
enforcement phase beginning in August 2026 will introduce automated audit trails, cybersecurity

requirements for high-risk Al systems, and incident reporting obligations [10].

These responses demonstrate that governments recognize the significance of frontier Al security
capabilities. However, they also reveal the fragmentation and reactive nature of current oversight.
Regulatory frameworks were not designed for Al systems capable of conducting what the AISI describes as
"multi-stage attacks on vulnerable networks" autonomously [3]. The Center for Al Standards and
Innovation's expanded agreements represent a positive development, but they depend on voluntary
developer cooperation rather than mandatory evaluation authority. As long as the fundamental requirement
for evaluation rests on individual companies "volunteering to follow a responsible path," the governance

structure remains vulnerable to competitive pressure eroding safety commitments [10].

The Access Control Paradigm: Controlled but Not Permanent

Project Glasswing's governance model rests fundamentally on access control: by limiting who can use Claude
Mythos Preview and under what conditions, Anthropic maintains meaningful influence over how its
capabilities are deployed. This approach draws on principles from how nuclear and dual-use biological
research is managed—though those domains combine access restriction with binding international treaties,
mandatory licensing, and independent oversight that have no current Al equivalent. Developing comparable

institutional infrastructure for Al may be the more instructive lesson from those governance models.

However, access control as a governance mechanism has a known time horizon. History suggests that Al
model capabilities tend to proliferate across the industry over periods of months to years as research
advances, architectural insights spread, and independent laboratories develop comparable systems [5][13].
The access restriction that makes Project Glasswing viable today rests on Anthropic's current position at the
capability frontier, not on any durable technical or legal mechanism for containing the underlying capability.
Bishop Fox's analysis concludes that the current dual-use challenge represents "the beginning of a sustained
shift rather than an isolated breakthrough,” with compounding effects as Al improves in code analysis [8].
Governance frameworks designed for today's access restriction paradigm must anticipate the near-term

future in which comparable capabilities exist across a broader set of actors.
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Emerging Governance Frameworks and Promising
Models

Pre-Deployment Evaluation as a Regulatory Standard

The most promising structural evolution in frontier Al governance is the development of mandatory pre-
deployment evaluation regimes. The NIST CAISI agreements represent an early instantiation of this model:
formal agreements allowing government evaluators to assess frontier Al systems—including testing with
safeguards removed—before public deployment, with evaluation methodologies spanning capability
benchmarks, CTF exercises, cyber range simulations, and red team exercises [11]. The Frontier Model Forum's
technical guidance advocates that capability threshold determinations should be based on "cumulative

evaluation evidence, structured in a holistic assessment approach” rather than single-point assessments [5].

For evaluation regimes to function as genuine governance, however, they require mandatory participation
rather than voluntary cooperation, independent evaluators with appropriate technical expertise and legal
authority, and clear capability thresholds that trigger specific governance obligations. The New York RAISE
Act amendments signed in March 2026 and taking effect January 1, 2027, which will overhaul transparency
and accountability requirements for frontier Al developers operating in New York, represent one regulatory
direction: requirements for documentation, disclosure, and accountability that apply as a condition of
deployment [12]. The EU Al Act's August 2026 enforcement phase moves in a similar direction at continental
scale. The challenge is developing evaluation methodologies robust enough to assess dual-use capabilities

reliably and rapidly enough to keep pace with the development cycle.

Coordinated Vulnerability Disclosure at Al Scale

The existing frameworks for responsible vulnerability disclosure—ISO/IEC 29147, ENISA guidance, and the
informal norms of bug bounty programs—were designed for a world of human-paced discovery. Adapting
these frameworks for Al-scale discovery requires new institutional infrastructure. Project Glasswing's
commitment to public reporting within 90 days, with an additional 45-day vendor notification period,
represents one operational template [1]. However, that timeline assumes a manageable volume of
discoveries and vendors with sufficient capacity to process notifications. When a single Al system finds
thousands of vulnerabilities across multiple major platforms simultaneously, existing coordination

mechanisms lack the bandwidth to operate effectively.

The Promon framework, drawing on ISO/IEC 29147 and ENISA guidance, insists that Al-assisted research
must meet the same evidentiary standards as traditional research—specificity, reproducibility, and verified
technical detail-before vendor notification [7]. This principle applies equally to Al-assisted discovery,

though operationalizing reproducibility requirements at Al-discovery scale will require additional guidance
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and investment in new infrastructure: automated triage systems, formal prioritization frameworks for
ordering disclosure by severity and exploitability, and potentially new institutional intermediaries capable of
coordinating multi-party disclosure across large software ecosystems simultaneously. The Linux
Foundation's role as a Project Glasswing partner suggests that open-source infrastructure organizations

may play a natural coordination function in this emerging ecosystem.

International Coordination and the Proliferation Problem

The most difficult long-term governance challenge is international: as frontier Al capabilities proliferate
across laboratories in multiple jurisdictions, access-control-based governance becomes progressively
harder to sustain. National security implications complicate international coordination—the same Al
capabilities relevant to vulnerability research are relevant to signals intelligence, military cyber operations,
and critical infrastructure protection. The Pentagon's initial designation of Anthropic as a supply chain risk—

even if subsequently blocked—reflects the national security sensitivity of frontier Al security capabilities [10].

The International Al Safety Report 2026 reflects a growing consensus that purely national governance
frameworks are insufficient for managing risks that cross borders as rapidly as Al capabilities do [13].
Bilateral and multilateral agreements on pre-deployment evaluation, responsible disclosure norms, and
capability thresholds represent the direction of necessary development, even if the political conditions for
such agreements remain challenging. The NCSC's engagement with the Bank of England and Treasury
following the Mythos announcement illustrates how governance responses are beginning to cross traditional
sectoral boundaries, bringing together financial regulators, cybersecurity agencies, and Al governance

bodies in coordinated response [10].

Recommendations

For Enterprise Security Leaders

Enterprise security leaders must revise their threat models to account for adversaries operating with Al-
augmented capabilities comparable to those demonstrated by Claude Mythos Preview. The NCSC's core
recommendation applies directly: "strong baseline security is vital," including comprehensive asset
inventories, robust access controls, secure configuration management, and complete logging and
monitoring [4]. These fundamentals have always been important; what has changed is that the consequence
of neglecting them—the ease with which a determined adversary can find and exploit exposures—has

increased dramatically.
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Organizations should accelerate vulnerability remediation programs, recognizing that the discovery-to-
patch timeline now operates under competitive pressure from Al-augmented adversaries. This means
investing not merely in discovery tooling but in the engineering capacity, change management processes, and
vendor coordination infrastructure needed to close identified vulnerabilities at a pace commensurate with
Al-speed discovery. The NCSC recommends immediate investment in Al-enabled defensive tooling—

including Al-assisted detection and response—to leverage the same capabilities defensively [4].

Security teams should also engage actively with the structured access programs emerging from leading Al
laboratories. Project Glasswing demonstrates that participation in such programs can provide early access
to vulnerability data about systems you operate or depend upon, with structured remediation support.
Organizations maintaining critical infrastructure or widely used open-source software should proactively

seek engagement with equivalent future initiatives.

For Al Developers and Model Providers

Al developers working with frontier models that approach or cross dual-use capability thresholds should
treat pre-deployment capability evaluation as a standing operational requirement, not a one-time
assessment. The Frontier Model Forum's guidance is clear that capability thresholds should trigger specific
governance actions, and that these thresholds must be determined through cumulative, holistic evaluation
rather than single-point testing [5]. Developers should engage proactively with government evaluation

bodies—including NIST CAISI-before deployment decisions, rather than briefing governments after the fact.

Responsible disclosure frameworks must scale to Al discovery volumes. The Project Glasswing model
provides a starting template, but 90-day disclosure timelines and manual vendor notification processes are
likely to become inadequate as discovery rates increase, absent significant investment in coordination
infrastructure. Developers should invest in automated triage, prioritization infrastructure, and intermediary
relationships with software ecosystems to make coordinated disclosure operationally viable at scale. The
IAPP's recommendation for "mandatory independent validation" through structured red teaming should be
treated as a minimum standard, with external evaluators who possess the technical expertise to assess dual-

use risks independently of internal safety assessments [9].

For Policymakers and Regulators

Policymakers must move from voluntary engagement to binding regulatory frameworks for frontier Al
systems that cross dual-use capability thresholds. The NIST CAISI agreements are a positive step, but they
require legislative backing that establishes mandatory evaluation authority, enforces participation as a

condition of deployment in regulated sectors, and provides legal clarity for evaluators working with classified
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threats and vulnerabilities [11]. The EU Al Act's August 2026 enforcement timeline provides a reference
point; domestic legislation in the United States requires comparable specificity on cybersecurity-relevant

capabilities.

Mandatory notification requirements for frontier Al deployments—particularly those involving access by third
parties to systems with demonstrated autonomous attack capabilities—are a minimum regulatory baseline.
The absence of such requirements at the time of the Claude Mythos Preview announcement represents a
structural gap that must be closed. Regulatory frameworks should also establish independent technical
authorities with access to pre-deployment models, permanent evaluation capacity, and the authority to

require model modification or access restriction where capability assessments identify unacceptable risk.

International coordination on capability thresholds, disclosure norms, and evaluation standards should
advance in parallel with domestic regulation. Bilateral Al governance agreements modeled on existing export
control and dual-use technology frameworks provide a near-term vehicle, while longer-term multilateral
structures are developed through venues including the Frontier Model Forum, the NCSC's international

engagement, and Al governance initiatives at the OECD and UN [13].

CSA Resource Alignment

The governance challenges raised by Project Glasswing connect directly to the frameworks CSA has

developed for Al security at the enterprise and ecosystem level.

MAESTRO (Multi-Agent Environment, Security, Threat, Risk & Outcome) provides the most directly
applicable framework for analyzing the threat vectors created by Al systems capable of autonomous
vulnerability research. The framework's seven-layer architecture—spanning Foundation Models through
Agent Ecosystems—maps precisely onto the threat surface created when a model like Claude Mythos Preview
is deployed in an agentic, multi-tool context [14]. MAESTRO's threat categories of "agent goal manipulation”
and "adversarial examples" are directly relevant to the emerging attack surface created when Al systems are
deployed as autonomous security agents: adversaries may target not the vulnerabilities the model discovers
but the model itself, manipulating its objectives or outputs to misdirect defensive resources or generate

false negatives.

The framework's emphasis on cross-layer threats—supply chain compromises and lateral movement attacks
that span multiple architecture layers—applies directly to the deployment context of Project Glasswing
partners. Organizations using Al vulnerability research tools within complex cloud environments must apply
MAESTRO analysis not only to the Al system's inputs and outputs but to the full system integration, including

the orchestration layer, data pipelines, and deployment infrastructure.
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Al Controls Matrix (AICM) provides the control framework for organizations deploying Al systems in
security contexts. AICM's shared responsibility model for Al—distinguishing obligations across model
providers, application providers, orchestrated service providers, and cloud service providers—maps directly
onto the multi-party governance structure of Project Glasswing [15]. Organizations participating in similar
initiatives should use AICM to establish clear internal accountability for Al-generated vulnerability data: who
owns the findings, who has authority to disclose, and what internal controls govern the handling of zero-day

information that could constitute a material security risk if exposed.

Zero Trust and Agentic Trust Framework principles apply with particular force to Al systems operating
autonomously in security research contexts [16]. An Al system conducting network vulnerability scanning,
fuzzing production systems, or interacting with external APIs must be governed under Zero Trust principles—
least privilege access, continuous verification, and explicit authorization for all actions—rather than the
broader access grants that might be appropriate for a human security researcher. The CSA's Agentic Trust
Framework provides specific guidance for applying Zero Trust to Al agents operating with minimal human
oversight.

Cloud Controls Matrix (CCM) provides the compliance and control baseline against which organizations
can assess their readiness to participate in Al-augmented vulnerability research programs. CCM domains
addressing data security, infrastructure security, and change management are directly relevant to managing
the operational security of Al vulnerability research workflows. Organizations receiving Al-generated
vulnerability findings through programs like Project Glasswing must treat that data under the same
information security discipline as other material non-public security intelligence: classification, access

restriction, handling procedures, and retention policies aligned with the criticality of the vulnerability data.

STAR for Al (Security Trust Assurance and Risk for Al), launched by CSA in late 2025, provides a
registry and assurance mechanism for Al systems operating in enterprise contexts. As Al security research
tools become part of enterprise workflows, the STAR for Al framework provides a mechanism for
organizations to assess and attest to the security posture of Al systems they deploy—including the
vulnerability research tools that Project Glasswing and successor initiatives may make available at scale.
Vendor assessments under STAR for Al should explicitly address dual-use risk management: what capability
thresholds the Al system approaches, what access controls govern its deployment, and how findings are

handled through responsible disclosure channels.

Conclusions

Project Glasswing represents what may be the first public demonstration of an Al system capable of finding
and autonomously exploiting vulnerabilities across major software platforms at a scale and speed exceeding

documented human research team benchmarks [3]. It also reflects a meaningful exercise of corporate
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restraint—controlled access, structured disclosure, and financial commitment to defensive infrastructure—
that sets a precedent worth acknowledging even as its structural limitations become apparent. Yet those
limitations illuminate the inadequacy of voluntary, industry-led governance as the sole mechanism for

managing technology of this consequence.

The central governance insight from Project Glasswing is that access restriction—the primary mechanism
currently preventing misuse of Claude Mythos Preview—is not a durable solution. It is a temporary condition
created by Anthropic's current position at the capability frontier and its decision to exercise restraint. As
comparable capabilities emerge across the industry over months to years, the governance frameworks
adequate for managing them cannot continue to rest primarily on the good intentions of individual
organizations. Binding regulatory frameworks, mandatory pre-deployment evaluation, standardized
disclosure infrastructure, and international coordination are now necessary investments, not aspirational

future work.

For enterprise security leaders, the practical implication is immediate: threat models built on the assumption
that sophisticated multi-stage attacks require rare human expertise are no longer accurate. The
fundamentals of security hygiene—comprehensive patching, robust access control, continuous monitoring,
and rapid incident response—have always been necessary, but they have become urgent. As Al-augmented
adversaries leverage similar discovery capabilities, the window between vulnerability identification and
exploitation is likely narrowing. Organizations that maintain strong baseline security practices will be better
positioned to benefit from Al-enabled defensive tools while limiting their exposure as offensive Al

capabilities proliferate more broadly.

The governance of dual-use frontier Al security models is not a problem that can be solved by any single
actor. It requires Al developers, enterprise security organizations, governments, and international bodies to
develop new institutional infrastructure together. Project Glasswing has demonstrated, at scale, why that

work is now urgent.
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