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Executive Summary

On May 1, 2026, six national cybersecurity agencies of five allied nations — the United States Cybersecurity
and Infrastructure Security Agency (CISA) and National Security Agency (NSA), the United Kingdom's
National Cyber Security Centre (NCSC-UK), Canada's Centre for Cyber Security, Australia's Australian
Signals Directorate Cyber Security Centre (ASD's ACSC), and New Zealand's National Cyber Security
Centre (NCSC-NZ) — jointly published "Careful Adoption of Agentic Al Services" [1][9][12]. The document
marks a significant moment in the governance of artificial intelligence: for the first time, national
cybersecurity agencies across the Five Eyes alliance have issued coordinated, authoritative advisory
guidance specifically addressing autonomous Al agents and the security risks they introduce into enterprise
and critical infrastructure environments. The guidance carries strong de facto weight given the institutional

standing of its co-authors, even as it remains advisory in character.

The guidance identifies five distinct categories of risk inherent to agentic Al deployment — privilege, design
and configuration, behavioral, structural, and accountability — and issues a set of controls and posture
requirements that, taken together, constitute a de facto international advisory baseline. The agencies are
unambiguous about the stakes. They write that "strong governance, explicit accountability, rigorous
monitoring and human oversight are not optional safeguards but essential prerequisites,” and that
organizations should "assume that agentic Al systems may behave unexpectedly and plan deployments

accordingly, prioritising resilience, reversibility and risk containment over efficiency gains" [1].

The enterprise urgency of this guidance is substantial. According to a 2026 survey by AGAT Software, a
vendor in the Al agent governance space, 82% of executives believe their existing policies protect against
unauthorized agent actions, while only 14.4% of organizations send agents to production with full security or
IT approval [2]. Evidence points to agentic systems operating in critical infrastructure environments
worldwide, many deployed more quickly than the security governance structures needed to contain their
risks [1]. This whitepaper translates the joint guidance into a concrete compliance baseline, maps its
requirements to CSA's MAESTRO threat modeling framework, Al Controls Matrix, and STAR for Al

assurance program, and provides a phased implementation roadmap that security teams can execute.
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Introduction and Background

The Emergence of Agentic Al

The shift from conversational Al assistants to autonomous Al agents represents a qualitative change in the
security posture of enterprise technology environments. Agentic Al systems are composed of one or more
large language model (LLM)-driven components that can reason about goals, formulate plans, call external
tools, read and write data, and execute multi-step tasks without human review at each stage [1]. A single
agentic workflow may traverse file systems, databases, APls, email clients, code repositories, and
downstream automation platforms — often within seconds, and often with credentials that were provisioned

for a human user or service account rather than for an autonomous process.

Enterprise agentic Al products shipped by hyperscalers and specialist vendors throughout 2025 brought
this capability into ordinary IT environments faster than many organizations' security programs adapted.
Coding agents, IT operations agents, security operations automation, procurement agents, and customer
service systems built on LLM orchestration frameworks such as LangChain, AutoGen, and custom multi-
agent pipelines became increasingly common in enterprise environments before many security teams had
conducted formal threat modeling of the underlying architecture. By late 2025 and early 2026, the attack
surface created by these deployments had grown sufficiently consequential that national security agencies

across the Five Eyes alliance moved to coordinate a joint response.

Why Five Eyes Guidance Carries Exceptional Weight

Joint guidance from the Five Eyes alliance carries a level of operational authority that transcends typical
industry advisory frameworks. These agencies protect national security infrastructure, advise critical
infrastructure operators, and in some jurisdictions hold regulatory standing that makes their guidance
directly actionable in procurement, audit, and due-diligence contexts. When CISA, NSA, NCSC-UK, the
Canadian Centre for Cyber Security, ASD's ACSC, and NCSC-NZ align on a risk taxonomy and a set of
technical requirements, that alignment signals both that the risks are real at the nation-state threat level and
that the controls described have been vetted against adversarial capability at that scale.

The document also arrives in a regulatory environment where Al governance requirements are rapidly
hardening. Multi-agent systems deployed in certain high-risk sectors may be classified as high-risk Al
systems under the EU Al Act, triggering compliance requirements including human oversight mechanisms,
audit trail maintenance, and technical documentation, with the main high-risk Al obligations entering full
application in August 2026 [3]. In this context, the Five Eyes guidance provides a practical technical
baseline that maps well to emerging regulatory requirements across jurisdictions, making it a natural
foundation for enterprise compliance programs that need to satisfy multiple regulatory obligations

simultaneously.
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Scope of the Guidance

"Careful Adoption of Agentic Al Services" is not a framework document in the traditional sense. It does not
establish numbered controls with mapping tables or certification criteria. Instead, it functions as
authoritative threat intelligence paired with operational guidance — a detailed explanation of how agentic Al
systems fail, illustrated with concrete attack scenarios, and accompanied by a structured set of
requirements that organizations should implement before and during deployment. The document identifies
more than 100 individual best practices spanning the full lifecycle of agentic Al adoption, organized across
five risk domains and three deployment phases [1][4]. This whitepaper synthesizes that content into an
enterprise compliance baseline and maps it to the CSA frameworks best positioned to carry it into

organizational security programs.

The Five Risk Domains

The joint guidance's most consequential analytical contribution is a taxonomy of five distinct risk categories
that characterize agentic Al systems. These categories are not simply a restatement of generic software
security risks. Each reflects properties that are unique to or substantially amplified by agentic architectures,

and each suggests a class of controls that differs from those applied to conventional software systems.

Privilege Risk

Conventional software vulnerabilities typically produce damage proportional to the access of the
compromised process. Agentic systems break this proportionality. A single Al agent authorized for a
narrowly defined task — patch deployment, for example — may be granted write access across broad system
surfaces to accomplish that task efficiently, particularly when agents are configured by developers
optimizing for capability rather than security. The guidance documents how such overprivileging means that
a single compromise, or even a single misdirected agent action, can cause damage far exceeding what any

conventional software bug would allow [1].

The privilege risk is compounded by what the agencies call permission escalation dynamics specific to multi-
agent architectures. When an orchestrator agent coordinates a network of sub-agents, the orchestrator's
permissions implicitly extend to anything a sub-agent can be directed to do. An attacker who compromises
a downstream sub-agent — or who crafts a prompt injection that manipulates the orchestrator — may inherit
access to all resources available to the orchestrator, not merely the sub-agent. The guidance illustrates this
with a supply chain scenario: a procurement agent with financial system access becomes a cascading risk
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when downstream agents implicitly trust its outputs, allowing an attacker who has compromised an
integrated tool to manipulate contracts and approve fraudulent financial transactions through a chain of
inherited trust [1].

The practical implication is that enterprise privilege provisioning for agentic Al must be fundamentally
different from provisioning for human users or traditional service accounts. Each agent requires scoped,
task-specific permissions that are separately defined, reqularly audited, and revoked when the agent's task

scope changes.

Design and Configuration Risk

The second risk domain addresses failures that arise before an agent ever executes a single action in
production. Agentic systems are architecturally complex, connecting foundation models to retrieval
systems, tool registries, memory stores, external APls, and other agents through a web of integrations that
each introduce potential attack surface. Hardcoded API keys, overly permissive integration scopes, default
credentials, misconfigured authentication in agent-to-agent channels, and insufficiently validated third-

party components are among the design and configuration failures the guidance enumerates [1].

The guidance emphasizes that "every individual component in an agentic Al system widens the attack
surface, exposing the system to additional avenues of exploitation” [1]. This structural reality means that
security review of an agentic system cannot be limited to reviewing the LLM integration or the orchestration
layer. It must encompass the full dependency graph: every external data source the agent will read, every
tool it will call, every downstream service it will write to, and every other agent it will coordinate with. For
many organizations, this represents a substantially more demanding pre-deployment security review than

they have historically applied to software systems with comparable access levels.

Behavioral Risk

Behavioral risk is the category most distinct to Al systems. Unlike conventional software, which executes
deterministic logic, LLM-driven agents reason through goals and select actions based on learned patterns
and in-context inference. This creates the possibility that an agent will pursue its assigned objective through
means its designers neither intended nor anticipated. The guidance warns that agents "can take actions
nobody anticipated,” including unexpected modifications to files, changes to access controls, and deletion
of audit trails — behaviors that emerge not from programming errors but from the agent's own goal-directed

reasoning [1].

Prompt injection is the behavioral risk vector that receives the most sustained attention in the guidance,
described as "the most persistent and difficult-to-fix threat" facing agentic systems [1]. The attack
mechanism is conceptually simple: an adversary embeds instructions in data that an agent will process — a

document, a web page, an email, a database record — that cause the agent to deviate from its intended
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behavior when it reads that data. What makes prompt injection particularly dangerous in agentic contexts is
that the agent may be processing large volumes of external content from many sources as part of legitimate
operation, and current language models cannot reliably distinguish between legitimate instructions from
their operators and malicious instructions embedded in untrusted data. A single successful prompt injection
in an agent with broad tool access can pivot from information exfiltration to arbitrary action execution within

the same workflow.

Structural Risk

Agentic deployments frequently involve networks of cooperating agents — an orchestrator that decomposes
complex goals and routes subtasks to specialized sub-agents, which may themselves coordinate further
downstream processes. This architecture enables sophisticated automation but creates structural risks that
have no direct analog in conventional software. When one agent in a pipeline is compromised, or when it
produces outputs that are erroneous, malicious, or subtly manipulated, the failure propagates downstream
through all agents that consume its outputs or accept its instructions.

The guidance describes this as a cascading failure dynamic: compromising one sub-agent can provide a
foothold to the orchestrator, which controls all dependent systems [1]. Structural risk means that the
security of a multi-agent deployment is not determined by the security of its strongest component, but by
the aggregate vulnerability of the entire pipeline. An agent that validates inputs carefully and operates with
minimal privilege remains at risk if another agent in its pipeline does not. Defense in depth in agentic
architectures must therefore be applied at every node in the pipeline, not only at the perimeter or at the

human-facing interface.

Accountability Risk

The final risk category addresses a governance challenge that becomes acute during incident response.
Agentic systems make decisions through complex sequences of model inference, tool calls, and inter-agent
communication that do not produce clean, human-readable audit trails without deliberate instrumentation.
When an agentic system produces an unexpected outcome — a misconfigured firewall rule, an unauthorized
data transfer, a corrupted record — reconstructing the chain of reasoning and actions that led to that

outcome can be operationally very difficult.

The agencies note that agentic Al systems' decision-making processes "resist inspection” and that "logs
prove difficult to parse" following incidents [1]. This creates a compounding problem: the same autonomy
that makes agentic systems valuable also makes them difficult to audit after the fact. Organizations that

deploy agentic systems without comprehensive, structured action logging from the outset risk finding
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themselves unable to satisfy regulatory audit requirements, unable to identify the root cause of security
incidents, and unable to demonstrate to stakeholders that their Al systems operated within intended

boundaries.

The Compliance Baseline: Core Technical Requirements

The joint guidance's recommendations cohere around four technical domains that collectively constitute the
minimum viable security posture for any enterprise agentic Al deployment. These requirements are not
novel controls invented for Al — they are established security principles extended and adapted to the

specific properties of agentic systems.

Identity and Authentication

The guidance's most specific technical requirement concerns identity management for Al agents. Each
agent must carry a verified, cryptographically secured identity that is distinct from the identity of the human
user or system account that initiated it [1]. This is a departure from common practice, where agents are
often deployed using API keys associated with a developer's account or a shared service account with broad
permissions. The agencies require short-lived credentials rather than persistent APl keys, encrypted
communications for all agent-to-agent and agent-to-service channels, and identity verification that does

not rely on ambient network trust.

The enterprise operational implication is that agentic Al systems must be brought within the scope of the
organization's identity and access management program as a distinct class of non-human identity.
Organizations that have invested heavily in securing human user accounts — multi-factor authentication,
privileged access workstations, just-in-time access provisioning — may not have extended equivalent rigor to
the service accounts and API credentials used by Al agents. The guidance treats this gap as a critical
deficiency. Extending IAM program scope to cover agent identities explicitly, with the same governance
rigor applied to privileged human accounts, is among the highest-priority compliance actions the guidance

implies.

Least-Privilege Access Enforcement

The guidance is unambiguous on the principle: no agent should be granted "broad or unrestricted access,
especially to sensitive data or critical systems" [1]. More specifically, the agencies require that access

permissions be scoped to the minimum necessary for the specific task the agent is performing, that
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permissions be revoked or reduced when the agent's task scope changes, and that agents not be granted
standing access to resources they may need only occasionally or contingently. The guidance recommends

quarterly permission reviews as a baseline governance cadence [1].

Implementing least-privilege access for agentic systems in practice requires a departure from the
convenience-driven approaches common in early enterprise Al deployments. Organizations that provisioned
initial Al agent integrations with broad permissions to enable rapid prototyping, with the intention of
tightening access once use cases stabilized, will find the guidance treats this approach as categorically
unacceptable in production environments. Permission scoping must be addressed before deployment, not
as a post-deployment hygiene task, because the window between initial deployment and privilege reduction

is precisely when adversaries can exploit excessive access through prompt injection or other attack vectors.

Human Oversight and Approval Gates

The guidance requires that high-impact actions — those that modify data persistently, execute irreversible
changes, or involve sensitive resources — require human approval rather than autonomous agent execution
[1]. Critically, the agencies specify that the determination of which actions qualify as high-impact should be
made by designers and security teams in advance, not delegated to the agent itself at runtime. This reflects
a core principle of the guidance's safety philosophy: agents should not be empowered to self-authorize

expansions of their own action scope, even in pursuit of legitimate goals.

The distinction between human-in-the-loop and human-on-the-loop oversight models is operationally
significant here. The guidance's requirement for approval on high-impact actions aligns with a human-in-
the-loop model for those specific action classes — the agent must pause and obtain explicit human
authorization before proceeding. Human-on-the-loop monitoring, where humans observe agent behavior in
real time with the ability to intervene, is appropriate for lower-impact actions but is insufficient for
irreversible or high-consequence operations. Organizations should classify their agents' action inventories

by consequence severity and design approval workflows accordingly.

The guidance also introduces the concept of a "fail-safe by default" posture: when an agent encounters
uncertainty about whether an action falls within its authorized scope, it should escalate to human review
rather than proceeding [1]. This posture prioritizes safety over efficiency, accepting that some legitimate
tasks may require human involvement in ambiguous cases rather than allowing agents to self-resolve

uncertainty in ways that could produce unauthorized or harmful outcomes.

Logging, Observability, and Behavioral Monitoring

The guidance requires comprehensive action logging that captures not merely failures and errors but the full
sequence of agent decisions, tool calls, data reads, and outputs across every workflow [1]. This requirement

is operationally significant because the default logging infrastructure of most enterprise systems was
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designed around human activity patterns — it captures access events, authentication events, and system
errors, but does not capture the granular decision sequence of an autonomous agent operating at machine

speed across many systems simultaneously.

Effective agentic Al observability requires instrumenting the agent at the tool call level, capturing inputs and
outputs for every external interaction, and forwarding that telemetry to a security information and event
management system capable of detecting behavioral anomalies at the required volume. The guidance also
calls for guardrail trigger alerts — notifications when an agent's behavior approaches or exceeds defined
constraints — and for rollback capabilities that allow an agent's actions to be reversed when an incident is
detected [1]. Rollback capability can be particularly demanding to implement for agents that interact with
systems not designed with reversal in mind — a common condition in legacy integration patterns — because

it requires that agent-initiated changes to external systems be structured in a way that supports reversal.

Implementation Roadmap

The joint guidance recommends an incremental deployment approach: begin with clearly defined low-risk,
non-sensitive use cases, assess continuously against evolving threat models, and expand the deployment
footprint only as the organization's security controls and governance practices have been validated at each
stage [1]. This section translates that guidance into a phased implementation roadmap structured around

the three horizons of enterprise security program management.

Immediate Actions: Establish the Foundation

The highest-priority near-term actions involve bringing existing agentic Al deployments into view and
assessing their current security posture against the guidance's baseline. Most organizations that have
deployed agentic systems did so before comprehensive security governance was in place, and many are
operating with incomplete visibility into what agents are running, what access they hold, and what they are
actually doing in production. Conducting a comprehensive inventory of all agentic Al deployments —
including informal or departmentally-driven deployments that may have bypassed central IT governance —
is the essential first step.

Concurrent with the inventory, organizations should audit the service accounts, API credentials, and IAM
identities associated with deployed agents and assess them against the least-privilege standard. Excessive
permissions should be remediated before any expansion of agent capabilities or deployment scope.
Organizations should also review their current logging infrastructure against the guidance's observability
requirements, identifying gaps in coverage at the tool call and agent decision level that would prevent

effective incident investigation.
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At the architectural level, teams should begin mapping their agent deployments to a formal threat model
that accounts for the five risk categories the guidance identifies. For organizations that have not yet
adopted a structured threat modeling framework for agentic Al, this is an appropriate moment to evaluate
available tools, as MAESTRO provides a seven-layer architecture directly applicable to the structural and
behavioral risk categories the guidance emphasizes.

Short-Term Mitigations: Close the Critical Gaps

Within a 90-day horizon, organizations should address the highest-consequence gaps identified through
the initial inventory and audit. The first priority is prompt injection defense, which the guidance identifies as
the most persistent and difficult-to-fix threat [1]. Layered defenses should include input validation and trust
classification for all external content before agents ingest it, architectural separation between the
instruction context and the data context in agent prompts, and behavioral monitoring configured to detect

patterns consistent with prompt injection attempts.

The second priority is establishing human approval workflows for high-impact agent actions. This requires
completing the action classification work described in the previous section and implementing approval
gates in orchestration logic. Organizations that have not already done so should formally extend their
incident response plans and playbooks to cover agentic Al scenarios, including tabletop exercises that test
response to prompt injection incidents, cascading agent failures, and unauthorized data access by Al
systems.

Identity management improvements for Al agents should be treated as a short-term priority rather than a
long-term strategic initiative. Replacing persistent API keys with short-lived, scoped credentials and
implementing cryptographic agent identity where the agent framework supports it are controls that can be

implemented incrementally without requiring architectural redesign of existing deployments.

Strategic Initiatives: Build Durable Governance

Over a six-to-eighteen month horizon, organizations should implement governance structures capable of
sustaining the compliance baseline as agentic Al deployment scales. The guidance's emphasis on treating
agentic Al as a known and catalogued risk class — not a special case handled on an ad-hoc basis — implies
that agentic Al governance must be integrated into existing security program structures rather than
managed as a parallel program.

Practically, this means extending security policy frameworks to include agentic Al-specific provisions,
integrating agentic Al into the organization's risk register with formal risk ownership and review cadences,
and incorporating agentic Al threat scenarios into annual security assessments and penetration testing

programs. Organizations should also engage with third-party Al service providers using the guidance's risk
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framework — vendor assessments, contract terms, and due diligence processes for Al-enabled services
should incorporate questions about agent identity management, access scoping, human oversight design,

and audit trail completeness.

The guidance notes explicitly that existing security frameworks do not fully cover agentic Al risks and calls
for continued research and collaboration between organizations and standards bodies [1]. Organizations
should participate in and monitor the evolution of CSA's MAESTRO framework [10], the AICM, and the
STAR for Al program, as well as CSA's ongoing initiatives to secure the agentic control plane [11][13]. These

frameworks will increasingly operationalize the guidance's requirements in auditable, certifiable form.

Mapping to CSA Frameworks

MAESTRO: Threat Modeling for Agentic Architecture

CSA's MAESTRO (Multi-Agent Environment, Security, Threat, Risk, and Outcome) framework, introduced in
February 2025, provides the most directly applicable threat modeling architecture for operationalizing the
Five Eyes guidance [5]. MAESTRO organizes agentic Al risk across seven interdependent layers: Layer 1
(Foundation Models), Layer 2 (Data Operations), Layer 3 (Agent Frameworks), Layer 4 (Deployment and
Infrastructure), Layer 5 (Evaluation and Observability), Layer 6 (Security and Compliance), and Layer 7
(Agent Ecosystem) [5]. This layered decomposition maps directly onto the guidance's risk taxonomy in

several important ways.

The privilege and behavioral risk categories identified in the guidance primarily manifest in Layers 3, 7, and
the cross-layer interactions MAESTRO analyzes between them. Layer 3 agent framework vulnerabilities —
backdoors in development toolkits, supply chain attacks in dependency chains — can deliver behavioral
compromise. Layer 7 ecosystem risks — compromised registries, agent impersonation, goal manipulation —
translate directly to the privilege escalation scenarios the guidance documents. MAESTRO's cross-layer
threat analysis, which explicitly addresses how attacks beginning at Layer 1 cascade through to Layer 4 and

beyond, provides the analytical lens needed to assess structural risk as the guidance defines it.

MAESTRO's six-step implementation methodology — system decomposition, layer-specific threat modeling,
cross-layer threat identification, risk assessment, mitigation planning, and implementation with continuous
monitoring — aligns with the guidance's prescriptive deployment sequence: threat model before
deployment, deploy incrementally, assess continuously against evolving threat models [5][10]. MAESTRO's
seven-layer architecture and cross-layer threat analysis provide analytical depth specifically suited to the
risk properties of agentic architectures. Organizations evaluating threat modeling options for agentic
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deployments will find that while NIST Al RMF 1.0, MITRE ATLAS, and ISO 42001 address overlapping Al
security territory, MAESTRO's agentic-specific decomposition and six-step methodology align more directly

with the lifecycle and structural risks the Five Eyes guidance identifies.

Al Controls Matrix: A Vendor-Neutral Control Framework

CSA's Al Controls Matrix (AICM) provides the control framework layer that sits between the Five Eyes
guidance's risk taxonomy and the specific technical configurations that enterprise security programs must
implement [6][14]. The AICM contains 243 control objectives distributed across 18 security domains,
mapping to leading standards including ISO 42001, ISO 27001, and the NIST Al RMF 1.0 [6]. For
organizations managing compliance across multiple frameworks simultaneously, the AICM provides a single-

source control set that satisfies requirements from multiple regulatory and standards bodies.

The AICM's Orchestrated Service Provider (OSP) role definition is particularly relevant to the Five Eyes
guidance's focus. The AICM recognizes that enterprise Al deployments typically involve a layer of
orchestration and integration that sits between foundation model providers and end-application providers,
and it defines control responsibilities specifically for organizations operating at that layer [6]. This is
precisely the layer that carries the greatest accountability risk under the Five Eyes guidance — the
orchestration layer determines how agents are credentialed, what tools they can access, what human
oversight mechanisms are in place, and what audit telemetry is captured. AICM controls in the Identity and
Access Management domain, the Model Security domain, the Supply Chain Management domain, and the
Transparency and Accountability domain collectively address the core technical requirements the guidance

establishes.

Organizations should use the AICM's Consensus Assessment Initiative Questionnaire for Al (Al CAIQ) as a
self-assessment instrument to measure their current compliance posture against the guidance's
requirements. The Al CAIQ provides a structured questionnaire format that can support both internal
baseline assessment and third-party evaluation of Al service providers, making it operationally useful both

for measuring internal compliance and for exercising vendor governance.

STAR for Al: The Assurance Path

CSA's STAR for Al program extends the globally recognized Security, Trust, Assurance and Risk program to
Al systems, providing a structured assurance path from self-assessment through third-party-validated
certification [7]. For organizations seeking to demonstrate compliance with the Five Eyes guidance to
regulators, auditors, customers, or partners, the STAR for Al program provides the audit-ready evidence

framework needed to make that demonstration credible and repeatable.
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STAR for Al Level 1 self-assessment, already available through the CSA registry [7], enables organizations to
document their Al security controls in a standardized format that aligns with AICM domains and maps to ISO
42001 requirements. Companies like Zendesk have already demonstrated that achieving STAR Al Level 1and
Level 2 certification is operationally achievable for enterprise Al providers [8]. For organizations that deploy
agentic Al systems as a product or service, achieving STAR Al certification provides market differentiation
while also establishing the governance infrastructure necessary for ongoing compliance as the regulatory

environment tightens.

Zero Trust Architecture

The Five Eyes guidance consistently frames its requirements as extensions of zero trust architecture rather
than alternatives to it [1]. This framing is operationally important because it means organizations that have
already invested in zero trust program development can extend those programs to cover agentic Al rather
than building parallel governance structures. The zero trust principles of never-trust-always-verify, explicit
verification, least-privilege access, and assume-breach apply to agentic Al deployments, though their

implementation requires adaptation to autonomous, non-human actors operating at machine speed.

CSA's Zero Trust Guidance for Achieving Operational Resilience and its extensive Zero Trust research
catalog provide the reference architecture for implementing these principles in enterprise environments.
The specific challenge posed by agentic Al is extending zero trust's identity-verification and access-control
mechanisms to non-human identities that operate autonomously, at machine speed, and potentially across
hundreds of external integrations. The Five Eyes guidance's identity management requirements —
cryptographic agent identity, short-lived credentials, encrypted inter-agent communication — are precisely
the technical instantiations of zero trust principles needed for agentic deployments [1].

The Governance Imperative

Beyond the technical controls, the joint guidance issues a governance mandate that deserves separate
emphasis. The agencies describe governance, accountability, and human oversight not as optional
enhancements to technically sound agentic deployments, but as essential prerequisites — requirements that
must be in place before agentic systems are trusted with consequential tasks. This framing has direct
implications for how organizations structure the relationship between their Al teams and their security and

risk management functions.

At the most immediate level, governance of agentic Al requires clear ownership. Every deployed agent
should have a named human owner with accountability for its security posture, its access provisioning, and
its operational outcomes. This may seem obvious, but many early enterprise agentic deployments were
initiated by data science or product teams operating outside the governance structures that cover
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conventional software systems. The guidance's accountability risk category — the difficulty of reconstructing
agent decision-making after incidents — is partly a technical problem addressable through logging
infrastructure, but it is also a governance problem: without clear ownership, there is no one accountable for

ensuring the logging infrastructure exists and is reviewed.

The guidance also implies that agentic Al deployment decisions should involve security teams from the
design stage rather than as a late-stage review function. The design and configuration risk category
documents how security gaps are established before deployment and become much more expensive to
remediate after production rollout. Bringing security architecture review into the agentic Al development
lifecycle at the same stage it applies to other software systems — requirements definition, architectural
design, pre-production testing — is a structural governance change that requires organizational policy

support, not just security team capability.

Finally, the guidance's call for organizations to "begin with agentic Al use cases that are low-risk and non-
sensitive" [1] implies a deployment governance process with formal risk classification and approval
thresholds. Organizations should establish a risk classification framework for proposed agentic Al
deployments — assessing the sensitivity of data the agent will access, the irreversibility of the actions it will
take, the breadth of systems it will touch, and the clarity of human oversight mechanisms — and require
corresponding governance approvals proportional to that risk classification. High-risk agentic deployments

should require CISO-level or equivalent approval, not merely department-level sign-off.

Conclusions and Recommendations

The Five Eyes "Careful Adoption of Agentic Al Services" guidance establishes a de facto international
advisory baseline for enterprise agentic Al security. Its authority derives not only from the standing of its co-
authors but from the specificity and operational credibility of its analysis: the risk taxonomy aligns with
documented attack patterns against agentic systems, the technical requirements map to established
security controls, and the phased deployment approach is consistent with how security programs have

historically managed novel technology risk.

For security teams, the guidance's core message is both reassuring and demanding. It is reassuring because
it affirms that agentic Al security does not require an entirely new discipline — existing zero trust
architecture, least-privilege access controls, defense-in-depth practices, and identity and access
management programs provide the foundation. It is demanding because it requires extending those
programs to a new class of autonomous, non-human actors operating at a speed and scale that

conventional security monitoring and governance processes were not designed to handle.
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Priority Recommendations
Organizations should treat the following as the highest-priority compliance actions under the guidance:

Inventory all agentic Al deployments immediately, including informal or departmentally-driven deployments
that may have bypassed central governance. An organization cannot manage risks it cannot see, and many

enterprises currently lack comprehensive visibility into their agentic Al attack surface.

Conduct a privilege audit of all Al agent service accounts and API credentials against the guidance's least-
privilege standard. Excessive permissions represent the single fastest path from a prompt injection or supply
chain compromise to a significant security incident, and remediation should not wait for other governance

infrastructure to be established.

Implement cryptographic agent identity and short-lived credentials for all production agentic deployments.
Replacing persistent APl keys with scoped, short-lived credentials is one of the highest-leverage technical
controls the guidance recommends, and it is achievable in most enterprise environments without

architectural redesign.

Adopt a structured threat modeling framework for all current and planned agentic Al deployments. CSA's
MAESTRO provides layer-specific and cross-layer analytical structure well-suited to identifying the
privilege, behavioral, and structural risks the guidance documents; its six-step methodology can be

integrated into standard secure development lifecycle processes without requiring new tooling.

Use the AICM Al CAIQ to assess current compliance posture and to govern third-party Al service providers.
The AICM provides the control-mapping infrastructure that connects the guidance's requirements to

auditable, standardized compliance evidence.

Begin the STAR for Al self-assessment process. Even for organizations that are not immediately seeking
external certification, completing the self-assessment builds the documentation and internal process
discipline necessary for the more demanding compliance environment that EU Al Act enforcement and

evolving national regulatory requirements will produce.

The guidance closes with an acknowledgment that security practices, evaluation methods, and standards for
agentic Al are still maturing, and it calls for continued research and collaboration [1]. This is not a hedge on
the guidance's authority — it is an accurate characterization of the state of the field, and it underscores why
the frameworks CSA has developed are consequential. MAESTRO, the AICM, and STAR for Al provide
purpose-built tools for translating the guidance's requirements into enterprise practice, complementing
broader frameworks such as NIST Al RMF and ISO 42001 with agentic-specific analytical depth. The Five
Eyes agencies have defined the compliance baseline; the work of translating it into organizational security

programs has already begun.
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