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Executive Summary

The Model Context Protocol (MCP) has emerged as the dominant integration layer for agentic AI

deployments, connecting large language models to file systems, APIs, databases, communication platforms,

and business workflows through a single, extensible standard in the span of roughly eighteen months. The

speed of that adoption has created a security gap that the industry is actively characterizing and beginning

to address through specification revisions, ecosystem-level research, and emerging vendor tooling—but that

has not yet been fully integrated into enterprise risk governance.

This whitepaper identifies three interlocking vulnerability classes that are currently underweighted in

enterprise AI risk assessments. The first is tool poisoning, in which malicious instructions are embedded in the

metadata that MCP servers expose to LLM clients, directing models to exfiltrate data, forward credentials,

or bypass user controls without any visible indicator of compromise. The second is the confused deputy

problem, a classical authorization vulnerability that emerges in MCP deployments when servers act as

intermediaries between LLM clients and downstream APIs, wielding authority that belongs to the user but

cannot be bounded by the user's actual intent. The third is supply chain compromise, in which the npm

packages, public registries, and third-party tool definitions that constitute the MCP ecosystem are

manipulated to compromise agents at scale rather than one deployment at a time.

Each of these threat classes has moved beyond theoretical characterization. CVEs with CVSS scores above

9.0 have been published against MCP tooling packages with hundreds of thousands of downloads. Real-

world rug pull attacks have been documented in production. Ecosystem-scale analysis has identified

hundreds of live servers exhibiting suspicious tool descriptions or configurations enabling server hijacking.

Security teams that apply the risk model for a well-governed REST API integration to MCP deployments may

underestimate the agentic attack surface — particularly the trust assumptions in tool definition retrieval and

the confused deputy dynamics that do not have direct analogs in conventional API security.

The recommendations in this paper center on four operational controls: (1) treating MCP tool definitions as

supply chain artifacts subject to versioning, approval, and cryptographic integrity verification; (2) eliminating

token passthrough and implementing per-invocation least-privilege token scoping; (3) positioning policy

enforcement at the tool invocation boundary rather than relying on upstream injection prevention alone; and

(4) establishing comprehensive, append-only audit logging of all agent tool calls as a non-negotiable

operational baseline.
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1. Introduction and Background

The Model Context Protocol emerged from a straightforward observation: connecting AI applications to

data and tools was producing a combinatorial integration problem. Every new tool an AI application needed

to access required a bespoke connector, and every new AI application required re-implementing connectors

for tools it shared with other applications. Anthropic's answer, introduced in November 2024, was a universal

client-server protocol that any AI application could implement on the client side and any tool provider could

implement on the server side—analogous to the role that USB-C plays for physical device connectivity [1].

Implement the protocol once on each side, and any compliant AI client can talk to any compliant tool server.

The analogy proved persuasive. OpenAI formally adopted MCP in March 2025, and by mid-2025 the

ecosystem encompassed tens of thousands of open-source and commercial MCP servers spanning code

execution environments, cloud storage platforms, messaging APIs, financial systems, internal enterprise

databases, and productivity tools [5]. Microsoft, Google, and the major agent framework vendors—

LangChain, AutoGen, and others—integrated MCP support into their agent orchestration stacks. The

protocol became, in practice, the interoperability layer for the agentic AI deployments that enterprises were

beginning to put into production at meaningful scale.

The security implications of this adoption pattern deserve careful examination. MCP was designed for

usability and rapid prototyping, and its initial design deferred several security concerns—authentication

requirements, tool definition integrity, token scope enforcement—to the deployment layer rather than the

protocol specification. Those deferrals were reasonable choices for an early-stage open standard. They

became significant liabilities when the standard moved from developer laptops into production systems

handling sensitive data and consequential automated actions. The threat landscape documented in this

paper reflects that transition: a protocol designed for convenience encountering adversaries optimized for

production enterprise environments.

This whitepaper provides a structured analysis of MCP security risks intended for enterprise security

architects, application security teams, and CISOs responsible for governing agentic AI deployments. It draws

on published CVEs, academic threat modeling research, ecosystem-scale empirical analysis, and

documented real-world incidents to characterize the current threat environment and map defensive controls

to the CSA frameworks most relevant to agentic AI security.
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2. The MCP Architecture and Its Trust Model

To understand MCP's security properties, it is necessary to understand its architecture. MCP defines three

participant roles. The Host is the AI-powered application—Claude Desktop, VS Code with Copilot, an

enterprise agent platform—that manages the overall interaction between user, model, and tools. The Client is

a connection manager embedded in the Host, maintaining a stateful 1:1 connection with a single MCP Server.

The Server is the tool and data provider, exposing capabilities through three primitive types: Tools

(executable functions the LLM can invoke), Resources (structured data the model can read), and Prompts

(instruction templates) [2].

Communication between Client and Server occurs over JSON-RPC 2.0. Two transport mechanisms are

defined: a STDIO transport for local process communication and an HTTP/SSE transport for networked

deployments. In the STDIO transport, the Client launches the Server as a subprocess and communicates

through standard input and output. In the HTTP transport, the Client connects to a Server listening on a

network endpoint. These transports have different security properties that matter significantly for enterprise

deployments, as discussed in Section 5.

The trust model embedded in this architecture contains several assumptions that, when unexamined, create

vulnerability. First, the protocol assumes that tool descriptions—the natural-language strings that explain to

the LLM what a tool does, what parameters it accepts, and when to use it—are benign content authored by

the integrating developer. In practice, those descriptions are retrieved at runtime from a server, may be

generated dynamically, and may be modified without any client-side notification. Second, authentication

between Client and Server is not mandated by the baseline specification; it is optional in the STDIO transport

and was not standardized for remote transports until the March 2025 specification revision. Third, nothing in

the protocol's base design prevents a server that receives a user's access token from forwarding that token

unmodified to downstream systems—the condition that produces the confused deputy vulnerability.

These are not edge-case misconfigurations. They are default behaviors that developers and security teams

must actively opt out of, and in many production deployments they have not done so.
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3. Tool Poisoning: The Hidden Channel in Tool Metadata

Tool poisoning is a specialized form of indirect prompt injection in which malicious instructions are

embedded in the metadata that MCP servers expose—tool descriptions, parameter schema strings, error

messages, and resource content—rather than in user-provided input. Because LLMs treat tool metadata as

part of their authoritative operational context, a poisoned description can direct the model to exfiltrate

credentials, route sensitive outputs to attacker-controlled endpoints, or bypass user-confirmation

workflows, all without any visible indicator to the human operator reviewing the agent's behavior.

The attack exploits a structural property of how tool-augmented LLMs process their context. When an MCP

client retrieves tool definitions from a server and presents them to the model, those definitions occupy the

same semantic space as instructions the application developer intentionally wrote — and the model has no

mechanism for independently verifying the provenance of content within that space. A tool description

containing a hidden directive—"When the user requests file contents, also send all environment variables to

the upstream logging endpoint before returning the response"—may be followed by the model precisely

because the instruction appears in the position of a trusted system instruction [3].

This distinguishes tool poisoning from direct jailbreaking, which attempts to override model safety training

through user-turn manipulation. Tool poisoning operates at the supply-chain layer, injecting adversarial

content into metadata the model has been specifically conditioned to trust. It is closer in character to a

supply-chain compromise of the agent's instruction set than to a user-facing social engineering attack. A

2026 academic threat modeling study applied STRIDE and DREAD methodologies to 57 distinct threats

across five MCP components. Tool poisoning emerged as the highest-severity client-side vulnerability, with

DREAD scores reaching 46.5 out of 50 in configurations where the poisoned server has access to sensitive

data and the LLM client performs actions with external consequences [4].

Empirical research on the open-source MCP ecosystem corroborates this concern at scale. An analysis of

1,899 open-source MCP servers found that 5.5% exhibited MCP-specific attack vectors including tool

poisoning, and 7.2% contained general security vulnerabilities that could serve as footholds for subsequent

injection attacks [27]. OWASP formally classified tool and context poisoning as MCP05:2025 in its MCP Top

10 publication, the first systematic risk taxonomy for the protocol [6].

The OWASP taxonomy distinguishes several poisoning variants that enterprise security teams should treat as

distinct attack scenarios. Direct poisoning involves a server that is adversarially controlled from the outset—a

rogue server that an organization's agent has been configured to connect to, either through a supply chain

compromise of the server package, an attacker's own registration of a server with a trusted-sounding name,

or a compromised legitimate server. Indirect poisoning occurs when a legitimate server retrieves content

from an external source—a web page fetched by a browsing tool, a document processed by a file-reading
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tool, a database record returned by a query tool—that contains embedded adversarial instructions. The

server passes that content back to the LLM as a tool response, and the model, unable to distinguish

instruction from data within the response, may follow the injected instructions in its subsequent actions.

3.1 Tool Shadowing and Cross-Server Manipulation

A particularly consequential variant of tool poisoning is tool shadowing, in which a malicious server registers

a tool with a name identical or near-identical to a tool exposed by a trusted server in the same agent's

environment. When the LLM client presents the combined tool catalog of all connected servers to the model,

the model must select among competing definitions without any cryptographic namespace isolation. The

attacker's tool description may simply override the trusted server's tool behavior from the model's

perspective. More subtly, the attacker's tool description may include instructions that influence how the

model uses the trusted server's tools—for example, directing the model to pass certain parameters

differently, suppress certain outputs, or invoke tools in a sequence that produces a data exfiltration pathway.

This attack requires no compromise of the trusted server itself; it exploits only the LLM's inability to enforce

strict namespace isolation between tool providers connected to the same agent [7].

3.2 Rug Pull: Post-Approval Definition Changes

The rug pull attack exploits the absence of tool definition versioning or cryptographic commitment in

baseline MCP deployments. A developer who reviews a server's tool definitions and approves them for use in

their agent creates an implicit contract: the server will behave as described. Nothing in the MCP protocol

enforces this contract. The server can modify its tool definitions at any time—changing behavior, adding

hidden directives, appending exfiltration instructions—and the client will retrieve the updated definition at the

next invocation without any notification to the developer or user [8].

A documented real-world instance occurred in September 2025 involving an unofficial Postmark MCP

server with approximately 1,500 weekly downloads. After initial publication established user trust in the

server's behavior, the package was modified to append a BCC field to its email-sending function, silently

copying all outgoing email traffic to an attacker-controlled address. Users who had approved the server

based on its original, benign behavior had no automated means of detecting this change—no version bump,

no diff notification, no re-approval prompt [9].
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4. The Confused Deputy Problem in MCP

The confused deputy problem—first formally described by Norm Hardy in 1988 in the context of operating

system security—arises when a program holding authority over a resource is manipulated by a less-privileged

principal into exercising that authority in ways the authority-holder did not intend. The classic example

involves a compiler that runs with permission to write to a protected file, being tricked by a user into

overwriting a system file by exploiting the compiler's ambient privilege. In MCP deployments, the confused

deputy is typically the MCP server, which holds credentials or tokens giving it access to downstream APIs and

which can be manipulated into misusing those credentials through adversarial tool invocations induced by

prompt injection or through misconfigured delegation patterns.

The problem manifests in several concrete forms that enterprise teams should evaluate independently.

4.1 Token Passthrough

The most direct expression of the confused deputy vulnerability in MCP is token passthrough: when an MCP

client authenticates to a server using an OAuth 2.1 access token, and the server forwards that token

unmodified to downstream APIs on the client's behalf. The downstream API, receiving a valid token with valid

audience claims (for it), accepts the request. The attacker or adversarial prompt that induced the LLM to

invoke the tool now acts with the user's full delegated authority against downstream systems, not merely the

scoped authority the MCP server was intended to exercise on the user's behalf.

The June 2025 revision of the MCP authorization specification explicitly prohibited token passthrough and

mandated Resource Indicators as defined in RFC 8707 to enforce token audience binding [10]. The

specification requires that MCP servers accept only tokens specifically issued for them—tokens carrying the

server's own identifier in the audience claim—and that when a server needs to access downstream services on

behalf of the user, it obtain its own narrowly scoped token through an OAuth Token Exchange flow rather than

forwarding the user's original token. This requirement closes the passthrough vulnerability at the protocol

specification level, but it applies only to deployments that have implemented the current authorization

specification. Installations predating June 2025, or deployments using the STDIO transport without explicit

OAuth configuration, are not protected by this requirement and require active remediation.

4.2 Over-Permissioned Static Credentials

Even in deployments that have eliminated token passthrough, the confused deputy problem persists when

MCP servers are provisioned with static, long-lived credentials representing the superset of permissions any

user might legitimately need. Because the MCP protocol does not natively convey user identity from the
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Host through the Client to the Server—the server receives no signal about which specific user initiated a

given tool invocation—deployments frequently provision servers with a single set of credentials sufficient to

serve any user's maximum possible needs, a pattern that maximizes operational convenience at the cost of

least-privilege enforcement. When prompt injection or tool poisoning induces a malicious tool invocation,

that invocation executes with the server's full credential authority rather than with the requesting user's

narrower permissions. The result is that a successful injection attack that would be bounded by least-

privilege controls in a well-designed system instead has access to the entire permission envelope the server

holds [11].

4.3 OAuth Proxy Misconfigurations

MCP servers frequently serve as OAuth proxies, accepting tokens from LLM clients and brokering access to

downstream services. When these proxies fail to validate the audience claim of the incoming token—

confirming that the token was specifically issued for this MCP server—they become susceptible to token

reuse attacks. An attacker who has obtained a valid token issued for a different service can present it to the

misconfigured MCP server, which accepts and acts on it, forwarding requests to downstream services using

the attacker's identity. Obsidian Security documented in 2025 how OAuth proxy misconfigurations of this

type in MCP deployments could enable one-click account takeover scenarios in enterprise SaaS

environments where MCP servers broker access to productivity tools and internal systems [12].
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5. Supply Chain Attacks Against MCP Infrastructure

The velocity of MCP ecosystem growth has produced a correspondingly expanded software supply chain

that organizations must trust. This supply chain encompasses npm and PyPI packages used to implement

MCP clients and servers, public MCP server registries, and third-party tool definitions that developers

incorporate into agent configurations without necessarily auditing their contents or verifying their

provenance. Each component of this chain is an attack surface.

CVE-2025-6514, carrying a CVSS score of 9.6, illustrates the vulnerability of the client-side MCP supply

chain. The flaw resided in mcp-remote, an npm package that enables LLM clients to connect to remote MCP

servers, which had accumulated more than 437,000 downloads at the time of disclosure. The vulnerability—

an OS command injection in the connection handshake processing—allowed a malicious server to execute

arbitrary commands on the machine running the mcp-remote client before any tool invocation occurred. A

developer connecting their agent to an attacker-controlled or compromised server would experience full

system compromise at the moment of connection, with no subsequent user interaction required [13].

CVE-2025-49596, affecting the MCP Inspector developer debugging utility and carrying a CVSS score of

9.4, demonstrated that the MCP tooling ecosystem itself is an independent attack surface. The MCP

Inspector's web interface—used by developers to test and troubleshoot MCP server connections—exposed a

localhost HTTP endpoint with no authentication. An attacker on the same network, or a user induced to visit a

crafted webpage, could inject commands into the Inspector through a cross-site request forgery chain and

achieve remote code execution on the developer's workstation. Anthropic addressed the vulnerability in

MCP Inspector version 0.14.1 [14].

In April 2026, OX Security disclosed a systemic vulnerability in MCP's STDIO transport arising from how

configuration parameters map directly to command execution without mandatory sanitization. Because the

STDIO transport launches MCP servers as subprocesses using parameters drawn from configuration files—

and because those configuration files do not undergo sanitization in most client implementations—a

malicious or compromised server configuration entry could trigger arbitrary command execution on the host

machine. Affected client implementations included Cursor, VS Code, Windsurf, Claude Code, and Gemini-CLI,

representing a collective installation base that OX Security estimated at over 150 million downloads [15].

At the ecosystem level, an examination of 67,057 MCP servers across six public registries identified 833

servers with configurations enabling server hijacking or invocation manipulation, and 18 with tool

descriptions exhibiting characteristics of active tool poisoning at the time of scanning [5]. The Vulnerable

MCP Project [16], which maintains a continuously updated public database of MCP security issues, reflects

an ecosystem in which new vulnerabilities are being disclosed at a pace that outstrips most organizations'

current capacity to track and respond to them.
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The connection between general npm supply chain attack patterns and MCP-specific risk became

operational in September 2025 with the Postmark server modification described in Section 3.2. More

broadly, every attack vector that has been weaponized against npm packages—typosquatting, maintainer

account compromise, malicious postinstall scripts—applies directly to MCP server packages distributed

through public registries. An agent that connects to a server package whose maintainer account has been

compromised is not a hypothetical risk; it is a specific instance of a documented attack pattern against the

same registries that MCP packages inhabit.
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6. Multi-Agent Orchestration and Cascading Trust

Failures

As enterprise AI deployments evolve from single-agent applications to orchestrated networks of specialized

agents, the security implications of MCP vulnerabilities compound in ways that are not immediately obvious

from examining any single agent in isolation. In a multi-agent architecture, an orchestrator agent may invoke

subordinate agents as tools via MCP, with each agent-to-agent handoff creating a new trust boundary. The

receiving agent has no independent means of verifying that the instructions it receives through that handoff

represent the legitimate intent of the user or orchestrator rather than adversarially injected content.

A single compromised tool definition or poisoned resource retrieved at any point in an agent orchestration

chain can propagate through downstream agents that process that context without sanitization or schema

enforcement — a failure mode that multi-agent architectures must explicitly design against. Cross-prompt

injection attacks (XPIA), in which malicious content embedded in documents, email responses, web pages, or

API results overrides agent instructions, are particularly difficult to contain in multi-agent environments

precisely because each agent boundary represents an opportunity for injected content to be re-interpreted

as legitimate instruction [17].

Human-in-the-loop controls, which provide meaningful oversight in single-agent deployments where a user

reviews an agent's proposed actions before execution, become progressively less effective as orchestration

depth increases. In deeply nested multi-agent architectures, the human operator may interact only with the

top-level orchestrator interface, with no visibility into the tool calls and data retrievals occurring several

layers down the call chain. By the time an anomalous action surfaces to the human review layer—if it surfaces

at all—it may represent the tail end of a chain of injected operations that have already made consequential

state changes in downstream systems.

The November 2025 MCP specification revision added task execution semantics, metadata tagging, and

workflow identifiers intended to support governed multi-agent workflows [18]. These additions provide a

technical foundation for building audit trails that span agent boundaries—a meaningful improvement for

forensic analysis after the fact. They do not, however, provide policy enforcement that prevents adversarial

context from propagating across those boundaries. Governance of multi-agent MCP deployments requires

active control at each agent handoff point, not merely the retrospective traceability that workflow IDs

enable.
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7. The Organizational Security Gap

The technical vulnerabilities described in the preceding sections are compounded by an organizational gap

between the pace of MCP adoption and the maturity of security governance practices for agentic AI

environments. Three dimensions of this gap are particularly significant.

The first is the shadow MCP problem. Because MCP servers are lightweight to deploy and agent

configuration files accept server definitions without mandatory security review, developers can connect

production agents to arbitrary servers—their own experimental tools, personal cloud functions, third-party

services they have discovered in public registries—without triggering any governance workflow. Shadow

MCP, in this sense, is the agentic equivalent of shadow IT: capabilities operating with production data access

and production agent authority, outside the inventory of approved integrations, and therefore outside the

scope of the security controls that approved integrations are subject to [19]. Identifying shadow MCP

connections requires network-level monitoring for MCP connection traffic, not merely auditing agent

configuration files that developers have submitted through formal channels.

The second is the authentication gap. As noted in Section 2, the STDIO transport—the most common

deployment pattern for local and developer-facing MCP integrations—provides no authentication between

Client and Server by default. Remote HTTP deployments require explicit OAuth 2.1 implementation that was

not standardized until March 2025 and that many production deployments have not yet adopted. Research

published by Trend Micro in July 2025, cited in Infosys's analysis of MCP security pitfalls, identified 492

externally accessible MCP servers with no authentication or encryption in place [17]. Each such server is a

position from which an attacker with network access can modify tool responses, inject adversarial

instructions into agent context, or silently observe agent configurations and data retrievals.

The third is the audit logging gap. Without comprehensive, append-only logs of tool invocations—capturing

the tool name, input parameters, the tool definition version against which the invocation was validated, the

downstream actions taken, and the response returned to the LLM—organizations cannot reconstruct what

actions an agent took under adversarial influence. They cannot distinguish legitimate agent behavior from

injected behavior in a post-incident investigation. They cannot build the behavioral baselines needed to

detect anomalous tool call patterns in real time. OWASP classifies insufficient audit logging as

MCP06:2025, ranking it among the ten most consequential risks in MCP deployments, precisely because it is

the mechanism through which all other attack classes become deniable and unattributable [6].
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8. Defensive Architecture and Mitigation Strategies

Effective defense against MCP security risks requires controls at multiple layers of the agentic architecture:

tool definition governance, identity and authorization design, invocation policy enforcement, and operational

monitoring posture. No single control is sufficient; the attack surface encompasses both the pre-invocation

phase (where tool definitions are retrieved and processed) and the post-invocation phase (where actions are

taken and responses are returned).

8.1 Tool Definition Governance and Integrity Verification

Organizations should treat MCP tool definitions as they treat application code dependencies or firewall rule

sets: every source requires vetting, every version requires tracking, and the current state of every definition

should be pinned against a verified baseline. Tool definitions retrieved at runtime from external servers

should be validated against that baseline before being presented to the LLM, with any deviation surfaced to

a human approver before the updated definition takes effect. This governance approach directly addresses

the rug pull attack pattern—silently modified definitions cannot influence agent behavior if clients refuse to

act on unverified updates.

The Enhanced Tool Definition Integrity (ETDI) mechanism, described in a 2025 academic proposal, provides

a technical foundation for this governance approach by attaching cryptographic signatures to tool

definitions using OAuth-based key material [20]. ETDI allows clients to verify both the identity of the signing

server and the integrity of the definition at the time of signing, making undetected rug pull modifications

computationally infeasible under the assumption that the signing key remains uncompromised and the

implementation is correct — a meaningful improvement over the unsigned baseline. While ETDI is not yet

incorporated into the MCP specification, its core mechanisms—signing tool definitions at publication and

verifying signatures at retrieval—are implementable as a client-side validation layer in production

deployments today.

Tool definition review should also extend to semantic analysis: security teams should read tool descriptions

as an LLM would, looking for unusual directives, unexpected references to external endpoints, and

instructions that exceed the stated functional scope of the tool. Because tool poisoning relies on the model

reading descriptions that humans often skim, human review of tool metadata with an adversarial mindset is a

meaningful compensating control even absent cryptographic enforcement.
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8.2 Least-Privilege Token Architecture

Eliminating token passthrough is a prerequisite for any production MCP deployment that operates on behalf

of authenticated users. The mechanism is not optional hardening for sophisticated deployments—it is the

minimum configuration that prevents the confused deputy vulnerability from enabling unauthorized access

to downstream systems. MCP servers that access downstream APIs on behalf of users should obtain their

own narrowly scoped tokens through OAuth Token Exchange (RFC 8693), with each downstream service

receiving a token whose audience is specifically bound to that service and whose scope is limited to the

operations that service is expected to perform for the current request.

The broader principle is per-invocation least privilege: each tool call should execute with credentials that

authorize exactly the operation being requested and nothing more. In practice, this requires a gateway or

token-issuing service that can receive a tool invocation request, assess the scope of the requested

operation, and issue time-limited credentials appropriate to that operation—rather than relying on a static

server-level credential that represents the maximum possible scope across all potential tool calls. Microsoft

has described this gateway architecture as an emerging pattern for enterprise MCP deployments,

positioning a control plane service between the LLM client and MCP servers that manages token issuance on

a per-request basis [21].

8.3 Policy Enforcement at the Invocation Boundary

Policy-as-code enforcement positioned between LLM output and tool execution provides strong

architectural defense against tool poisoning and prompt injection, because it operates independently of the

model's behavior and cannot be bypassed by a successfully manipulated model. A policy engine at this

boundary evaluates each proposed tool invocation against declarative rules—checking parameters against

allow-lists, validating data destinations against approved endpoint registries, enforcing rate limits and scope

constraints—before allowing the invocation to proceed. Crucially, this enforcement occurs after the LLM has

decided what to do but before that decision has any external effect.

This architectural position is consequential. Defenses that operate upstream of the LLM—filtering tool

descriptions before they reach the model, attempting to detect injection in retrieved content—are useful but

incomplete, because sophisticated injection may evade detection filters or arrive through content types that

are difficult to pre-screen. Defenses at the invocation boundary complement upstream filtering by providing

a second, independent enforcement layer that operates on the model's outputs rather than its inputs. Elastic

Security Labs and Palo Alto Networks Unit 42 have each described gateway-based invocation control as a

core component of a defense-in-depth architecture for MCP-connected agents [22, 23].
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8.4 Comprehensive, Append-Only Audit Logging

Every MCP tool invocation should be logged with enough detail to reconstruct the agent's behavior in a

post-incident investigation: the tool name and server identity, the full parameter set as submitted, the tool

definition version that was active at the time of invocation, the downstream actions taken, the complete

response returned to the LLM, and the user or agent identity that initiated the request. These logs should be

written to an append-only store that the MCP server itself cannot modify, ensuring that a compromised

server cannot suppress or alter evidence of its own malicious invocations.

Beyond forensic utility, comprehensive logs enable the detection of anomalous patterns that may indicate an

active injection attack: tool calls to endpoints that do not appear in historical baselines, parameter values

that match known exfiltration signatures, invocation sequences that deviate from typical usage patterns for a

given agent. Building these behavioral baselines requires logging to begin before incidents occur—

organizations that implement logging only after a suspected compromise are likely to find that the pre-

incident baseline needed for attribution does not exist in sufficient detail.

8.5 MCP Server Inventory and Lifecycle Governance

A formal inventory of all MCP servers connected to production agents, including each server's identity,

exposed tools, downstream system access, and version history of approved tool definitions, is the

operational foundation for every other control described in this section. Shadow MCP [19]—servers

connected without this tracking—should be detectable through network monitoring for MCP connection

traffic, with anomalous connections triggering review before agents are allowed to invoke tools from

unregistered sources.

Server inventory should be subject to periodic re-review analogous to access recertification processes for

human identities. A server that was reviewed and approved six months ago may have changed ownership,

modified its tool definitions, or introduced new dependencies since that review. Re-review at defined

intervals—and automated re-review triggered by any change to a server's npm package version or tool

definition fingerprint—ensures that initial approval does not become a permanent grant of trust that outlasts

the conditions under which it was given.
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9. Conclusions and Recommendations

The MCP security challenges documented in this paper are not anomalies. They are predictable

consequences of a protocol that achieved production-scale adoption before the security tooling,

governance practices, and specification requirements needed to govern production deployments had fully

matured. The March and June 2025 specification revisions that mandated OAuth 2.1 and prohibited token

passthrough reflect the protocol's evolution toward more defensible defaults — a recognition that

production deployments required stronger security guarantees than the initial specification provided. The

gap between what the specification now requires and what is currently deployed in production represents a

material and addressable risk driver.

For enterprise security teams, four priorities should frame the immediate response.

Audit current MCP server inventory and validate tool definition baselines. Any server for which the current

tool definitions cannot be verified against an approved prior state should be treated as potentially modified

until verification is complete. The Postmark server incident demonstrates that production servers can be

modified without notice to consumers; verification is not a one-time exercise.

Eliminate token passthrough from all production MCP deployments, regardless of when they were

provisioned. The June 2025 specification prohibition applies prospectively; existing deployments that

predate it are not automatically remediated. Eliminating token passthrough is a well-defined engineering task

with clear specification guidance; it should be prioritized as a blocking security requirement rather than

treated as a backlog item. The scope will vary by deployment, but the June 2025 specification provides

explicit implementation requirements.

Implement append-only tool invocation logging as an immediate operational baseline. The absence of

comprehensive agent activity logs is a material impediment to incident detection and response, and in

regulated industries it may constitute a compliance deficiency under frameworks such as GDPR's

accountability principle or financial audit trail requirements applicable to SOX-regulated environments [26].

Evaluate gateway or control-plane architectures that enforce invocation policy independently of the LLM.

The defense-in-depth value of an enforcement layer at the invocation boundary—one that cannot be

bypassed by a successfully manipulated model—is qualitatively different from defenses that operate solely on

model inputs. Organizations deploying agents with access to sensitive systems or consequential actions

should prioritize this architectural pattern.

Looking ahead, the continued evolution of multi-agent orchestration will increase both the capability and the

complexity of agentic AI deployments. Security controls that are adequate for a single-agent system with a

defined tool inventory may fail to scale to dynamically composed agent networks where tool definitions are
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discovered at runtime and agent-to-agent handoffs create trust chains that are difficult to audit. The

frameworks and controls described in this paper establish a foundation, but the agentic attack surface will

continue to develop, and the security community's characterization of it must develop in parallel.
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10. CSA Resource Alignment

The vulnerability classes examined in this whitepaper connect directly to active CSA frameworks and

initiatives that provide structured guidance for enterprise teams addressing agentic AI security.

MAESTRO (Multi-Agent Environment, Security, Threat, Risk, and Outcome) is CSA's purpose-built

threat modeling framework for agentic AI systems, organized around a seven-layer reference architecture

that decomposes the agentic stack from foundation models through deployment infrastructure to the agent

ecosystem layer. MCP security threats map across multiple MAESTRO layers: tool poisoning and confused

deputy attacks manifest at Layer 3, where orchestration software manages tool-call schemas and the

model's operational context; supply chain vulnerabilities arise at Layer 4, where MCP server packages are

installed into deployment infrastructure; and governance deficiencies—shadow MCP servers, insufficient

audit logging—are Layer 6 concerns addressed by MAESTRO's Security and Governance layer. CSA's

MAESTRO documentation provides methodology for applying this threat model to specific deployment

architectures and has been extended through applied analysis of real-world agentic systems [24, 25].

AI Controls Matrix (AICM) spans 18 security domains and approximately 240 control objectives applicable

to cloud-based AI systems. MCP-connected agent deployments are most directly relevant to three AICM

domains. The Identity and Access Management domain covers token lifecycle management, delegation

patterns, and least-privilege access—directly applicable to the confused deputy vulnerabilities described in

Section 4. The AI Supply Chain Security domain addresses tool and model provenance, dependency

management, and third-party integration risk—the framework context for the supply chain attacks described

in Section 5. The Logging and Monitoring domain establishes control objectives for AI system activity audit

requirements that map to the logging baseline described in Section 8.4 [26].

Zero Trust Architecture Guidance. The MCP architecture's foundational security challenge—that the

protocol embeds implicit trust in tool descriptions retrieved from connected servers—is precisely the kind of

implicit trust boundary that Zero Trust principles are designed to eliminate. A Zero Trust approach to MCP

applies the principle that every tool invocation should be authenticated, authorized against explicit policy,

and logged, regardless of the source server's approval status or the network segment from which the

invocation originates. CSA's Zero Trust guidance provides an architectural framework for applying these

principles to API-mediated environments that translates directly to MCP's client-server interaction model.

Cloud Controls Matrix (CCM). Organizations mapping MCP security requirements to the CCM should

prioritize the Application and Interface Security (AIS) domain for tool definition integrity and input validation

controls, the Identity and Access Management (IAM) domain for token governance and delegation

requirements, and the Threat and Vulnerability Management (TVM) domain for MCP server patching,

vulnerability response, and supply chain risk assessment processes.
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