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Executive Summary

The deployment of agentic AI systems in enterprise environments has introduced a class of security

vulnerabilities with no direct precedent in conventional application security. Unlike web application attacks

that exploit memory corruption or logic flaws in deterministic code, prompt injection exploits the

fundamental design of large language models: they are trained to interpret natural language as instruction,

and they cannot reliably distinguish legitimate directives from adversarial ones embedded in the content they

process. As autonomous agents gain the ability to browse the web, read email, execute code, call APIs, and

delegate subtasks to peer agents, this design constraint transforms from a nuisance into a high-severity

enterprise risk.

In 2025 and 2026, prompt injection has moved decisively from theoretical concern to operational threat.

Google's security team documented a 32% increase in malicious prompt injection payloads embedded in

web content between November 2025 and February 2026 [1]. The OWASP Top 10 for LLM Applications

designates prompt injection LLM01:2025, its single highest-priority vulnerability [2]. CVE-2025-32711

(EchoLeak), a zero-click exploit targeting Microsoft 365 Copilot, demonstrated that a crafted email could

silently exfiltrate data from OneDrive, SharePoint, and Teams with no user interaction, earning a CVSS score

of 9.3 [3, 21]. Security researchers subsequently documented how the Model Context Protocol (MCP),

increasingly used to connect agents to enterprise tools, introduces tool poisoning vectors that allow

malicious servers to embed hidden instructions in tool metadata [4]. And in March 2026, a published

research framework designated Agent Commander demonstrated that personal AI agents across multiple

enterprise AI systems can be simultaneously enrolled into adversary-controlled command-and-control

infrastructure through prompt injection alone [5].

According to Cisco's State of AI Security 2026 report, 83% of organizations plan to deploy agentic AI, yet

only 29% believe they are prepared to secure it [6] — a gap that reflects a significant mismatch between

deployment ambition and security readiness. Nearly half of surveyed organizations lack visibility into

machine-to-machine traffic between agents. This paper addresses the gap between deployment ambition

and security preparedness by characterizing the attack surface, taxonomizing observed enterprise attack

patterns, examining production exploitation cases, and presenting a defense framework structured around

the CSA MAESTRO agentic AI threat modeling architecture.
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Introduction and Background

The Agentic Transition

Enterprise AI deployments have undergone a structural shift over the past eighteen months. What began as

standalone chatbots and code completion tools has evolved into autonomous agent systems that perceive

their environment, plan multi-step action sequences, invoke external tools, and coordinate with peer agents

to complete complex objectives. These systems do not merely generate text in response to queries — they

act. They send emails, modify database records, submit pull requests, execute shell commands, and initiate

financial transactions on behalf of the users and organizations that deploy them.

This shift from generative to agentic AI dramatically expands the consequence of any security failure. When a

standalone language model is manipulated by a malicious prompt, the worst-case outcome is typically a

harmful or misleading text output. When an autonomous agent is manipulated, the attacker gains control

over a system with real-world permissions and the ability to take actions that may be difficult or impossible to

reverse. The stakes of prompt injection, accordingly, are categorically different in agentic deployments than

in conversational ones.

Defining Prompt Injection

Prompt injection is an attack class in which an adversary embeds instructions in text that an LLM will

subsequently process, causing the model to execute the adversary's instructions rather than (or in addition

to) the legitimate user's instructions. Two primary variants are recognized in current literature and practice.

Direct prompt injection occurs when the attacker is also the user — they submit crafted queries that override

or circumvent the system prompt. This form is the more extensively studied variant and is partially mitigated

through input filtering and system prompt hardening, though these protections are not absolute. Indirect

prompt injection, by contrast, occurs when the attacker controls content that the agent will encounter during

the course of its authorized work — a webpage it will browse, an email it will summarize, a document it will

analyze, a tool description it will read. The agent ingests the content in good faith as part of its task, and the

embedded instructions influence its subsequent behavior. Indirect injection is operationally more challenging

to defend because it requires no access to the agent's interface: any content the agent may read becomes a

potential attack vector.
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The Threat Escalation Cycle

Several converging developments have driven the current threat escalation. Foundation models have grown

substantially more capable as reasoning engines, making them more valuable targets; security researchers

have argued this also increases susceptibility to sophisticated instruction-following attacks, though empirical

evidence on capability-versus-susceptibility tradeoffs remains mixed. The MCP specification, as

documented in published research, does not require client-side validation of server-provided metadata [4],

a gap that has not kept pace with the protocol's rapid adoption into enterprise environments. Multi-agent

orchestration patterns, in which one agent delegates subtasks to specialist agents, create trust-propagation

paths that attackers can exploit to cascade injected instructions across an entire pipeline. And the growing

use of agent memory and context windows for persistent task state creates new surfaces for long-duration

poisoning attacks that survive across agent restarts.

The Agentic Attack Surface

Understanding prompt injection in enterprise agentic pipelines requires a systematic account of where

untrusted content enters the system and what permissions are available when it does. The CSA MAESTRO

framework provides a useful reference architecture for this analysis [7]. MAESTRO (Multi-Agent

Environment, Security, Threat, Risk, and Outcome) was introduced by CSA in February 2025 as a seven-layer

model specifically designed for agentic threat modeling, noting that traditional frameworks such as STRIDE

and PASTA were built for deterministic software and do not natively account for the emergent behaviors of

autonomous AI systems [7]. CSA has subsequently published applied MAESTRO analyses for real-world

agentic deployment scenarios, including CI/CD pipelines, that practitioners can use as templates [18].

The seven MAESTRO layers — Foundation Models (L1), Data Operations (L2), Agent Frameworks (L3),

Deployment and Infrastructure (L4), Evaluation and Observability (L5), Security and Compliance (L6), and

Agent Ecosystem (L7) — provide natural anchors for mapping injection ingestion points and blast radii.

Prompt injection threats are not confined to a single layer; rather, they exploit the transitions between layers

and the implicit trust that agents extend to their own processing context.

Ingestion Surfaces

An enterprise AI agent may ingest untrusted content from a wide range of sources during normal operation.

Web browsing agents process HTML, JavaScript-rendered text, and structured data from sites they have no

prior relationship with. Email-integrated agents summarize inboxes, draft replies, and act on meeting

requests — all contexts in which the agent necessarily processes content authored by third parties. Document

processing agents analyze uploaded files, retrieved SharePoint pages, or database query results that may
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have been modified by unauthorized parties. Code agents read repository issues, pull request comments,

CI/CD pipeline outputs, and error logs, each of which is a potential injection point. Agents that call external

APIs receive JSON or structured responses that may embed instructions in string fields.

The integration of MCP has added a particularly significant new category. When an agent connects to an

MCP server to invoke tools, it reads the server-provided descriptions of those tools — text that is processed

in-context as part of the agent's reasoning. If a malicious or compromised MCP server provides tool

descriptions containing adversarial instructions, those instructions are ingested at the same trust level as the

agent's system prompt. Invariant Labs documented in 2025 that the MCP specification does not require

client-side validation of server-provided metadata, and that most MCP client implementations accept tool

descriptions without rigorous inspection [4].

Permission Scope and Blast Radius

The practical danger of any injection attack is bounded by the permissions available to the compromised

agent. This observation underlies the principle of least privilege as applied to AI agents, and it also provides

a framework for assessing blast radius. An agent with read-only access to a single data repository can, at

worst, leak that repository's contents. An agent with write access to email, calendar, and file systems can send

communications, modify records, and exfiltrate data. An agent with administrative API access can create

accounts, modify access controls, and take actions that persist well beyond the attack session.

Enterprise deployments frequently grant agents broad permissions in the name of productivity. The same

Cisco report found that only 24% of organizations have deployed guardrails and live monitoring for agent

actions [6], and that nearly half cannot observe machine-to-machine traffic. This visibility gap means that

the downstream consequences of a successful injection may go undetected for extended periods,

compounding the damage.

Multi-Agent Trust Propagation

In multi-agent architectures, where an orchestrator agent delegates subtasks to specialist worker agents,

prompt injection creates a trust-propagation problem that is absent in single-agent systems. An attacker

who successfully injects instructions into a worker agent may be able to influence the responses that worker

returns to the orchestrator. If the orchestrator trusts worker outputs and incorporates them into its own

reasoning without independent validation, the injected instructions can propagate upward. In pipelines where

the orchestrator's outputs are in turn consumed by downstream processes or additional agents, the injected

instruction can cascade through the entire pipeline, reaching systems and permissions far removed from the

original injection point.
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Enterprise Attack Pattern Taxonomy

Based on documented incidents, published security research, and CSA's Agentic AI Red Teaming Guide [8],

the following taxonomy characterizes the principal attack patterns observed in enterprise agentic AI

deployments. These patterns are not mutually exclusive; sophisticated attacks frequently combine two or

more techniques.

Goal Hijacking

Goal hijacking represents the highest-order form of prompt injection in agentic systems. Rather than

attempting to extract a single data item or cause a discrete harmful action, the attacker seeks to redirect the

agent's entire behavioral objective. A malicious instruction embedded in a webpage or document tells the

agent to abandon its current task and adopt a new one — exfiltrating data, sending unauthorized

communications, or enrolling the agent in adversary-controlled infrastructure. Goal hijacking is particularly

effective against agents with long-horizon reasoning because the agent will persist with the adversarial

objective across multiple turns and actions, potentially taking a sequence of preparatory steps before

executing the final malicious action.

The Agent Commander framework, documented in March 2026, demonstrated goal hijacking at scale across

heterogeneous agent systems [5]. By embedding enrollment instructions in content consumed by multiple

target agents, the attack enrolled agents from different vendors into a unified command-and-control

network, where an adversary could issue natural-language tasking through a centralized dashboard. This

represented what researchers termed promptware — prompt injection payloads complex enough to function

as malware — transitioning from theoretical concept to documented operational capability.

Indirect Prompt Injection via Web Content

Web-retrieved content represents the most frequently documented injection vector in published research

and incident data. Palo Alto Networks Unit 42 cataloged twelve real-world cases of web-based indirect

injection observed in the wild as of March 2026 [9], encompassing a range of attacker objectives from

financial fraud to search engine optimization manipulation. Google's broader survey of injection payloads

found that while many were unsophisticated attempts to modify agent behavior for competitive advantage,

a meaningful subset were designed for financial fraud — including one payload containing fully specified

PayPal transaction instructions intended for agents with payment capabilities [1].

The attack mechanics are straightforward. An agent browsing the web to perform a research task encounters

a page containing hidden text or imperceptible instructions — white text on a white background, instructions

embedded in HTML comments, or content visible to the model but not rendered to human users. The agent
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processes this content as part of its task, and the embedded instructions influence its subsequent actions.

Because the agent's user cannot see the injected instructions, and because many organizations lack the

monitoring infrastructure to observe agent reasoning steps, detection is difficult.

Tool Poisoning via MCP

Tool poisoning is a specialized form of indirect injection targeting the interface between agents and their

tool ecosystems. When an agent connects to an MCP server, it receives descriptions of the tools that server

exposes. These descriptions are processed in-context as part of the agent's reasoning about how to

accomplish its task. A malicious or compromised MCP server can include hidden instructions in tool

descriptions — text that is technically visible to the model but is not displayed to the user in most client

implementations. These instructions can direct the agent to take additional actions beyond the tool

invocation the user intended, exfiltrate data through tool call parameters, or modify the agent's behavior for

the remainder of the session.

Invariant Labs documented a particularly dangerous variant of this attack: MCP tools that mutate their own

definitions after installation, a technique researchers termed the "sleeper backdoor" pattern [4]. An

enterprise approves a tool based on its initial description. Over subsequent days or weeks, the server-

provided description is quietly modified to include adversarial instructions. Most MCP client

implementations reviewed in published research do not alert users when tool descriptions change [4],

meaning the modified description may be processed on the next agent invocation without any indication that

the tool's behavior has changed.

Memory Poisoning

Agents that maintain persistent memory across sessions — storing summaries of past interactions, learned

user preferences, or accumulated task context — present an additional attack surface. The MemoryGraft

attack pattern, described in CSA's Agentic AI Red Teaming Guide [8], exploits agents' tendency to treat

historical experience as reliable context for future decisions. An adversary plants false successful

experiences in an agent's memory store, causing the agent to replicate patterns from fabricated past events.

This attack is particularly insidious because the poisoned memory may survive agent restarts, software

updates, and even the resolution of the initial injection vulnerability if the memory store is not also sanitized.

In multi-agent systems with shared memory infrastructure — such as vector databases accessible by multiple

agents — a single memory poisoning attack can affect the behavior of an entire fleet of agents that draw

from the same shared context.
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Multi-Stage Promptware Campaigns

Security researchers have documented a clear progression in attack sophistication, from simple single-

instruction injections in 2023 to complex multi-stage campaigns in 2025–2026 [10]. Advanced attackers

now design injection payloads with multiple phases: an initial reconnaissance stage that identifies what data

and capabilities are available to the agent; an establishment stage that plants instructions to be followed on

subsequent agent invocations; and an execution stage in which the agent carries out data exfiltration,

unauthorized communications, or lateral movement within the enterprise environment. These multi-stage

campaigns are structurally analogous to advanced persistent threat operations in conventional networks,

adapted for the agent execution environment.

The Lethal Trifecta

Security researchers have identified a convergence condition that markedly increases the danger of any

prompt injection scenario, termed the "Lethal Trifecta" [11]. The three conditions are: the agent has access to

private or sensitive data; the agent is exposed to untrusted content from external sources; and the agent has

an exfiltration vector — the ability to make outbound requests or communicate with systems outside the

organization's trust boundary. When all three conditions coexist, a single successful injection can achieve

complete data exfiltration. EchoLeak is a canonical real-world demonstration: Microsoft 365 Copilot had

access to internal files (private data), processed attacker-crafted emails (untrusted content), and could

embed data in outbound image fetch requests (exfiltration vector).

Production Exploitation: Case Studies

EchoLeak: CVE-2025-32711 (June 2025)

EchoLeak is notable as the first publicly documented zero-click prompt injection exploit in a major enterprise

AI assistant, with a CVSS score of 9.3 [3, 21] and no user interaction required. Discovered by researchers at

Aim Security and disclosed in June 2025, the vulnerability targeted Microsoft 365 Copilot, an AI assistant

with broad permissions to access organizational data in OneDrive, SharePoint, and Teams. The attack

required no user interaction beyond the attacker sending a crafted email to the target's inbox.

The exploit combined four distinct bypasses into a coordinated attack chain. First, the attacker crafted an

email containing hidden instructions that caused Copilot to treat the email's content as authoritative

directives. Second, the injected instructions directed Copilot to access and extract sensitive content from

the user's organizational files. Third, the instructions caused Copilot to embed the extracted data into a
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reference-style Markdown link in its response — a format that bypassed Microsoft's link redaction safeguards

for that variant. Fourth, the client interface automatically fetched the external image URL constructed by the

attacker, transmitting the extracted data to an adversary-controlled server without any user click.

Aim Security researchers categorized the attack as an "LLM scope violation" — the AI was caused to operate

outside its intended trust boundary. Microsoft patched the vulnerability server-side without requiring a

traditional advisory or client-side update. The exploit's chaining of multiple bypasses illustrates that defense

against prompt injection requires addressing not only the initial injection but every exfiltration path available

to a compromised agent.

MCP WhatsApp Exfiltration (2025)

Invariant Labs demonstrated a tool-poisoning attack against an MCP configuration combining a malicious

server with a legitimate WhatsApp integration [4]. The malicious MCP server provided a tool described as

delivering a "random fact of the day" — an innocuous capability that a developer or user might willingly install.

The server's tool description contained hidden instructions directing the agent to also read and forward the

user's WhatsApp message history to an attacker-controlled endpoint. The attack exploited the fact that the

tool's visible description and its full LLM-visible description were different, and that the MCP client displayed

only the former to the user. The WhatsApp integration's legitimate send capability provided the exfiltration

vector.

Supabase Cursor Agent (Mid-2025)

A documented incident involving Supabase's Cursor-integrated agent demonstrated indirect injection

through support ticket content [22]. Developers using an AI coding agent to process user-submitted

support tickets encountered a case in which a ticket contained embedded SQL instructions rather than

legitimate support content. The agent, processing the ticket as part of a coding task, executed the

embedded instructions in a privileged database context, resulting in unauthorized read access to sensitive

integration tokens stored in the database. This case illustrates the particular danger of agents that process

user-generated content in contexts with privileged data access.

Agent Commander C2 Enrollment (March 2026)

The publication of the Agent Commander research framework in March 2026 documented a proof-of-

concept demonstrating that personal AI agents from multiple vendors could be simultaneously

compromised and enrolled in a unified command-and-control network [5]. The attack used goal hijacking to

cause each target agent to treat an adversary-operated server as a legitimate tasking authority, enabling the

attacker to issue natural-language objectives through a centralized dashboard. The Agent Commander

attack was published as a research demonstration. Separately, Unit 42 researchers have documented that
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web-based indirect prompt injection — the underlying injection mechanism the framework employs — has

moved to active weaponization, with twelve real-world cases observed in the wild as of March 2026 [9].

Whether coordinated multi-agent C2 enrollment specifically has been replicated by threat actors has not yet

been publicly confirmed.

Defense Framework

No single control eliminates the risk of prompt injection in agentic AI pipelines. The fundamental design

constraint — language models that interpret natural language as instruction — cannot be resolved through

input sanitization alone, a finding confirmed by research demonstrating that all eight evaluated defenses

were bypassed by adaptive attackers with attack success rates exceeding 50% [12]. Effective defense

requires a layered architecture in which multiple independent controls each reduce risk, and in which

monitoring infrastructure detects attacks that bypass preventive controls.

The defense framework presented here is organized into four tiers: architectural controls that reduce the

attack surface before any agent processes content; input and output controls that filter and validate the

content agents handle; behavioral controls that govern what actions agents may take and under what

conditions; and monitoring and response capabilities that detect and contain successful attacks.

Tier 1: Architectural Controls

Privilege minimization is among the highest-priority architectural controls identified in both CSA

guidance and the May 2026 Five Eyes joint advisory [13]. Agents should be provisioned with the minimum

permissions necessary to complete their defined tasks. An agent that summarizes emails does not need write

access to the file system. An agent that reads documentation does not need to initiate outbound network

requests. Reviewing and reducing agent permission scopes systematically reduces the blast radius of any

successful injection, regardless of what other controls are in place.

Agent isolation and trust segmentation extends the principle of least privilege to multi-agent

architectures. Agents should not implicitly trust outputs from peer agents. Orchestrators that receive results

from worker agents should treat those results with the same skepticism applied to external content,

validating that worker outputs do not contain embedded instructions before incorporating them into further

reasoning. Where possible, agent pipelines should be designed so that sensitive operations — file access,

email dispatch, API calls with write permissions — require inputs from multiple independent agents rather

than relying on a single agent's judgment.
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Exfiltration path control addresses the third element of the Lethal Trifecta directly. Agents with access to

sensitive data should have outbound network access restricted to an explicit allowlist. Agents that process

untrusted external content should not have direct access to sensitive internal data without an intervening

sanitization step. Where the Lethal Trifecta conditions cannot be fully separated architecturally,

compensating controls must be applied to all three elements simultaneously.

MCP server validation should be treated as a supply chain security problem. Organizations should

maintain an approved registry of MCP servers and apply the same vendor assessment processes to MCP

tools as to other third-party software integrations. MCP client configurations should be set to alert users

when tool descriptions change after initial installation. Tools that cannot be reviewed for embedded

instructions in their full LLM-visible descriptions should not be approved for use in contexts with access to

sensitive data.

Tier 2: Input and Output Controls

Instruction demarcation treats user instructions and external content as fundamentally different

categories that should be processed in different contexts. Approaches such as structured queries (StruQ)

use formatting conventions to mark content as data rather than instruction, reducing the probability that

language models will interpret external content as directives [14]. While not reliably effective against all

adaptive attacks, instruction demarcation adds meaningful resistance for a broad range of unsophisticated

injection attempts.

Content sandboxing applies to agents that must process untrusted external content before taking further

actions. Content retrieved from the web, from external APIs, or from user-provided documents should be

processed in an agent context with restricted capabilities. Only sanitized summaries or structured

extractions from that processing should be passed to agents with broader permissions. This architectural

separation prevents the direct use of injected instructions even when the content-processing agent is

successfully influenced.

Output validation scans agent outputs for indications of policy violations, secret leakage, or anomalous

instruction-following behavior before those outputs are acted upon or returned to users. Output classifiers

can detect attempts to embed data in URLs, unusual formatting patterns associated with exfiltration

payloads, or content that does not match the agent's assigned task. Microsoft's deployment of XPIA (Cross

Prompt Injection Attempt) classifiers in Copilot, and the subsequent bypass demonstrated by EchoLeak,

illustrates both the value and the limitations of output validation as a standalone control. Microsoft has since

published its defense-in-depth methodology for indirect prompt injection, including a suite of design

patterns developed with AI industry partners and a formal information-flow control approach for

deterministic prevention in constrained scenarios [19].
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Tier 3: Behavioral Controls

Human-in-the-loop authorization provides the strongest practical guarantee against injected

instructions causing irreversible harm, because it interposes human judgment at the moment of action

regardless of how the preceding agent reasoning was compromised. OWASP's agentic guidance

recommends a risk-tiered approach: read-only and low-risk operations may proceed automatically; write

operations and API calls with side effects should require one-click user confirmation; destructive or high-

consequence actions should require detailed review before execution [2]. The Five Eyes guidance similarly

recommends that autonomous action be limited to well-defined, low-risk tasks, with human review preserved

for consequential decisions [13].

Agent-level behavioral monitoring should track what each agent does, not merely what outputs it

produces. Monitoring systems should flag deviations from expected behavioral baselines — an email-

summarizing agent that initiates file downloads, a documentation agent that attempts to call external APIs,

or an agent that takes significantly longer than normal to complete a routine task. Behavioral anomaly

detection is particularly important for multi-stage promptware campaigns, which may exhibit subtle

deviations in early stages before executing their final payload.

Action logging and attribution ensures that every agent action is recorded with sufficient fidelity to

support forensic investigation when an incident is detected. Logs should capture not only the action taken

but the agent's reasoning trace, the content it processed, and the tool calls it made. In multi-agent systems,

logs should maintain a chain of attribution allowing investigators to trace any action back through the

delegating agents to the content that triggered it.

Tier 4: Detection and Response

Injection detection classifiers trained on known injection patterns provide a first line of detection for

common attack techniques. These classifiers should be applied both at content ingestion (before the agent

processes external content) and at output validation (before the agent's outputs are executed or returned).

Classifier-based detection is effective against known attack patterns but susceptible to adaptive adversaries

who modify payloads to evade detection; accordingly, it should be combined with behavioral monitoring and

anomaly detection rather than relied upon as a primary control.

Incident response procedures for AI agent compromise should be developed before they are needed.

Organizations should define the criteria that trigger an incident response investigation — for example,

unexpected outbound traffic from an agent system, anomalous access patterns to sensitive data sources, or

user reports of unexpected agent behavior. Response procedures should include the ability to revoke agent

credentials and access tokens, suspend specific agents or agent pipelines, and initiate forensic review of

agent logs. The distributed nature of multi-agent systems means that containment may require simultaneous

action across multiple systems.
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Red teaming and adversarial testing should be incorporated into the pre-deployment review process for

agentic systems. CSA's Agentic AI Red Teaming Guide provides specific guidance on testing methodologies

for injection vulnerabilities in agent pipelines [8]. Testing should encompass both direct injection attempts

and indirect injection via all content sources the agent will process in production. Red teaming results should

inform control selection and architecture decisions before systems are deployed with production

permissions.

MAESTRO-Aligned Threat Mapping

The MAESTRO framework's seven-layer architecture provides a structured basis for mapping prompt

injection threats to specific system components and identifying where controls should be applied. The

following table maps the principal attack patterns identified in this paper to their primary MAESTRO layers

and the defense controls most directly applicable at each layer.

Attack Pattern Primary MAESTRO Layer Key Defense Controls

Indirect injection via

web content

L3 Agent Frameworks, L2 Data

Operations

Content sandboxing; instruction

demarcation; behavioral monitoring

Tool poisoning via

MCP

L3 Agent Frameworks, L4

Deployment/Infrastructure

MCP server validation; tool

description change alerts; privilege

minimization

Goal hijacking in

multi-agent pipelines

L7 Agent Ecosystem, L3 Agent

Frameworks

Agent isolation; trust segmentation;

human-in-loop for high-consequence

actions

Memory poisoning L2 Data Operations, L3 Agent

Frameworks

Memory store access controls; write

validation; periodic memory

sanitization

Promptware C2

enrollment

L7 Agent Ecosystem, L4

Deployment/Infrastructure

Exfiltration path control; outbound

allowlists; behavioral monitoring

Multi-stage

campaigns

All layers Logging and attribution; red teaming;

incident response procedures
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MAESTRO's Security and Compliance layer (L6) functions as a horizontal concern cutting across all other

layers. Controls implemented at L6 — audit logging, compliance monitoring, policy enforcement —

complement the layer-specific controls above and provide the observability necessary to detect attacks that

traverse multiple layers.

CSA Resource Alignment

CSA has produced a suite of resources directly applicable to the enterprise prompt injection threat.

Organizations implementing the defense framework presented in this paper should consult these materials to

align their controls with established CSA guidance and industry standards.

The AI Controls Matrix (AICM) v1.0 provides 243 control objectives across 18 security domains, mapping

to ISO 42001, ISO 27001, NIST AI RMF 1.0, and BSI AIC4 [15]. AICM domain controls for AI supply chain

security, input/output validation, and orchestrated service provider governance are directly applicable to the

MCP tool poisoning and multi-agent injection scenarios described in this paper. Organizations using the

AICM as their primary AI security control framework should ensure that controls addressing "untrusted

content processing" and "agent action authorization" are specifically scoped to cover injection scenarios.

The MAESTRO framework [7] and its associated threat modeling guidance published by CSA provide the

foundational architectural model for analyzing injection risks in agentic systems. Organizations should apply

MAESTRO's layer-by-layer threat analysis to each agent deployment, mapping ingestion surfaces and

permission scopes to the relevant layer and identifying appropriate controls before production deployment.

The Agentic AI Red Teaming Guide [8], published by CSA's AI Organizational Responsibilities Working

Group, provides specific testing methodologies for agentic vulnerabilities including prompt injection.

Security teams should use this guide to structure pre-deployment adversarial testing of agent pipelines,

particularly for systems that will process external content with access to sensitive data.

The AI Organizational Responsibilities: Core Security Responsibilities publication [16] addresses

governance, oversight, and operational practices for organizations deploying AI systems. The guidance on

maintaining human oversight of AI decision-making processes, establishing AI system access controls, and

defining clear accountability for AI actions is directly relevant to the human-in-the-loop and privilege

minimization controls recommended in this paper.

The Zero Trust guidance published by CSA is applicable to agentic AI deployments because agents are, in

the Zero Trust framing, identities that must be authenticated, authorized for specific scopes, and

continuously monitored. Extending Zero Trust principles to AI agents — treating them as non-human

principals subject to the same identity and access management rigor as human users — provides a
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governance framework for implementing the privilege minimization and behavioral monitoring controls

recommended above. CSA's blog post "AI Security: When Agents Control Physical Systems, IAM Becomes

Safety Infrastructure" [17] published in April 2026 addresses this directly.

Regulatory and Standards Alignment

The defense framework presented in this paper aligns with several emerging regulatory requirements. NIST

AI RMF calls for threat modeling that encompasses semantic attack vectors and recommends organizations

track metrics on prompt injection detection and response. ISO 42001, for organizations seeking

conformance, requires risk assessments for input manipulation and unauthorized instruction modification.

The EU AI Act, whose full high-risk AI system obligations take effect in August 2026, imposes requirements

for human oversight, transparency, and robustness against adversarial manipulation that are directly

implicated by the attack patterns described here. Organizations subject to these frameworks should treat

prompt injection controls as mandatory compliance requirements, not merely security best practices.

The May 2026 joint guidance from CISA and the Five Eyes alliance — "Careful Adoption of Agentic AI

Services" — reflects a consensus among national cybersecurity agencies that agentic AI deployment carries

significant and underappreciated security risk [13]. CSA's own analysis of this guidance identifies the specific

implications for enterprise AI security programs, with particular attention to how the guidance maps to the

MAESTRO framework and the AICM control domains [20]. The guidance explicitly identifies privilege,

design/configuration, behavioral, structural, and supply-chain risks, all of which are implicated in the attack

patterns documented in this paper. The agencies recommend incremental deployment beginning with low-

risk tasks, application of existing Zero Trust and defense-in-depth principles, and continuous assessment

against evolving threat models.

Conclusions and Recommendations

Current evidence does not support the expectation that improvements to language model training alone will

resolve prompt injection in agentic AI pipelines. The fundamental challenge — that models are designed to

interpret natural language as instruction — is architectural rather than a training artifact, and the research

surveyed here has not identified a training-based solution that withstands adaptive adversaries [12]. The

production exploitation documented in 2025 and 2026 — including zero-click enterprise data exfiltration,

tool poisoning via MCP, and multi-agent C2 enrollment — demonstrates that the threat has matured from

research concern to active operational risk. The 83% of organizations planning agentic AI deployments

without adequate security readiness face a significant and growing exposure.

The following recommendations are ordered by priority and intended to guide enterprise security teams in

developing a coherent response to this threat class.
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Before deploying agentic AI with production data access, conduct a structured threat analysis using

the MAESTRO framework to identify all content ingestion surfaces, map the permissions available to each

agent, and verify that the Lethal Trifecta conditions — private data access, exposure to untrusted content,

and an exfiltration vector — do not coexist in any agent's permission scope without compensating controls.

Implement privilege minimization as a non-negotiable baseline. Agents should be provisioned with

scoped credentials that permit only the actions required for their defined tasks. Permission reviews should be

conducted before deployment and on a recurring schedule as agent capabilities evolve. This single control

most directly reduces the blast radius of successful injection attacks.

Establish human-in-the-loop checkpoints for all consequential actions. Agents should not

autonomously execute actions that send external communications, modify access controls, initiate financial

transactions, or delete or overwrite data without a human confirmation step. In practice, the workflow

friction of a confirmation step is generally far lower than the remediation burden of an unauthorized action

taken in response to an injected instruction.

Treat MCP servers as third-party software integrations subject to vendor assessment, approval

processes, and ongoing monitoring. Do not deploy MCP tools in contexts with access to sensitive data unless

the full LLM-visible tool description has been reviewed for embedded instructions. Configure clients to alert

when tool descriptions change.

Develop and exercise an AI incident response procedure before a prompt injection incident occurs.

Response capabilities should include the ability to revoke agent credentials, suspend agent pipelines, and

conduct forensic review of agent action logs. Response time matters: multi-stage promptware campaigns

can complete their objectives within a single agent session.

Align with CSA's AICM and MAESTRO resources to map existing security controls to AI-specific

requirements and identify gaps. Organizations with mature cloud security programs built on the Cloud

Controls Matrix have a strong foundation; the AICM extends that foundation to cover the AI-specific threat

surface, including prompt injection, supply chain risks, and agent access governance.

Invest in visibility. The near-half of organizations that cannot observe machine-to-machine traffic

between agents cannot detect or investigate prompt injection campaigns. Monitoring infrastructure that

captures agent reasoning steps, tool invocations, and data access events is a prerequisite for effective

detection and response, not an optional enhancement.

Based on current trends in attack sophistication and agent deployment rates, the trajectory of this threat

appears to be upward. Attack sophistication is increasing, the population of deployed agents with

production permissions is growing, and the financial motivations for weaponizing agents against enterprise

data — illustrated by payment-transaction payloads documented in the wild [1] — are well-documented.
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Organizations that integrate prompt injection controls into their pre-deployment review process — before

production permissions are granted — will be substantially better prepared to deploy agentic AI safely and to

respond effectively when attacks occur.
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