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Executive Summary

For decades, enterprise vulnerability management operated on a shared assumption: that new
vulnerabilities arrived at a pace human security teams could, with sufficient process and tooling, eventually
address. That assumption no longer holds. The emergence of Al systems capable of autonomously
discovering software vulnerabilities at machine speed has introduced a structural break in the traditional
remediation model — one that no amount of incremental investment in people, process, or technology is

sufficient to repair without fundamental rethinking.

In January 2026, AISLE's Al system identified all twelve zero-day vulnerabilities in a new OpenSSL release
before any human researcher found them, proposing accepted patches for five of those flaws directly [1].
Over the preceding months, the same system had catalogued more than one hundred externally validated
CVESs across over thirty major open-source projects, including the Linux kernel, Chromium, Firefox, and
Apache HTTPd [2]. On April 7, 2026, Anthropic released documentation of Claude Mythos Preview, an Al
model that had autonomously discovered thousands of previously unknown vulnerabilities across every
major operating system and web browser in pre-release testing — including a seventeen-year-old remote
code execution flaw in FreeBSD's kernel NFS implementation — and generated working exploits without
human guidance [3]. On April 23, 2026, CrowdStrike responded to the emerging landscape by launching
Project QuiltWorks, an industry coalition specifically designed to address the wave of vulnerabilities that

frontier Al models are now producing [4].

These developments represent an inflection point, not a continuation of a trend. The volume of discoverable
vulnerabilities has always been large; the limiting factor has always been the cost and time required to find

them. Al has collapsed that constraint.

Meanwhile, enterprise remediation has not accelerated to match. Qualys's 2026 Enterprise Patch and
Remediation Benchmark found that the mean time to remediate critical vulnerabilities in complex enterprise
applications reached five months and ten days [5]. Mandiant's M-Trends 2026 report documented a mean
time to exploit vulnerabilities of negative seven days — meaning that in the current landscape, exploitation
routinely begins before a patch exists [6]. The gap between these two numbers defines the most significant

structural exposure in enterprise security today.

This paper analyzes the mechanics of that gap, the organizational and technical factors that sustain it, and
the changes in strategy, tooling, and governance that organizations must make to operate effectively in the
post-Mythos vulnerability landscape.
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Introduction: A Structural Break in Assumption

Enterprise security has always been a discipline of imperfect coverage. Vulnerabilities accumulate faster
than teams can remediate them, exploits appear before patches are deployed, and organizations
continuously triage against a backlog they can never fully clear. These realities were always present; what
varied was their severity and the degree to which the underlying model — monthly patch cycles, severity-

scored queues, periodic scan-and-remediate cycles — could be sustained.

That model was calibrated for an era in which vulnerability discovery was fundamentally human-constrained.
Finding a novel zero-day required a skilled researcher spending days or weeks on manual code review,
fuzzing campaigns that consumed significant compute, and the kind of creative pattern recognition that,
until recently, only humans reliably provided. This created a natural rate-limiting effect on both sides of the
adversarial equation: attackers and defenders alike faced the same discovery bottleneck, and the window
between disclosure and weaponization, while shrinking steadily, remained long enough that a functioning

patch management program could provide meaningful protection.

Al systems have now broken that rate limiter. The implications extend well beyond vulnerability discovery: Al
is simultaneously accelerating the analysis required to weaponize newly disclosed vulnerabilities, enabling
threat actors to operate at a pace that human incident responders cannot match, and — as M-Trends 2026
documents — compressing the time between initial compromise and lateral movement to under twenty-two
seconds [6]. The enterprise remediation model, built for a different operational tempo, was not designed to

absorb these changes incrementally. It requires transformation.
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Section 1: The Machine-Speed Discovery Inflection

The shift to Al-assisted vulnerability discovery has been building since at least 2024, when Google's Project
Zero and DeepMind jointly developed the Big Sleep agent — a large language model-based system that
identified an exploitable stack buffer underflow in SQLite that traditional fuzzing, including OSS-Fuzz with
150 CPU-hours applied to the same codebase, had missed entirely [7]. Google separately deployed Al-
enhanced targets within OSS-Fuzz that identified and disclosed twenty-six vulnerabilities in open-source
projects, including CVE-2024-9143, an out-of-bounds memory write in OpenSSL [8]. These were notable
results, but they still required meaningful human design and curation to produce.

The systems that emerged in 2025 and early 2026 represent a qualitative change in autonomy and scale.
AISLE, whose Al-assisted security research platform had been operating in limited deployment since mid-
2025, began producing results that demonstrated genuine end-to-end autonomous operation. Over the
second half of 2025 and the early weeks of 2026, AISLE's system was assigned more than one hundred
externally validated CVEs across more than thirty major codebases — covering not only OpenSSL but the
Linux kernel, glibc, Chromium, Firefox, WebKit, Apache HTTPd, GnuTLS, OpenVPN, and Samba, among
others [2]. In January 2026, when OpenSSL announced twelve new zero-day vulnerabilities, AISLE had
found all twelve independently, and in five cases its Al directly proposed the patches incorporated into the
official release [1]. The system was not discovering variations on known vulnerability classes through
automated pattern matching; it was performing the kind of nuanced code analysis that, a year earlier, had

required senior security researchers.

The April 2026 release of Anthropic's documentation on Claude Mythos Preview marked a further
transition. Mythos, operating autonomously in pre-release testing, identified thousands of previously
unknown vulnerabilities across every major operating system and every major browser [3]. Its flagship
finding — CVE-2026-4747, a stack buffer overflow in FreeBSD's RPCSEC_GSS authentication handler, a
component of the kernel-level NFS implementation that had gone undetected for seventeen years — was
notable not only for its severity but for what it revealed about the coverage gap that prior human review had
left in widely deployed infrastructure. CVE-2026-4747 allows an unauthenticated remote attacker to gain
root on any machine running NFS with RPCSEC_GSS authentication enabled; it had survived decades of
code review, multiple security audits, and years of fuzzing campaigns before Mythos identified and

demonstrated exploitation [3].

The industry response to this new reality was CrowdStrike's April 23, 2026 launch of Project QuiltWorks, an
industry coalition powered by frontier models from Anthropic and OpenAl, with founding members including
Accenture, EY, IBM Cybersecurity Services, Kroll, and OpenAl [4]. Project QuiltWorks is explicitly designed
to help organizations assess, prioritize, and continuously remediate the wave of vulnerabilities that frontier

Al models are producing. Accenture has deployed twenty-seven mission-ready agents on the Falcon
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platform to automate vulnerability assessment, prioritization, compensating controls, and reporting —
scaling remediation support from hundreds to thousands of clients [4]. The coalition's formation is itself an
acknowledgment that no individual vendor's roadmap can absorb the volume of incoming disclosures, and
that a coordinated industry response is required.

The downstream consequence for every enterprise is direct: when Mythos discovers a critical zero-day in
the Linux kernel, or in a widely used browser engine, or in a cryptographic library like OpenSSL, the CVEs
eventually get published, scanner signatures get updated, and every organization running that software
acquires a new critical finding in its vulnerability queue. The scale of Mythos-class discovery means that
downstream finding volume will increase substantially across all enterprise environments, regardless of

whether those organizations use Al security tools themselves.
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Section 2: The Exploit Window Has Gone Negative

Accelerated discovery would present a manageable challenge if enterprises retained a reasonable window
between vulnerability disclosure and active exploitation. They do not. Mandiant's M-Trends 2026 report,
based on more than 500,000 hours of incident response engagements across 2025, found that the mean
time to exploit newly disclosed vulnerabilities has reached an estimated negative seven days — meaning that
exploitation, on average, begins before a patch is even released [6]. VulnCheck's Q1 2025 analysis found
that 28.3% of Known Exploited Vulnerabilities were already being exploited on or before the day the CVE
was publicly disclosed [22]; CrowdStrike's 2026 Global Threat Report put the figure as high as 42% [9].

This represents a striking reversal from the historical norm. Historically, the average time between
vulnerability disclosure and weaponization was measured in years; as recently as 2018, that window
exceeded two years for most disclosed vulnerabilities. By 2020, that figure had dropped to 745 days [10].
By 2025, the median time to exploit had fallen to 44 days [10]. The trajectory has not leveled off; M-Trends

2026 suggests it has crossed the zero threshold entirely for a meaningful share of high-value vulnerabilities

[6].

The speed of exploitation once access is gained has also collapsed. Mandiant found that the median time
between initial compromise and lateral movement hand-off fell from more than eight hours in 2022 to
twenty-two seconds in 2025 [6]. This compression reflects the same Al-assisted operational throughput
that accelerates discovery: automated tools can now scan newly compromised environments, identify
privilege escalation paths, and initiate lateral movement faster than any human analyst can log in to review
an alert. Exploits remained the most common initial infection vector for the sixth consecutive year,

accounting for 32% of all intrusions documented in M-Trends 2026.

Flashpoint's research on "turn-key" exploitation has documented a parallel trend: the sophistication barrier
for exploiting disclosed vulnerabilities has fallen sharply, as researcher-published proof-of-concept code
and internet scanning tools enable rapid operationalization of newly disclosed CVEs [10]. State-sponsored
and financially motivated threat actors no longer need deep specialist knowledge to operationalize a newly
disclosed critical CVE; they need only the time to run an established toolchain against it. This means the
population of actors capable of rapid exploitation has expanded, increasing the probability that any given

disclosed vulnerability will be weaponized before enterprise patch cycles complete.

CISA's effort to address this dynamic through the Known Exploited Vulnerabilities (KEV) catalog has had
only partial effect. CISA currently requires federal agencies to patch KEV-listed vulnerabilities within two
weeks; the agency has reportedly considered reducing that timeline to three days for internet-facing
systems [11]. Despite these requirements, research from 2024-2025 found that more than 60% of known

exploited vulnerabilities miss their designated remediation deadlines [12]. If the most urgent, most clearly
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scoped vulnerabilities — those with active exploitation confirmed and explicit government mandates
attached — still routinely miss their remediation targets, the implications for the broader vulnerability

backlog are significant.
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Section 3: The Structural Failure of Enterprise Patch

Management

Understanding why enterprise remediation has not kept pace requires looking past the obvious point — that
human-led processes are slower than Al — to the structural characteristics of the remediation model itself.
Those characteristics were not the result of negligence. They reflected real operational constraints that
remain in place today, but whose interaction with an accelerated discovery environment produces outcomes

that the model's designers did not anticipate.

The dominant enterprise patch management model — sometimes called the "Patch Tuesday" model after
Microsoft's monthly security update cadence — organizes remediation work into periodic cycles calibrated to
testing and change-management requirements. Deploying a patch in a complex enterprise environment
requires regression testing against dependent systems, coordination with application owners, scheduling of
maintenance windows, and sign-off from change advisory boards. For critical infrastructure like Java runtime
environments, .NET frameworks, or Citrix Workspace App, compatibility testing alone can consume weeks.
Qualys's 2026 benchmark found that these categories of high-complexity applications are the primary
drivers of the 5-month-10-day mean time to remediate [5]. This is not a symptom of organizational
dysfunction; it is the predictable output of a model designed to prevent patch-induced outages, calibrated

for a world in which the exploitation window was measured in weeks, not hours.

CSA's 2024 State of Security Remediation Survey, drawn from responses across 2,037 IT and security
professionals, documented the human dimension of this structural constraint [13]. Seventy-seven percent of
respondents reported feeling unprepared for cybersecurity threats. Organizations tracked an average of
55.5 new vulnerabilities per day, with one to three critical findings arriving daily. The average organization
addressed approximately 270 vulnerabilities monthly — and half of those vulnerabilities recurred within one
month, indicating that quick fixes rather than root-cause resolution were absorbing the bulk of remediation
capacity. Security teams reported spending more than 20% of their working time on manual remediation
tasks, 63% faced moderate-to-significant duplicate alert challenges, and 60% struggled with false positives.
Only 23% of respondents had full visibility across their code-to-cloud environments. The average breach

cost facing organizations without adequate remediation programs was $7.29 million.

Qualys's 2026 benchmark data amplifies these findings with specificity. At the point of vulnerability
disclosure, 85% of vulnerable enterprise assets remain unpatched. After 21 days, 33% remain unpatched.
After 90 days, 12% remain exposed [5]. In absolute terms across large enterprise environments, that 12%
figure represents a substantial number of unpatched high-severity vulnerabilities that have been sitting in

known, scannable, exploitable states for three months. Research from Edgescan's 2025 annual vulnerability
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statistics report found that 45.4% of discovered enterprise vulnerabilities remain unpatched after twelve
months, with 17.4% of unpatched findings classified as high or critical severity [14]. These are not edge-case

outcomes; they represent the central tendency of enterprise patch management at scale.

The recurrence problem identified in the CSA survey merits particular attention. When half of addressed
vulnerabilities reappear within a month, it indicates that remediation teams are not resolving root causes —
they are suppressing symptoms while underlying architectural debt continues to generate exposure. This
dynamic is especially pronounced in cloud and container environments, where misconfigured infrastructure
is often patched manually rather than corrected in the configuration-as-code that generated it, allowing the
same finding to resurface at the next scan cycle. The underlying hygiene deficit is structural: fixing individual
findings without addressing the patterns that produce them is a strategy suited to a low-volume

vulnerability environment, not the high-volume environment Al discovery now creates.

Prioritization has not solved this problem, despite significant investment in vulnerability scoring refinement.
CVSS scores remain the dominant triage mechanism in most organizations, but CVSS was designed to
capture technical severity, not actual exploitability in context. A CVSS 9.8 vulnerability in a system not
reachable from an adversary's position matters far less than a CVSS 6.5 finding in an internet-facing
authentication service. Organizations using only CVSS-based triage routinely devote disproportionate
resources to high-score findings that present low practical risk while lower-scored but highly contextually
exploitable vulnerabilities languish in the queue. Al-assisted systems like Qualys's Agent Val, which performs
continuous exploitability validation using active confirmation rather than static score correlation, represent a
meaningful improvement [15]; but their adoption remains limited, and their output still feeds into manual

remediation workflows whose throughput constraints prevent the findings from being acted upon quickly.
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Section 4: The Asymmetric Burden on Defenders

The fundamental asymmetry of the current environment is that Al tools reduce the cost of vulnerability
discovery and exploitation for all actors simultaneously, but the organizational constraints that limit
remediation speed apply only to defenders. An attacker using Al-assisted tooling to generate a working
exploit for a newly disclosed CVE faces no change management board, no regression testing requirement,
no maintenance window dependency. The attacker's operational tempo is constrained only by compute and

access; the defender's remediation tempo is constrained by organizational process at every step.

This asymmetry is not new — attackers have always operated under fewer constraints than defenders — but
Al has magnified its practical effect. When the exploit window was measured in weeks, organizational
process could still absorb the difference: a 30-day patch cycle, even if imperfect, covered most of the
window before weaponized exploits reached broad deployment. When the exploit window is measured in
hours, or goes negative entirely, no 30-day cycle can cover it. The question ceases to be whether the

current model is optimal and becomes whether it is functional at all.

National cybersecurity agencies in the United States, United Kingdom, Germany, and elsewhere have issued
joint advisories throughout 2025 and 2026 warning that the gap between vulnerability disclosure and state-
actor weaponization is now measured in hours for high-value targets. State-sponsored groups are deploying
Al-assisted discovery and exploitation capabilities against production systems — a present operational

condition, not a future risk.

The volume pressure is compounding. Microsoft's April 2026 Patch Tuesday addressed 167 CVEs — a figure
substantially above the historical average for the monthly cycle, which security analysts attributed directly to
increased Al-assisted vulnerability discovery activity [16]. The increase is not a one-time anomaly; it reflects
the beginning of a structural uptick in disclosure volume as Al systems cover codebases that human
researchers had never fully examined. Organizations whose patch management processes were already

strained under historical volumes face a further increase in the rate at which new critical findings arrive.

The economics of threat actor operations have also shifted. Flashpoint's analysis of the "turn-key"
exploitation market documents that researcher-published proof-of-concept code and automated scanning
tools have lowered the skill floor required to operationalize newly disclosed vulnerabilities, expanding the
population of actors capable of rapid exploitation and increasing the probability that any given critical CVE
will face exploitation attempts before the enterprise patch cycle completes [10]. The Mandiant M-Trends
2026 finding that exploits were the most common initial infection vector for the sixth consecutive year —
accounting for 32% of intrusions — confirms that this pathway remains heavily utilized even as other attack

vectors have evolved [6].
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Section 5: Toward a Continuous Remediation

Architecture

The practical implication of the foregoing analysis is that the enterprise remediation model must be rebuilt
around a fundamentally different set of operating assumptions: that new critical vulnerabilities will arrive
faster than any periodic cycle can absorb them, that the window between disclosure and exploitation is
effectively zero for high-value targets, and that the goal of vulnerability management is no longer clearance
of the full backlog but continuous reduction of actual exploitable exposure. This requires changes across

three dimensions: prioritization methodology, remediation tooling, and organizational structure.

Exploitability-First Prioritization

The shift from CVSS-based to exploitability-based prioritization is the highest-leverage change available to
most organizations, because it redirects existing remediation capacity toward the vulnerabilities that
actually present current risk. CVSS severity describes a vulnerability's theoretical ceiling of impact; it does
not describe the probability that an attacker will use it against a given organization's infrastructure in the
next 72 hours. Exploitability-first prioritization incorporates factors including CISA KEV listing, evidence of
active exploitation in the wild, reachability from external network positions, presence of the affected
software in production versus development environments, and availability of working public exploit code.
Systems like Qualys Agent Val, which uses active exploitability validation to confirm whether a finding is
genuinely exploitable in context before escalating it for human action, represent the direction that mature

programs should take [15].

Continuous Validation Over Periodic Scanning

The periodic scan-and-remediate model introduces a structural latency: the average enterprise runs full
vulnerability scans on a weekly or bi-weekly cadence, meaning that newly disclosed vulnerabilities may go
undetected in the environment for days before appearing in the queue. In an environment where
exploitation can begin before patch release, this latency is not acceptable for the highest-risk vulnerability
classes. Continuous validation — using lightweight agents or passive monitoring to track asset state against
known vulnerability signatures in near-real time — reduces detection latency from days to minutes.
Combined with automated alerting for KEV-listed and actively exploited findings, continuous validation can
trigger an immediate response workflow for the subset of vulnerabilities that require it, while lower-priority

findings continue through the normal periodic process.
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Al-Assisted Patch Generation and Deployment

The same Al capabilities that have accelerated discovery are being applied to remediation. GitHub Copilot
Autofix, integrated into GitHub Advanced Security, provides Al-generated patch suggestions at the point of
detection, shortening remediation cycles from days to hours for certain vulnerability classes [17]. Microsoft's
security platform has extended SDL tooling and external attack surface management capabilities to
address Al-accelerated threats, allowing security teams to integrate asset discovery with vulnerability
prioritization based on actual exposure conditions [18]. Early adopters of Al-assisted remediation workflows

have reported meaningful reductions in mean time to remediate for addressable vulnerability classes [17].

Autonomous Al remediation is currently most mature for a defined class of findings: outdated libraries with
safe upgrade paths, known-safe dependency updates, misconfiguration corrections in infrastructure-as-
code, and similar changes where the scope of the fix is narrow, the risk of regression is low, and the
correctness of the Al's suggestion can be validated against existing test suites. Novel, complex
vulnerabilities requiring architectural changes, or patches for systems with significant compatibility
dependencies, still require human engineering judgment. A tiered model — in which Al handles automated
remediation for the low-risk category, human engineers focus on the high-complexity cases, and clear

escalation criteria define the boundary — allocates scarce human attention where it adds the most value.

DevSecOps Integration and Ownership Clarity

CSA's remediation survey identified collaboration gaps between security and development teams as a
primary driver of remediation delays [13]. In many organizations, the security team owns vulnerability
discovery and reporting while the development team owns the codebase, and neither team has clear
accountability for remediation timelines. When ownership is ambiguous, findings age without action: the
security team marks them as reported, the development team marks them as not-yet-scheduled, and no
individual or function is accountable for the gap. DevSecOps practices that integrate security findings
directly into development workflows — assigning vulnerability findings as trackable tickets in development
sprint backlogs, with defined SLAs for each severity tier and clear escalation paths for findings that miss

their SLAs — convert remediation from a security-team function to a shared organizational responsibility.

Attack Surface Reduction as a Structural Control

Not all vulnerabilities in a given organization's environment are equally accessible. A vulnerability in a
component that is internet-facing, unauthenticated, and used in production presents a fundamentally
different risk profile than the same vulnerability in an internal-only application accessible only from a
dedicated administrative network. Organizations that invest in systematic attack surface reduction —
deprecating unnecessary services, enforcing network segmentation, requiring authentication for all internal

interfaces, and eliminating legacy components whose compatibility requirements prevent timely patching —
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reduce the subset of their vulnerability backlog that is practically exploitable by external actors. This does
not substitute for patching; it reduces the urgency penalty for the subset of findings that cannot be patched

on the required timeline due to operational constraints.

Compensating Controls for Unpatchable Systems

A realistic program must account for the fact that some systems in any large enterprise cannot be patched
on a timeline consistent with current exploitation speeds. Operational technology environments, medical
device infrastructure, legacy ERP systems with contractual support constraints, and other categories of
hard-to-patch systems will exist in most organizations for years to come, regardless of the improvements
made to general remediation programs. For these systems, compensating controls — network isolation,
enhanced monitoring, application-layer filtering, and compensating authentication requirements —
represent the practical risk reduction available within the operational constraint. These controls should be
formally documented, reviewed at each vulnerability disclosure cycle for continued adequacy, and treated as
temporary measures with defined timelines for architectural resolution, not as permanent replacements for

patching.
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Section 6: CSA Resource Alignment

The vulnerability management challenge described in this paper intersects directly with several CSA
frameworks and working groups, which together provide a governance and technical foundation for

organizations building toward a continuous remediation posture.

MAESTRO

The MAESTRO framework, introduced by CSA in February 2025, provides a seven-layer threat modeling
architecture for agentic Al systems [19]. As Al-assisted remediation tooling increasingly operates
autonomously — executing code changes, submitting pull requests, modifying infrastructure configuration —
MAESTRO provides the analytical vocabulary for assessing the threat surface of those systems. An Al
remediation agent that can autonomously deploy patches to production environments is also an agent that,
if compromised or misconfigured, can deploy malicious changes to those same environments. MAESTRO
Layer 4 (Deployment and Infrastructure) and Layer 5 (Evaluation and Observability) are particularly relevant
to remediation automation design, providing a structured approach to defining trust boundaries,

authorization controls, and anomaly detection for agentic remediation pipelines.

Al Controls Matrix (AICM)

CSA's Al Controls Matrix, released July 2025 and recognized as a 2026 CSO Awards winner, provides 243
control objectives across 18 security domains for trustworthy Al development and deployment [20]. For
organizations deploying Al-assisted vulnerability management tools — whether developed internally or
procured from vendors like Qualys, CrowdStrike, or Microsoft — the AICM provides a vendor-agnostic
control framework for assessing the security posture of those tools. The AICM maps to ISO/IEC 42001,
NIST Al RMF 1.0, and the BSI AIC4 Catalog, and is accompanied by the Al Consensus Assessment Initiative
Questionnaire (AI-CAIQ) and a STAR for Al certification pathway. Organizations procuring Al security tools

should use the AI-CAIQ as a vendor assessment instrument.

CCM and STAR

CSA's Cloud Controls Matrix and STAR program provide the foundational cloud security governance
framework within which vulnerability management programs operate. CCM Domain TVM (Threat and
Vulnerability Management) directly addresses the requirements for continuous vulnerability scanning,
prioritized remediation, and SLA tracking that a mature program requires. STAR Level 2 assessments
provide third-party validation of an organization's controls implementation, including those relevant to
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vulnerability management. Organizations building toward STAR for Al certification should ensure their
vulnerability management controls, including those for Al-assisted tooling, are documented and assessed as

part of that process.

Companion Research

CSA's Al Safety Initiative whitepaper "The Collapsing Exploit Window: Al-Speed Vulnerability
Weaponization" [21] provides a complementary analysis focused on the attacker-side dynamics of Al-
accelerated exploitation. Organizations should read both papers together: the Collapsing Exploit Window
analysis describes the threat actor capability and motivation; this paper describes the defender-side

remediation model failure and the architectural changes required to address it.

Conclusions and Recommendations

The convergence of machine-speed vulnerability discovery, negative exploit windows, and structurally
constrained enterprise remediation capacity defines the central operational challenge of enterprise security
in 2026. The Al-driven patch wave is not a future scenario to be planned for; it is a present condition that
existing programs are already failing to address at scale. The evidence — from Mandiant's M-Trends data,
from Qualys's remediation benchmarks, from CSA's own remediation survey, and from the observable
acceleration in disclosure volumes — points consistently to a gap that is widening rather than closing under

current approaches.

The organizations best positioned to operate in this environment will not be those that patch the fastest in
absolute terms; they will be those that have fundamentally restructured their remediation model around the
realities of the current environment. The following recommendations provide a prioritized roadmap for that

restructuring.

Immediate Actions (0-30 Days)

Security leaders should begin by benchmarking their current mean time to remediate against Qualys's 2026
industry data and identifying the primary structural drivers of their MTTR in the complex-application
category. Organizations should audit their CISA KEV compliance posture — specifically, the percentage of
KEV entries remaining unpatched at 30 and 55 days — and establish a dedicated fast-track remediation
track for KEV-listed findings that bypasses standard change management timelines for internet-facing
systems. Existing vulnerability scanning programs should be evaluated for continuous versus periodic
coverage, with a gap analysis identifying the systems whose scan cadence introduces more than 24-hour

detection latency for newly disclosed critical findings.
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Short-Term Changes (30-90 Days)

Organizations should implement exploitability-based prioritization as the primary triage mechanism,
supplementing or replacing CVSS-only prioritization with tools that incorporate KEV status, active
exploitation evidence, and contextual reachability. Ownership and SLA structures for vulnerability
remediation should be formalized: development teams should receive vulnerability findings as development-
workflow tickets with defined completion targets, not as advisory notifications. Al-assisted remediation
tooling should be evaluated for deployment in the low-risk category of outdated libraries and known-safe

dependency updates, with a defined scope, escalation criteria, and integration into existing Cl/CD pipelines.

Strategic Changes (90 Days and Beyond)

Long-term strategic transformation requires moving from periodic patch management to continuous
remediation architecture: continuous validation replacing periodic scanning for production systems,
automated Al-assisted remediation for defined low-complexity vulnerability classes, and human expert
capacity concentrated on complex, high-impact findings requiring architectural judgment. Organizations
with significant populations of unpatchable or hard-to-patch systems should develop formal compensating
control programs with defined review cadences and architectural resolution timelines. Governance
structures should reflect the new threat model: security program reporting should include exploit-window
metrics alongside traditional remediation throughput metrics, and board-level reporting should address the

organization's exploitable exposure gap rather than only its patch completion percentage.

The transition will not be easy, and it will not be complete. The gap between Al-assisted discovery velocity
and enterprise remediation capacity is not a problem to be permanently solved; it is a dynamic that requires
continuous organizational adaptation as Al capabilities continue to evolve. What organizations can achieve —
and what the frameworks and tools described in this paper support — is a meaningful and durable reduction
in their practical exploitable exposure: a posture in which the highest-risk subset of their vulnerability
backlog is addressed at a pace that leaves attackers a narrower operational window than they currently

enjoy. In the current environment, that is the achievable objective, and it is the right one to pursue.
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