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Key Takeaways

On May 7, 2026, negotiators from the European Council, European Parliament, and European

Commission reached a provisional political agreement on the Digital Omnibus on AI — the first formal set

of amendments to the EU AI Act since its adoption in June 2024 [1][13]. The agreement is expected to

be formally adopted and published in the Official Journal of the European Union before August 2, 2026,

with provisions taking effect three days after publication [3]. Obligations already in force — including

prohibited AI practices (Article 5), AI literacy requirements (Article 4), and General-Purpose AI model

obligations (Articles 51–56) — remain fully enforceable and are not affected by the omnibus [1][5]. Article

50 transparency obligations, which require disclosure of AI interactions and labeling of AI-generated

content, also proceed as scheduled on August 2, 2026, with only a narrow grace period for machine-

readable watermarking on pre-existing systems [1][6].

The most broadly applicable change is a 16-month deferral for standalone high-risk AI

systems classified under Annex III, moving the compliance deadline from August 2, 2026 to

December 2, 2027. High-risk AI systems embedded in regulated products under Annex I

receive a 12-month deferral, moving from August 2, 2027 to August 2, 2028 [1][4].

Two new categories of prohibited AI practice take effect December 2, 2026: AI systems that

generate or manipulate non-consensual intimate imagery, and AI systems that produce child

sexual abuse material, both carrying fines of up to €35 million or 7% of annual worldwide

turnover [4][7]. The EU AI Office simultaneously gains exclusive supervisory competence

over AI systems built on General-Purpose AI models where the model and system originate

from the same provider [4].

Article 25 supply chain disclosure obligations are expanded under the omnibus, with violations

now carrying elevated penalties under the amended enforcement regime. Organizations

should confirm the applicable penalty tiers with legal counsel [8].

Background

The EU AI Act entered into force on August 1, 2024, establishing a risk-based regulatory framework for

artificial intelligence systems operating in or affecting the European Union [5]. The regulation uses a

tiered approach: prohibited practices became enforceable on February 2, 2025; obligations governing

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 3



General-Purpose AI models and the creation of national competent authorities took effect on August 2,

2025; and the broadest category of requirements — those governing high-risk AI systems and general

transparency — were scheduled to become enforceable on August 2, 2026 [5][6].

The Digital Omnibus package was first proposed by the European Commission on November 19, 2025 as

part of a broader EU-wide simplification initiative [9]. The package spans multiple digital regulations and

reflects pressure from industry, member states, and EU institutions to streamline compliance

requirements ahead of major enforcement deadlines. The AI component, formally designated the Digital

Omnibus on AI, is the first substantive legislative amendment to the Act and represents a calibration of

the original timeline in response to practical constraints in standards development and implementation

readiness [2][13].

The principal driver cited for the high-risk AI deferral is the pace of harmonized standards development.

European standards bodies CEN and CENELEC are working to produce the technical standards that

providers will use to demonstrate conformity with many AI Act requirements, and those standards are not

expected to mature before the original August 2026 deadline [3][10]. Without finalized harmonized

standards, organizations and national authorities face uncertainty about how to assess compliance for

high-risk systems. The amendment addresses this structural gap by aligning enforcement timelines more

closely with standards availability. A secondary rationale is the broader EU simplification agenda:

reducing near-term regulatory burden while maintaining the Act's core protective intent.

The provisional agreement reached on May 7, 2026 must proceed through formal adoption by both the

European Parliament and the Council before taking legal effect. Formal adoption is expected within

weeks, and Official Journal publication in July 2026 is widely anticipated [3][10]. Until formal adoption

occurs, organizations operating high-risk AI systems technically remain subject to the original August 2,

2026 deadline. Legal counsel should assess each organization's specific exposure during the interim

period.

Security Analysis

What the Extension Covers — and What It Does Not

The 16-month deferral applies specifically to the compliance obligations for standalone high-risk AI

systems listed in Annex III of the AI Act. Annex III covers AI applications in employment, education,

essential services, law enforcement, migration management, critical infrastructure, and administration of

justice — categories where AI outputs can materially affect individuals' access to opportunities or rights
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[5]. Providers and deployers of these systems gain until December 2, 2027 to implement the full suite of

requirements: conformity assessments, technical documentation, human oversight mechanisms, logging

and traceability controls, and registration in the EU database of high-risk AI systems.

The extension does not, however, apply uniformly. High-risk AI system registration obligations in the EU

database remain in effect and are not delayed by the omnibus [8]. Providers who have already placed

high-risk systems on the market still face obligations to maintain technical documentation and adhere to

post-market monitoring requirements that were already in effect before the omnibus agreement [4][5].

The deferral provides runway for new deployments and for strengthening existing compliance programs;

it does not erase obligations that preceded May 2026.

Article 50 transparency obligations — which require providers of AI systems that interact with individuals

to disclose the AI nature of those systems, and which mandate machine-readable marking of AI-

generated content — proceed on the original August 2, 2026 schedule [6]. The omnibus carves out a

narrow exception: AI systems that generate synthetic content and were already placed on the market

before August 2, 2026 have until December 2, 2026 to implement Article 50(2) machine-readable

marking [4][6]. All other Article 50 obligations apply from August 2, 2026, regardless of when the

system was deployed. Organizations that deploy AI systems to interact with EU users, or that use AI

systems to generate content distributed to EU audiences in a professional context, face live disclosure

obligations under Article 50 as of August 2, 2026. Legal review is advised to determine whether specific

deployment scenarios are covered.

GPAI model obligations under Articles 51–56 took effect on August 2, 2025, and the omnibus leaves

them unchanged [5]. Providers of general-purpose AI models, including foundation models and large

language models made commercially available in the EU, are already subject to transparency

documentation requirements, copyright policy obligations, and — for models assessed to carry systemic

risk — additional safety evaluation and incident reporting requirements. Organizations building

proprietary AI capabilities on top of foundation models must understand where their obligations as GPAI

deployers end and where their obligations as system providers begin.

New Prohibited Practices: Extending Article 5

The omnibus agreement adds two categories to Article 5's list of prohibited AI practices, effective

December 2, 2026 [4][7]. The first prohibition covers AI systems designed or used to generate or

manipulate sexually explicit or intimate images, video, or audio without the freely given, specific,

informed, unambiguous, and explicit consent of the person depicted — the category commonly referred

to as non-consensual intimate imagery or "nudifier" applications. The second prohibition covers AI

systems used to generate child sexual abuse material. Compliance with both prohibitions will require

providers to document that their systems were not designed for prohibited purposes and to assess
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foreseeable misuse pathways — a practice strongly implied by the prohibition's design-stage framing,

though not explicitly enumerated as a standalone obligation under Article 5 [4][7]. Violations can trigger

fines of up to €35 million or 7% of annual worldwide turnover, whichever is higher [4][7].

The security implication extends beyond content moderation. Organizations that deploy or operate

image, video, or audio generation capabilities have until December 2, 2026 to demonstrate that their

systems are not used for prohibited purposes. Achieving compliance will likely require technical

safeguards such as prompt filtering, output monitoring, and refusal mechanisms, as well as documented

misuse risk assessments at the model and application layers. Legal counsel should be engaged to

determine the specific controls required for each deployment context, as the regulation does not

enumerate specific technical measures. Enterprises licensing or integrating third-party generative AI

APIs should evaluate their contractual and technical position with respect to these prohibitions. Under

current interpretations of the EU AI Act's deployer obligation framework, responsibilities may attach

even when the underlying model is sourced externally — though organizations should confirm this risk

allocation with legal counsel given the specific circumstances of each deployment [4].

Supply Chain Disclosure Tightening

The omnibus expands obligations related to AI supply chain transparency under Article 25 [8]. Providers

supplying AI models to downstream application builders and system integrators must now disclose

known limitations and failure modes in writing, and supply agreements must explicitly cover AI models

provided by third parties. These supply chain information-sharing requirements now carry elevated

penalties under the amended enforcement regime, representing a meaningful escalation from the prior

framework [8].

For security teams, this change has direct operational relevance. Organizations integrating foundation

models, fine-tuned models, or AI system components from external vendors should review their supplier

agreements to verify that Article 25 disclosures are documented and current. The obligation runs in both

directions: organizations that supply AI components to others must ensure their own disclosure practices

are adequate, while organizations that consume AI components from suppliers should treat the absence

of Article 25 documentation as a material vendor risk indicator.

Centralized GPAI Enforcement and Structural Risk

The omnibus grants the EU AI Office exclusive supervisory competence over AI systems built on

General-Purpose AI models where the model provider and the system provider are the same legal entity

[4]. This consolidates enforcement authority for vertically integrated AI offerings — scenarios in which a

company develops a foundation model and also builds applications on top of it — at the EU level rather
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than distributing it across member state national competent authorities. For very large online platforms

and very large online search engines subject to the Digital Services Act, the same centralization applies

regardless of the provider's corporate structure.

This structural shift has strategic implications for compliance risk assessment. Organizations subject to

EU AI Office jurisdiction face a single, centralized enforcement counterparty rather than navigating

potentially divergent national interpretations. The AI Office has been developing codes of practice for

GPAI models throughout 2025 and 2026, and the direction of its supervisory approach will substantially

shape what systemic-risk designation means in practice. Enterprise AI risk programs should incorporate

monitoring of AI Office guidance and enforcement activity as a distinct input, separate from member

state-level developments.

Recommendations

Immediate Actions

Organizations should audit their AI deployment inventory immediately against the three active

enforcement dates that remain fixed: February 2, 2025 obligations (prohibited practices and AI literacy,

already in effect), August 2, 2025 obligations (GPAI), and August 2, 2026 obligations (Article 50

transparency). Any system that interacts with users and does not currently include disclosure of its AI

nature, or that generates content without appropriate labeling mechanisms, is non-compliant as of

August 2, 2026.

The first audit priority is Article 50 coverage: every customer-facing, employee-facing, and partner-

facing AI interaction should be mapped against Article 50 obligations, with gaps in disclosure language,

user notification workflows, and content labeling systems identified and addressed before August 2.

Article 25 supply chain documentation should be reviewed with AI vendors and foundation model

providers, with written disclosure of known limitations and failure modes requested from each. Where

vendors cannot provide this documentation, the gap should be escalated as a vendor risk issue. For AI

systems touching image, audio, or video generation, a documented misuse risk assessment should be

calendared for completion before December 2, 2026, when the new Article 5 prohibitions take effect.

Finally, legal counsel should confirm the formal adoption status of the omnibus as it progresses through

Official Journal publication — the deferral is not legally binding until that publication occurs.
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Short-Term Mitigations

The 16-month extension provides meaningful runway, but organizations that use it as permission to

pause Annex III compliance work will create larger problems as the December 2027 deadline approaches.

Standards development timelines can slip, and some legal commentators have suggested that national

regulators may apply existing obligations where voluntary compliance is absent, though no formal

member-state enforcement signals have been published at the time of this writing. The prudent posture

is to continue structured compliance work at a sustainable pace rather than deferring all activity.

During the extended runway, organizations should complete risk classification reviews for all AI systems

in the product and operations portfolio. Establishing whether a given system falls under Annex III (and is

now deferred) or outside high-risk classification entirely is a prerequisite for efficient resource allocation.

Classification work does not depend on the finalized harmonized standards and can proceed now.

Organizations should also prioritize building the documentation infrastructure — AI system cards,

intended use records, training data provenance documentation, and human oversight logs — that will be

required for conformity assessments regardless of whether the formal assessment date shifts.

For organizations with operations in multiple jurisdictions, the omnibus affects EU compliance timelines

but has no bearing on sector-specific regulatory guidance in the UK, US AI Executive Orders, or sector-

specific requirements such as the EU Medical Device Regulation or EU Financial Services AI guidance.

Organizations should assess obligations under each applicable jurisdiction's specific regulatory

instruments rather than treating any single timeline as representative.

Strategic Considerations

The Digital Omnibus agreement reflects a broader EU recalibration: the regulatory intent to govern AI

risk remains firm, but the implementation pathway is being adjusted to account for practical constraints

in standardization and organizational readiness. Organizations that treat the extension solely as deadline

relief may miss the regulatory trajectory indicated by the simultaneous expansion of Article 5

prohibitions and increased Article 25 penalties. The Commission's expansion of prohibited practices into

new content domains and the tightening of supply chain penalty exposure demonstrate that the

enforcement perimeter is growing even as some deadlines shift outward.

Enterprise AI risk strategy should treat the extension as an opportunity to build durable governance

infrastructure rather than to defer investment. Compliance programs assembled primarily under time

pressure can be difficult to adapt as guidance evolves and as AI deployments change. The additional

sixteen months available for Annex III work should be invested in risk classification maturity, technical

documentation systems, human oversight process design, and procurement requirements that can be

applied consistently across the AI supply chain.
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The centering of enforcement authority for integrated GPAI systems in the EU AI Office also signals that

foundation model governance will be increasingly shaped by EU-level policy rather than fragmented

national interpretations. Organizations building on or deploying large foundation models should actively

monitor EU AI Office publications, including the codes of practice in development, as these instruments

will materially define compliance expectations before formal enforcement begins.

CSA Resource Alignment

The EU AI Act's risk classification framework and the compliance obligations it generates are addressed

by the structure of CSA's AI Controls Matrix (AICM) v1.0 [11]. The AICM's 243 controls across 18 domains

were designed with EU AI Act alignment in mind, and the August 2025 release includes mappings to AI

Act articles alongside mappings to ISO/IEC 42001 and the NIST AI Risk Management Framework [11][12].

Organizations using AICM as their technical control overlay may leverage these mappings to identify

controls relevant to Article 50 transparency obligations, Annex III high-risk system requirements, and

GPAI documentation requirements without building bespoke compliance matrices from scratch. The

mappings are designed to support this use, though organizations should validate their specific

applicability given the pace of guidance development following the omnibus agreement.

The expanded Article 25 supply chain disclosure requirements are relevant to AICM's supply chain

security domain, which addresses third-party component validation, vendor transparency requirements,

and AI model provenance documentation. The AICM's Shared Security Responsibility Model (SSRM) for

AI distributes accountability across model providers, orchestrated service providers, application

providers, and AI customers — a structure that corresponds to the supply chain relationships that Article

25 now governs with elevated penalties [11]. Organizations using the SSRM as a reference architecture

for AI supply chain accountability will find it addresses many of the questions raised by Article 25's

expansion, though the SSRM predates the omnibus and its coverage of specific amended requirements

should be assessed accordingly.

CSA's MAESTRO framework for agentic AI threat modeling provides a complementary analytical lens for

the new prohibited practice expansions. MAESTRO's threat scenarios for AI systems that manipulate or

generate synthetic media, and for systems that can be misused to produce harmful content through

adversarial prompting, are relevant to the misuse assessments that Article 5's new prohibitions are

expected to require. Organizations using MAESTRO to model threats against their generative AI

deployments may find it provides useful analytical scaffolding for December 2026 prohibited practice

compliance, particularly for documenting that systems were not designed for prohibited purposes.
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CSA's STAR program provides an auditable evidence framework that can support EU AI Act conformity

assessment preparation. STAR for AI assessments can be structured to document the technical and

governance controls supporting Annex III compliance — creating a record that third-party conformity

assessment bodies may reference when the December 2027 deadline arrives. Beginning STAR for AI

assessments during the extended runway period allows organizations to identify control gaps early and

remediate them before the assessment clock starts running in earnest.
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