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Key Takeaways

Enterprise AI agent deployment has reached operational scale faster than the controls designed to

govern it. A 2026 Cloud Security Alliance survey of 445 security and IT professionals found that 54

percent of organizations already host between one and one hundred unsanctioned AI agents, and 47

percent host more than one hundred such agents, all running outside formal review [1][2]. Taken together,

these figures indicate that fewer than two percent of surveyed organizations report no unsanctioned

agents at all — a finding of near-universal shadow agent prevalence. Microsoft's 2026 Cyber Pulse report

places more than 80 percent of Fortune 500 companies in active agent production, with 29 percent of

employees admitting to use of unsanctioned agents and 47 percent of organizations having implemented

dedicated generative-AI security controls [3]. The combination of broad deployment, weak ownership,

and inherited credentials has produced a category of asset that is simultaneously high-privilege, high-

velocity, and largely invisible.

Three implications warrant immediate CISO attention. First, shadow AI agents are not analogous to

shadow IT spreadsheets or unsanctioned SaaS — they are autonomous executors that inherit the

deploying user's permissions, chain actions across systems, and operate at machine speed without

secondary approval [4]. Second, the per-agent blast radius is structurally larger than that of comparable

service accounts because agents can decide which tools to call, ingest untrusted content as instructions,

and adapt mid-run [5][6]. Third, a single compromised or misbehaving agent connected to email,

document repositories, payment systems, and code repositories functions as an enterprise single point of

failure: one identity, one set of credentials, but a fan-out into every business process the agent touches.

Security leaders should treat each production agent as a critical-tier non-human identity with explicit

ownership, scoped permissions, runtime monitoring, and a documented decommissioning path.

Frameworks from CSA — including the AI Controls Matrix (AICM), the MAESTRO threat modeling

approach, and the Agentic AI Identity and Access Management guidance — provide the control

vocabulary needed to bring agent governance to parity with the rest of the identity program before the

agent population grows another order of magnitude.
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Background

The category of risk this research note addresses is not new in concept but is new in magnitude. Non-

human identities have outnumbered human identities in enterprise environments for years, and over-

permissioning of service accounts has long been a recognized weakness; industry estimates suggest that

a substantial majority of non-human identities carry excessive privileges relative to the work they actually

perform [5]. What has changed in 2025 and 2026 is the introduction of a non-human identity class that

does not behave like a service account. AI agents are autonomous, goal-driven, and capable of selecting

their own tool calls within a permitted scope. They process untrusted input — emails, documents, web

pages, chat messages — as part of their normal operation, and they can chain access across systems in

ways that traditional automation cannot [6].

Adoption has run well ahead of governance. The 2025 CSA Agentic Identity Survey (published 2026)

reports that 40 percent of organizations had agents in production by late 2025, with another 31 percent

in pilot and 19 percent planning deployment within the year; more than 70 percent of respondents

expected to manage dozens to hundreds of agents within twelve months [7]. A subsequent CSA survey,

fielded in early 2026, found that 65 percent of organizations had experienced at least one AI agent

security incident in the prior twelve months, and that 82 percent had discovered at least one previously

unknown agent inside their environment in the same period — despite 68 percent rating their visibility as

"high" on a five-point scale [4][8]. The gap between the visibility confidence rating and the rate of

undiscovered agents is notable: many organizations may be finding unknown agents precisely because

their discovery processes are functioning, while underestimating the full scope of what remains

undetected.

The term "shadow AI agent" describes any AI-driven autonomous workflow created without the

knowledge of the security, IT, or governance functions formally responsible for non-human identity

oversight [9][10]. These agents arrive through several channels: low-code and no-code agent builders

embedded in SaaS platforms, developer-created automations and scripts that call hosted LLM APIs,

locally installed desktop assistants, and personal AI accounts used inside the corporate network. CSA's

analysis notes that an estimated 47 percent of in-enterprise AI usage occurs through personal accounts

that sit outside single sign-on, identity governance, and audit logs [4]. The result is a population of

executors whose existence, scope, and lifecycle are unknown to the controls designed to govern them.

The conventional model for managing non-human risk — periodic privilege review, static role assignment,

and after-the-fact audit — was designed for a workforce of stable, narrow-purpose service accounts. It

does not match the operational profile of an autonomous agent that may be created in a chat interface,

granted ambient access to enterprise data through OAuth scopes, and never formally decommissioned.
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CSA has termed the residual exposure of obsolete or forgotten agents "retirement debt" — analogous to

technical debt, in that short-term savings in lifecycle management accumulate into long-term

remediation liability — a category that compounds over time as adoption scales [8].

Security Analysis

Why a shadow agent is a single point of failure

A traditional shadow IT artifact — an unsanctioned spreadsheet, a personal SaaS subscription, an

unmanaged browser extension — typically extends one user's reach in one direction. A shadow AI agent

extends it in several directions at once. An agent built to automate a sales workflow may simultaneously

hold credentials for the CRM, the corporate email system, document storage, calendar services, and one

or more external data providers; compromising the agent's identity does not merely expose those

connections in isolation but creates a foothold from which the agent's own tool-calling logic can be

exploited to traverse them [5][6]. The blast radius of a single agent therefore tracks the union of every

system the agent has been wired into, not the intersection. In practice, this means that the average

enterprise's autonomous agent population concentrates more cross-system reach in fewer identities than

most prior classes of non-human actor.

This concentration is what makes individual agents function as single points of failure. When the agent is

the orchestrator of a multi-step business process — purchase approval, customer outreach, ticket triage,

code review — its failure modes propagate. A compromise that would have been contained at a single API

key now extends to every downstream action the agent is authorized to take, executed at machine speed

before human reviewers can intervene. Published commentary on multi-agent architectures suggests that

coordinating agents in particular create centralized vulnerabilities: when a single agent interprets, assigns,

and validates work on behalf of others, compromise or confusion at that node affects everything

downstream [11].

Over-permissioning is now the default state

Empirical data indicates that over-permissioning is not the exception but the operational norm. The

CSA/Zenity 2026 survey found that only 8 percent of organizations report that their AI agents never

exceed intended permissions; 53 percent report agents exceed permissions "occasionally" or

"sometimes" [1][2]. Forty-seven percent of organizations recorded at least one AI agent–related security

incident in the prior year, and 58 percent of those incidents took five hours or longer to detect and

respond to [1]. The detection-and-response window is critical: in static environments, an over-
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permissioned credential is dangerous only when an adversary discovers and uses it; in agentic

environments, the over-permission can be exercised by the agent itself, either through a prompt injection

delivered in routine input or through a goal-misalignment failure mode that emerges from normal

operation [12][13].

Several structural factors push agents toward over-permission. Experience with agent deployments

suggests developers often grant broad scopes during early experimentation and rarely return to tighten

them. Many agent platforms appear to expose permissions in coarse-grained bundles that do not map

cleanly onto least-privilege boundaries. Credentials issued to agents are frequently long-lived and shared

across tasks, extending the exposure window if any single interaction is compromised [5][14]. A

particularly important factor is that agents reason about the systems they connect to, which means even

nominally narrow permissions can be combined creatively into higher-impact actions than any individual

scope grant anticipated.

Visibility and ownership gaps compound the risk

The CSA survey data shows that only 15 percent of organizations report defined ownership for between

76 and 100 percent of their AI agents, while 20 percent report ownership for only one to twenty-five

percent of their fleet [1]. Just 21 percent maintain a real-time registry of active agents, and only 28

percent can trace an agent's actions back to the initiating human or system across all environments [2]

[7]. Confidence in detection tooling is correspondingly low: 16 percent of organizations describe

themselves as highly confident in their ability to detect AI agent–specific threats, while 44 percent

describe themselves as only slightly confident or not confident at all [1]. When the population of high-

privilege actors is partially undocumented and the tooling to monitor them is immature, the practical

assurance that any specific agent is behaving within scope is weak.

The visibility gap is asymmetric. Sanctioned agents enrolled through formal onboarding are easier to

inventory, scope, and revoke. Shadow agents — created in personal accounts, embedded in third-party

SaaS, or installed locally on developer endpoints — are typically discovered only through incident

response or accidental observation. CSA research distinguishes between "operational visibility" (knowing

about the agents that come through the front door) and "assurance-grade oversight" (confidence that

all agents, authorized or not, are identified, scoped, and subject to control pathways) [9]. The latter is

what shadow AI undermines.
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Concentration of business process in autonomous executors

The financial dimension of this risk is becoming measurable. Security Boulevard's reporting on industry

data suggests that incidents involving shadow AI artifacts carry materially higher remediation costs than

comparable non-AI incidents, driven by delayed detection and the difficulty of scoping exposure after the

fact [15]. Published case reporting documents incidents in which manipulated procurement agents

approved unauthorized purchase orders, agents summarizing emails executed embedded prompt

injections, and compromised third-party AI tooling pivoted into internal enterprise systems through the

access an employee had granted [13][16]. The pattern across these cases is consistent: the agent was the

connective tissue, and the compromise propagated through the agent's authorized integrations rather

than through a separate exploitation chain.

That structural role — connective tissue with delegated authority over multiple business systems — is what

places shadow AI agents in the category of single-point-of-failure assets. The risk is not that any

individual agent is exotic; it is that organizations now operate populations of them with weaker oversight

than they apply to ordinary administrative accounts.

Recommendations

Immediate Actions (next ninety days)

Security teams should run an active discovery exercise rather than rely on existing inventories. Discovery

should cover identity providers, OAuth grant logs, SaaS audit logs, developer endpoints, and outbound

API call analytics — the five channels through which most shadow agents arrive. Each agent identified

should be recorded with its purpose, the human or team accountable for its actions, the systems it can

read or write, and the permissions it actually exercises (often a smaller set than the permissions it holds).

For the agents already known to exist, verify that credentials are scoped to least privilege and rotate any

static tokens that have outlived their original task.

Because AI agent incidents are observed in roughly half of organizations and detection times are

routinely measured in hours, run a tabletop exercise that assumes a high-privilege agent has executed

actions beyond its scope. The exercise should test whether logging is sufficient to reconstruct the action

sequence, whether the agent can be disabled at the identity layer without breaking dependent systems,

and whether the human owner can be reached within the response window. Where these capabilities are

missing, prioritize their remediation over additional agent deployment.
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Procurement and security should also jointly define an interim governance gate: any new production

agent created on a sanctioned platform must register a human owner, a scoped permission set, and a

decommissioning trigger before connecting to corporate identity. This is a holding measure while more

durable controls are developed, but it converts agent creation into a governance event rather than a

silent provisioning action [9].

Short-Term Mitigations (six to twelve months)

Treat AI agents as a distinct identity tier within the existing IAM program. The CSA Agentic AI Identity and

Access Management framework recommends moving from static, long-lived credentials to dynamically

issued, just-in-time tokens with fine-grained, context-aware scopes [14]. Where the existing identity stack

cannot support short-lived workload identities for agents, design a transitional approach that at

minimum enforces per-task credential issuance for the highest-risk agent populations (those touching

financial systems, customer data, or production code repositories).

Adopt continuous discovery and registry capabilities so that agent inventory reflects the actual

population rather than the sanctioned subset. Discovery should run against the same data sources used

for the initial sweep but on a recurring cadence, and new agents observed without an owner should

trigger a workflow rather than an informational alert. CSA's published guidance emphasizes that agent

creation should be treated as a governance event triggering ownership assignment, purpose

documentation, and permission scoping, even when the creation occurs on a low-code platform outside

traditional change management [9].

Implement runtime monitoring focused on agent behavior rather than on static configuration. Behavior-

based controls relevant to over-permissioned agents include detection of permission usage that

diverges from the agent's stated purpose, detection of input sources outside the expected channels, and

rate limiting on high-impact actions (financial transactions, mass communications, configuration

changes). MAESTRO's layered threat model offers a vocabulary for organizing these controls by where in

the agent stack they apply: foundation model, agent framework, tool ecosystem, and the evaluation and

operations layers above them [17][18].

Strategic Considerations (twelve to twenty-four months)

The trajectory of agent populations is steep. Industry projections place the number of autonomous

agents in operation in the low billions within the next two to three years, with most enterprises moving

from tens of agents today to hundreds or thousands over the same horizon [3][7]. Governance

approaches that depend on case-by-case human review will not scale. Strategic planning should
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anticipate a control model in which the default agent has bounded, just-in-time access, the default action

is logged with sufficient context for downstream reconstruction, and the default lifecycle includes an

automatic expiration that requires renewal rather than passive persistence.

Avoid building an agent identity program that is tied to a single platform vendor's permission model. The

platform layer in agentic AI is consolidating quickly, and policy schemas and audit data formats are not

yet standardized. Anchoring agent governance in framework-aligned policy — expressing controls in the

language of AICM domains, MAESTRO layers, and CSA Zero Trust principles — preserves portability if the

underlying platform changes. Where feasible, maintain independent identity governance for non-human

identities so that agent-population decisions are not held hostage to any single platform's roadmap.

Finally, plan for the regulatory environment that is now arriving. Only 13 percent of CSA-surveyed

organizations describe themselves as highly prepared for upcoming AI-related regulation, and 33

percent cite compliance as their most common operational challenge — already ahead of security at 27

percent [1][2]. Early signals from the EU AI Act and emerging financial sector frameworks suggest that

regulators may expect demonstrable controls over non-human actors that take consequential decisions;

the organizations best positioned will be those that can produce an attestable inventory of agents,

document their permission boundaries, and evidence ongoing monitoring of their behavior.

CSA Resource Alignment

This analysis connects to several active Cloud Security Alliance initiatives that organizations can adopt

directly. The AI Controls Matrix (AICM) v1.0.3 provides eighteen control domains and a Shared Security

Responsibility Model that explicitly decomposes obligations between cloud providers, model providers,

orchestrated service providers, application providers, and AI customers; the domains covering identity

and access management, data security, supply chain, and incident detection and response are directly

applicable to agent governance [19]. The MAESTRO framework offers the threat-modeling vocabulary

needed to reason about agent risk by architectural layer and is the recommended starting point for

organizations conducting threat models against new agent deployments [17][18].

CSA's Agentic AI Identity and Access Management: A New Approach (August 2025) provides design

guidance for treating agents as first-class identity entities, with attention to ephemerality, delegation, and

just-in-time credentials [14]. The Confronting Shadow Access Risks paper (May 2024) and the more

recent Securing Autonomous AI Agents and Enterprise AI Security Starts with AI Agents surveys (2026)

supply the empirical baseline and the Zero Trust framing relevant to shadow agent discovery and
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oversight [7][9][20]. CSA's STAR program provides a mechanism for cloud and AI service providers to

attest to relevant control implementations, which may become increasingly material when contracting

with agent platforms as governance requirements mature.

Organizations using these resources together can move from ad hoc agent provisioning toward a control

model in which each agent is identifiable, scoped, owned, monitored, and retired on schedule — the

minimum bar appropriate for non-human actors authorized to make consequential business decisions.
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