CSAI Foundation | Cloud Security Alliance

Al Superpersuasion and Enterprise
Security Risk

Peer-Reviewed Evidence and Guidance for Security Teams

2026-06-26

[E) Al-assisted Rapid Research

AW o1 ‘dogedcurit
= Al y
N CS baﬂa”fance“



© 2026 Cloud Security Alliance. Some rights reserved.

You may download, store, display, view, print, redistribute, and link to this document in its original, unmodified form,
provided that attribution to the Cloud Security Alliance is maintained and all trademark and copyright notices remain

intact.

This document may not be modified or altered. You may quote portions of the document as permitted by the Fair
Use provisions of the United States Copyright Act, provided that attribution is given to the Cloud Security Alliance.

This document may be shared on professional and social media platforms in its original form with attribution.

This document was generated with Al assistance and has not undergone official CSA review and approval processes.

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 2



Key Takeaways

A June 2026 preregistered study by researchers at the University of Oxford, the UK Al
Security Institute, Stanford University, and the London School of Economics established that
frontier Al systems out-persuade every class of human expert tested — including world-class
debaters and professional fundraising canvassers — across 18,978 real conversations with
6,923 participants [1].

Al was nearly three times as effective as professional canvassers at raising real-money
charitable donations, the first peer-reviewed measurement of this capability under

consequential, real-world financial conditions [1].

The persuasive advantage is structural, not stylistic: Al's edge collapses when it is constrained
to human typing speed and message length, indicating the gap is driven by information

throughput and is likely to widen as inference speeds continue to improve [1].

Business email compromise — the canonical social engineering attack against enterprises —
generated approximately $2.8 billion in FBI-reported losses in 2024 across more than 21,000
complaints [2]. An adversary operating at Al-persuasion capability levels can target this

attack surface with superhuman effectiveness.

Security awareness training, verification protocols, and social engineering defenses designed
around human-level persuasion as the threat ceiling are now calibrated to a baseline that no
longer represents the actual threat. Organizations must update their threat models and

controls accordingly.

Background

The term "superpersuasion” entered security discourse in June 2026 following the publication of what

the study's authors characterize as among the most carefully designed empirical investigations of Al

persuasion capability conducted to date. Researchers at the University of Oxford, the UK Al Security

Institute, Stanford University, and the London School of Economics and Political Science conducted a

series of four preregistered experiments comparing frontier Al persuasion performance against the most

prepared, incentivized, and skilled human persuaders they could recruit [1].
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The experimental design tested Al against laypeople, winners of a separately preregistered persuasion
tournament, professional canvassers with years of real-world fundraising experience, and elite
competitive debaters who received hours of structured coaching. The Al systems evaluated were frontier
commercial language models: Claude Opus 4.1 and 4.6, GPT-40 and GPT-5.4, Gemini 2.5 Pro, and Grok
4.20. The study involved 18,978 conversations from 6,923 participants across the four experiments — a
scale the researchers describe as the largest controlled investigation of Al persuasion capability

conducted under real-consequence conditions [1].

In the first experiment, participants rated their agreement with one of ten prespecified UK policy
positions, conversed with either an Al or a human persuader, and rated their agreement again. The Al
exceeded every class of human persuader, including elite debaters, even when those debaters chose the
topic themselves, researched it in advance, and stood to earn £1,000 cash bonuses for superior
performance [1]. The second experiment asked whether human coaching could close the gap: forty-
three elite debaters were given a tool that showed them the Al's prompts, their own annotated
transcripts, and what the Al would have said at each conversational moment. Coaching narrowed the gap
but did not eliminate it [1].

The third experiment isolated the mechanism. When the researchers constrained the Al to respond at
human typing speed and with human-length messages, its performance advantage over coached elite
debaters collapsed from a 4.1 percentage-point lead to a statistically non-significant zero [1]. This result
strongly suggests the persuasive advantage does not derive from superior argument structure or
rhetorical technique alone. It appears to derive from Al's ability to deploy more relevant information per
unit of time — a structural advantage tied to inference speed rather than to any particular prompt or

model architecture, one that suggests the gap may grow as Al systems continue to get faster.

The fourth experiment moved from attitude measurement to real financial consequences. The
researchers partnered with AppcoUK, a UK fundraising firm whose canvassers had raised £824,297 from
22,583 donors for Save the Children between 2016 and 2023. Participants received a £1 study bonus
and the opportunity to donate any portion of it to the charity after conversing with either an Al or a
trained human canvasser. The Al exceeded the canvassers by 10.8 percentage points of the bonus —
nearly three times their effectiveness — raising both the share of participants who donated and the

average donation amount [1].

The researchers' conclusion is unambiguous: "Our findings establish frontier Al as a more capable
conversational persuader than the most prepared, incentivized, and expert humans we could recruit.
Training humans does not appear to close that gap. As access to these systems continues to grow, the
question is no longer whether Al can out-persuade humans but how, where, and on whose behalf this

capability will be exercised." [1]
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Security Analysis

Social Engineering at Machine Scale

Social engineering has historically been constrained by the scarcity of skilled human operators. A
talented pretexting specialist can conduct a limited number of high-quality interactions per day.
Convincing impersonation of a CFO, a vendor relationship manager, or an IT help desk technician
requires careful research, authentic-sounding communication, and the ability to adapt in real time to a
target's responses — capabilities that are bounded by the human working hours and cognitive load of the

attacker.

Frontier Al substantially reduces that constraint. The capability documented in the Oxford/AISI study —
adapting persuasion in real time, deploying relevant information at machine speed, sustaining coherent
impersonation across an extended conversation — is exactly the capability that makes social engineering
effective. An adversary with access to frontier Al can run this capability against hundreds of targets

simultaneously, with per-target personalization that previously required hours of manual preparation.

Data published by Hoxhunt, a security awareness training vendor, tracks Al phishing performance against
red-team simulations across a user base of more than 2.5 million people. In March 2023, Al-generated
phishing campaigns were 31 percent less effective than human-authored attacks; by November 2024,
that gap had narrowed to 10 percent; by March 2025, Al had crossed parity and was 24 percent more
effective, with the total performance differential improving by 55 percent over the two-year
measurement period [3]. Because this data originates from a vendor with a commercial interest in
demonstrating Al threat growth, independent corroboration from peer-reviewed literature or neutral
threat intelligence providers would strengthen these figures; the trajectory, however, is consistent with
documented capability gains in frontier models. The same Hoxhunt dataset reports that total phishing
attack volume increased 4,151 percent from 2022 to 2025, coinciding with broad availability of
generative Al, with phishing campaigns bypassing enterprise email filters increasing 49 percent over the
same period [3]. These numbers reflect Al being used primarily for volume and basic personalization. As
threat actors adopt Al for the persuasion quality documented in the Oxford study, the next phase of risk
is attacks optimized not just for quantity but for per-interaction effectiveness against high-value targets.

Business Email Compromise: The High-Value Target

Business email compromise represents the highest-return social engineering attack in the enterprise
environment. It requires no malware deployment, no vulnerability exploitation, and no privilege escalation

— only convincing a decision-maker to take a financial or access action they believe to be legitimate. The
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FBI's Internet Crime Complaint Center received 21,442 BEC complaints in 2024 reporting nearly $2.8
billion in losses, making it the second-most financially damaging cybercrime category despite

representing a relatively small share of total complaint volume [2].

A BEC attack is a persuasion attack operating in the same general domain the Oxford study measured:
text-based conversation designed to induce a consequential real-world action from a motivated,
skeptical target. While the experimental context differs from enterprise attack scenarios — the Oxford
study measured charitable donation decisions, whereas BEC targets face impersonation of known
contacts and requests tied to organizational processes — the findings suggest Al persuasion capability
may extend meaningfully to BEC-style interactions. Finance controllers who approve wire transfers and
IT administrators who reset credentials have generally received awareness training and are not naive;
they are precisely the kind of "expert human" — prepared, incentivized to be cautious, and familiar with
the general threat — that the Oxford study showed Al can reliably out-persuade. The 5.9 percentage-
point advantage Al held over professional human canvassers in Study 3, even after those canvassers
were specifically briefed and deployed in their strongest area, suggests the persuasive advantage
persists against prepared, motivated defenders in ways that are directly relevant to enterprise attack

surfaces [1].

Executive and Board-Level Influence Risk

The Oxford study documented Al persuasion operating across policy preferences — structured,
consequential decisions made by motivated, informed participants. The enterprise risk is not limited to
credential theft and financial fraud. Organizations make security investment decisions, strategic vendor
selections, and merger and acquisition assessments through human judgment processes that may now

be susceptible to Al-level persuasive influence.

Separate research published in late 2025 found that a persuasion-optimized Al chatbot shifted likely
Trump voters 3.9 percentage points toward Harris on a 100-point preference scale — an effect
approximately four times larger than the average documented impact of traditional political advertising
[4]. That finding suggests the persuasive effect operates across value-laden, identity-anchored
decisions where individuals are confident they are reasoning independently. Security budget allocations,
risk tolerance determinations, and due diligence conclusions may be vulnerable in analogous ways: the
individuals making them are still subject to conversational persuasion independent of the institutional
context they operate within, though the procedural safeguards and accountability mechanisms
surrounding organizational decisions may modulate the impact compared to private political preference
formation.
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An adversary with context about an executive's communication style, organizational priorities, and
current business pressures — information often available through open-source intelligence, professional
profiles, and prior email compromise — can construct a persuasion campaign calibrated to influence
high-stakes organizational decisions. The Oxford researchers explicitly identified this risk: "one effect of
Al that can out-persuade even human experts could be a consolidation of influence among already-
powerful actors." [1] For enterprise security, the corollary is that actors who currently lack the resources
or tradecraft for sophisticated influence operations against organizational leadership may now acquire

that capability through commercially available Al systems.

The Awareness Training Baseline Problem

Current security awareness training programs are primarily calibrated against human-level social
engineering. They teach employees to recognize implausible urgency, improbable authority claims,
inconsistent communication styles, and requests that deviate from established business processes.
These are the signatures of social engineering as practiced by human attackers, and they are not the

signatures of Al-level persuasion.

The Oxford study's expert human persuaders — tournament-selected, coached, financially incentivized,
and operating on topics they chose themselves — represent a significantly more capable human
persuader than employees are typically trained to resist. Those experts were still out-performed. A
frontier Al system does not produce obviously implausible requests. It produces maximally plausible
requests, adapted in real time to the target's expressed concerns and objections, backed by more

relevant information than any human operator can deploy at conversational speed.

Training that asks employees to evaluate whether a request "feels" genuine is now training them to apply
a heuristic that the threat has already surpassed. The more consequential defense — procedural
verification through pre-established channels, independent of how credible the request appears — is not
new, but it becomes the primary rather than secondary control when the adversary's persuasion

capability exceeds the detection threshold of trained human judgment.

Recommendations

Immediate Actions

Security teams should update threat models to treat Al-level persuasion as the baseline assumption for
high-consequence communication, not an exceptional scenario. Any control that depends on a human

decision-maker's ability to recognize a sophisticated social engineering attempt through contextual
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judgment alone should be reviewed. Verification procedures for wire transfers, credential changes,
privileged access grants, and vendor payment updates must require out-of-band confirmation through
pre-established channels — specifically, channels that are not referenced or supplied by the request
itself.

Security awareness training curricula should be audited for the assumption that plausibility detectionis a
reliable defense. Training should explicitly address the distinction between "this seems legitimate" and "
have verified this through an independent channel." Employees in high-risk roles — finance, IT
administration, legal, and executive support — should receive targeted briefings on the capability level
documented in the June 2026 research.

Short-Term Mitigations

Organizations should implement formal callback verification protocols for any transaction above a
defined threshold, using contact information from verified internal directories rather than information
provided in the initiating communication. This procedural control is resistant to persuasion capability
regardless of how sophisticated the attack becomes, because it removes the persuasion interaction from
the verification decision.

Incident response playbooks should be updated to include Al-enhanced social engineering as a distinct
investigation category. Investigations into suspected BEC, vishing, and executive impersonation should
consider Al-generated content as a likely technique, not an exotic one, and should treat unusually high

communication quality as a potential indicator rather than a factor reducing suspicion.

Security operations teams should evaluate Al-content detection capabilities as a triage signal for
flagging communications for additional review. These tools provide probabilistic, not definitive,
detection, and should be positioned as a routing mechanism rather than a primary control. Their value is
in surfacing high-confidence Al-generated communications for human review before consequential

decisions are made.

Strategic Considerations

The Oxford researchers noted that the societal question is not whether Al can out-persuade humans but
"how, where, and on whose behalf this capability will be exercised” [1]. Enterprise security leaders should
engage this question through industry bodies and regulatory channels. Publicly available model cards
and usage policies vary substantially in their treatment of persuasion capabilities, and no mandatory
disclosure standard currently requires Al providers to characterize or bound the persuasion capabilities
of deployed systems — a gap that security leaders should work through regulatory and standards

channels to address.
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Organizations with significant public-facing presence, regulatory comment processes, or stakeholder
communication programs should assess their exposure to Al-enabled influence operations beyond the
direct enterprise attack surface. The capability to generate persuasive content at machine scale applies
to reputational, regulatory, and competitive influence operations as well as to direct credential and
financial attacks. Risk assessments that treat these as separate categories may miss coordinated

campaigns that use external influence to create internal pressure on security-relevant decisions.

CSA Resource Alignment

The Al superpersuasion risk documented in the June 2026 research connects directly to several areas of

CSA's established guidance and framework development.

CSA's MAESTRO threat modeling framework, developed for agentic Al systems, addresses human
manipulation threats at higher threat tiers where Al systems interact with human decision-makers and
adapt their behavior to influence human trust and compliance. Organizations deploying Al-mediated
customer service, employee support, or partner communication should model the adversarial persuasion
scenario explicitly — the same capabilities that make Al effective in legitimate deployment make it a

high-value attack vector when used against organizational stakeholders.

The Al Controls Matrix (AICM), CSA's governance framework for Al security, extends CCM's control
domains to address Al-specific risks. The superpersuasion risk falls primarily in human factor controls,
where the AICM addresses awareness training, procedural safeguards, and the organizational structures
that govern consequential human decisions. The Oxford study's findings are directly relevant to
calibrating control requirements in this domain: the gap between the human persuasion baseline the
controls were designed against and the Al persuasion baseline documented in the study represents a
control gap that most organizations have not yet had the opportunity to address, given the recency of
these findings.

CSA's Zero Trust guidance provides architectural principles that offer structural resistance to social
engineering at any persuasion capability level. Zero Trust's core principle — never trust, always verify, and
verify through means that do not rely on the content of the communication being evaluated — is the
correct defensive posture against a threat that can make deceptive communications indistinguishable
from legitimate ones by any human evaluator. Organizations that have implemented Zero Trust identity
and access verification for digital interactions should extend that verification discipline to the human

decision points where high-consequence actions are authorized.
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CSA's Al Organizational Responsibilities framework addresses the disclosure and governance obligations
of Al providers and enterprise deployers when Al systems interact with humans in consequential
contexts. The Oxford study's documentation of frontier Al's persuasion capabilities raises questions
about what disclosure obligations should apply when Al systems engage in text-based persuasion, and
what product-level safeguards should be required. Security leaders should engage this framework

development as an opportunity to establish standards that address the specific risk documented here.
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