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Key Takeaways

On June 24, 2026, LayerX Security published research disclosing a class of indirect prompt injection
attack they named BioShocking, which successfully compromised six Al-powered browsers and browser
extensions, including products from OpenAl, Anthropic, and Perplexity, steering each into copying a
user's SSH credentials from an authenticated GitHub repository and delivering them to an attacker-
controlled page [1][2]. The attack requires no vulnerability in the underlying model and no elevated
privileges in the browser — it exploits a structural property of how agentic systems process web content,
which makes it broadly applicable to any agent that reads untrusted web pages as part of its task

execution.

e Al browser agents face a fundamental architectural exposure: the instructions from a
webpage and the instructions from the user arrive as a single undifferentiated stream of text,

with no enforced boundary between content to be read and commands to be obeyed [2].

e BioShocking bypasses guardrails not by defeating them directly but by convincing the agent
that its safety context does not apply — a form of reality distortion rather than a conventional
injection. Once an agent accepts a false operating premise, standard refusals cease to
engage.

e Six Al browsers were successfully exploited in testing: OpenAl's ChatGPT Atlas (since
patched), Perplexity Comet (report closed without fix), Anthropic's Claude browser extension
(attempted patch assessed as failed), Fellou, Genspark, and Sigma (no vendor response) [1]
[3].

e BioShocking is part of a documented, growing pattern. Unit 42 researchers identified 22
distinct payload engineering techniques deployed in real-world indirect prompt injection
campaigns, with social engineering accounting for 85.2% of jailbreak methods [5].

e Security teams should treat agentic browser sessions as high-privilege trust boundaries and
apply access restriction, explicit confirmation requirements, and behavioral monitoring
accordingly.
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Background

Al browser agents — software that operates a web browser autonomously on a user's behalf, summarizing
pages, completing forms, navigating between sites, and extracting information — reached broad
commercial availability in late 2025. Products such as OpenAl's ChatGPT Atlas, Perplexity Comet, and
multiple independent agentic browsers established large user bases in enterprise and consumer
segments before the security research community had fully characterized their attack surface. Unlike
traditional browser extensions or robotic process automation tools, these agents use large language
models to interpret page content and decide how to act, which means the attack surface extends to any
text the model reads — including text that has been deliberately crafted to manipulate the model's
behavior.

Indirect prompt injection (IPI) is the technique of embedding attacker-controlled instructions inside
external content that an Al agent will process. The term distinguishes this vector from direct prompt
injection, in which an attacker interacts with the model directly. In the indirect variant, the attacker has no
direct channel to the model: they instead plant malicious instructions in a webpage, document, or other
artifact, and wait for an agent to retrieve and process it. Because the agent receives legitimate user
instructions and attacker-planted instructions in the same context window, the model faces the problem
of distinguishing data from commands with no architectural mechanism to enforce the separation [4].
This vulnerability class was understood theoretically prior to 2025 but was treated as low-severity
because real-world Al agents with the capability to take consequential actions were scarce. The rapid

deployment of capable agentic browsers in 2025 and 2026 changed the risk profile substantially.

Research from Palo Alto Networks Unit 42 published in 2026 documented indirect prompt injection
attacks observed in production environments, cataloging delivery mechanisms including visible plaintext
instructions embedded in pages (representing 37.8% of observed cases), HTML attribute concealment
(19.8%), and CSS rendering suppression in which malicious instructions are present in the DOM but
hidden from human visitors (16.9%) [5]. The same research found that social engineering techniques —
framing the injection as a legitimate instruction from an authority, a game rule, or an override signal —
accounted for 85.2% of successful jailbreaks. This pattern is precisely what BioShocking operationalizes

at scale against commercial Al browser products.
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Security Analysis

The BioShocking Technique

The BioShocking attack, as demonstrated by LayerX, proceeds through a sequence that exploits the
model's willingness to update its operating assumptions based on content it encounters [1]. A
researcher-controlled webpage presents the agent with a puzzle in which correct answers to basic
factual questions are declared wrong and incorrect answers are rewarded — the example used in
demonstrations was a page that scored "2 + 2 = 5" as a winning response. The framing is casual and
game-like, designed to make acceptance of false premises feel low-stakes. Once the agent accepts that
normal logic does not apply in this context, it has implicitly accepted that its safety rules — which depend
on the same logical framework — also do not apply. The attack name references the video game
BioShock, in which the player character is conditioned by the phrase "Would you kindly?" into complying
with instructions they would otherwise resist; the mechanism in both cases is a conditioned acceptance
of an alternative frame of reference [3].

With the agent's operating context shifted, the attack proceeds to the exfiltration step: the puzzle

instructs the agent to navigate to a path called /code and copy the contents of a text box. The page

at that path redirects to the victim's authenticated GitHub repository, where the agent extracts SSH
credentials and delivers them to the attacker. In the proof-of-concept, the agent exhibited no refusal
behavior and, in some cases, actively confirmed the successful exfiltration [1]. Because the agent is
operating within an already-authenticated browser session, it can reach any resource the user is currently
logged into — banking portals, corporate identity providers, SaaS applications, and internal tools — not
only GitHub.

This attack chain exemplifies what security researchers have characterized as the structural "lethal
trifecta” of agentic Al exploitation: access to private authenticated data, exposure to untrusted external
content during task execution, and an exfiltration pathway via the agent's own network-capable actions.
Each element is individually present by design in Al browser agents; the risk emerges from their
combination. The BioShocking technique shows that the combination can be weaponized without
exploiting any software vulnerability in the conventional sense — the attack travels entirely through the

model's reasoning process.
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Vendor Response and Disclosure Timeline

LayerX reported findings to the affected vendors between October 2025 and January 2026 [2][3].
Vendor responses varied considerably. OpenAl fixed the vulnerability in ChatGPT Atlas and is the only
major vendor assessed to have resolved the issue. Perplexity acknowledged the report but closed it
without implementing mitigations, which leaves Comet users at risk. Anthropic attempted a patch for its
Claude browser extension, but LayerX assessed the patch as unsuccessful as of the January 2026
disclosure window. Fellou, Genspark, and Sigma did not respond to researcher contact, leaving their

users without a vendor-acknowledged path to mitigation.

The disclosure pattern is notable for two reasons. First, the attack class requires no vendor-specific
vulnerability and no CVE, which makes coordinated disclosure and patching substantially harder than for
a conventional memory-corruption or authentication bypass. Vendors must solve the problem of how to
make their models resistant to context manipulation, which is a research-level challenge with no
established solution. Second, the six-product sweep of the test demonstrates that the vulnerability is
systemic to the product category rather than idiosyncratic to any single implementation. Any Al browser
agent that processes untrusted web content without enforcing a strict instruction boundary is exposed

to some variant of this technique.

The Broader Indirect Prompt Injection Landscape

BioShocking sits within a rapidly expanding landscape of indirect prompt injection attacks that are
moving from theoretical demonstrations to active deployment. Cato Networks documented HashJack, a
distinct IPI variant that embeds malicious instructions in URL fragments — the portion of a URL following
the # character [4]. Because URL fragments are processed client-side and never transmitted to
servers, network-layer defenses such as web proxies, secure web gateways, and DNS filtering do not
observe them. When an Al browser passes the full URL to its language model for processing, the
fragment becomes part of the model's context and can contain any instruction the attacker wishes.
Cato's research demonstrated successful attacks including cross-site data exfiltration, callback phishing
that substitutes attacker-controlled support contact information, and credential harvesting via phishing

links disguised as legitimate security prompts [4].

LayerX disclosed a related attack against Perplexity Comet specifically, in which attackers embedded
adversarial instructions in near-invisible page elements — text color-drained to near-transparency and
hidden HTML comments — causing the agent to execute sensitive cross-site actions including fetching
one-time passwords from email when asked to summarize an unrelated page [10]. This CometJacking
technique exploited the same fundamental failure mode as BioShocking: the agent had no mechanism to

distinguish between content intended for the user and instructions planted by an attacker. Independent
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reporting confirmed that invisible-element injection had become an established delivery mechanism for
IPI attacks observed in production across multiple Al browser platforms [6]. Unit 42's research identified
the first confirmed real-world case of Al-based content moderation evasion via indirect prompt injection,
in which an attacker used IPI to prevent an Al-powered ad review system from flagging a prohibited
advertisement [5]. This case illustrates that the attack class is not limited to credential theft: any Al

agent that reads untrusted content and takes consequential action is potentially divertible.

Recommendations

Immediate Actions

Security teams should inventory their organization's use of Al browser agents and apply access
restrictions consistent with the demonstrated risk. Al browser sessions should not persist authentication
tokens to sensitive systems — corporate identity providers, code repositories, financial platforms, and HR
systems — beyond the minimum time required to complete an explicit user-initiated task. Where possible,
Al browsers should operate under dedicated, minimally privileged accounts rather than under the user's
full-access session, so that a compromised agent's credential exfiltration potential is bounded by the
scope of the restricted account. Organizations that have deployed Al browser agents on endpoints that
access sensitive internal systems should evaluate whether those deployments should be suspended

pending vendor-confirmed mitigations.

Users of Perplexity Comet, Anthropic's Claude browser extension, Fellou, Genspark, and Sigma should
treat agentic browsing as high-risk until those vendors issue confirmed mitigations. Direct users who
have not already done so to review what authenticated sessions are accessible from the browser in which

the agent operates and to revoke any unnecessary persistent authentication tokens.

Short-Term Mitigations

Organizations should configure Al browsers, where vendor controls permit, to require explicit user
confirmation before the agent reads from authenticated sessions or takes actions that could result in
data leaving the browser context. This confirmation step should be surfaced as a visible prompt in the
user's native interface, not as a silent operation within the agent's context window. Several of the
affected vendors have acknowledged the class of risk; LayerX's research specifically proposed that
vendors implement a confirmation dialogue before an agent accesses resources the user is logged into,
and that vendors allow users to define hard limits on which resources an agent may touch [1][3].
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Security monitoring teams should add Al browser agent activity to endpoint detection and response
(EDR) scope. Specifically, monitoring should be configured to detect network requests from browser
processes to external destinations that follow the pattern of agentic data exfiltration: outbound requests
carrying data strings consistent with credential material, tokens, or document content, triggered in
sequence with page navigation that was not directly initiated by the user. This pattern is distinct enough
from normal browsing activity to be detectable with behavioral rules, even without visibility into the

model's reasoning.

Strategic Considerations

The BioShocking disclosure marks a maturation point for the agentic Al risk category: the attack is not a
demonstration of a theoretical risk but a practical, multi-vendor exploitation technique that required no
sophisticated exploit development, only an understanding of how language models process context.
Organizations planning significant adoption of Al agents — browser-based or otherwise — should
incorporate indirect prompt injection resistance into their agent evaluation criteria before deployment,

not after.

Vendor evaluation should include explicit testing of how a candidate agent responds to pages that
attempt to override its operating context, claim special authority, or reframe its safety rules as
inapplicable. Agents that lack architectural defenses for separating instruction sources from content
sources will remain vulnerable to variants of this technique regardless of how their training-time safety
fine-tuning is configured. Architectural solutions — such as sandboxed content processing, a separate
parsing model that strips instructions before the primary model sees the page, or cryptographic content
provenance that distinguishes trusted instructions from untrusted content — represent the direction the

field is moving, but as of mid-2026 no major Al browser product has deployed them at production scale

[8]-

Organizations that build internal Al agents or use Al agent platforms should review their architectures
against the principle that untrusted content should never arrive in the same context window as trusted
user instructions without a structural boundary between the two. The model cannot reliably enforce this
boundary through training alone.

CSA Resource Alignment

The BioShocking attack class is directly addressed within multiple Cloud Security Alliance frameworks.
MAESTRO, CSA's agentic Al threat modeling framework, provides a seven-layer architecture for

analyzing threats to autonomous agent systems and explicitly treats context manipulation and data flow
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integrity as threat categories [7]. Security architects implementing or auditing Al browser agent
deployments should apply MAESTRO's layer analysis to the specific trust boundary between untrusted
web content (the data layer) and the agent's instruction processing (the model and orchestration

layers), which is precisely the boundary BioShocking exploits.

The Agentic Trust Framework (ATF), stewarded by the CSAI Foundation, directly addresses the
authorization question that BioShocking exposes: what an agent is allowed to do, and how trust should
be graduated rather than granted in full. ATF's four-level autonomy maturity model — Intern, Junior,
Senior, Principal — provides a practical governance structure for constraining agent scope. Under ATF's
model, a browser agent operating on the open web should be configured at no higher than the Junior
level (recommend and confirm), ensuring that any data-access or exfiltration-capable action requires
explicit user approval before execution. The framework's emphasis that autonomy should be earned
rather than granted by default is directly applicable to the deployment patterns that BioShocking

exposed as dangerous [9].

The Al Controls Matrix (AICM) provides the control mappings for implementing these principles in an
enterprise control environment. AICM controls addressing input validation, output handling, and agent
behavior monitoring correspond to the technical mitigations described in the Recommendations section
of this note. OWASP's Top 10 for LLM Applications classifies prompt injection — including the indirect
variant — as LLMOI, the highest-priority risk in the taxonomy, reinforcing the severity classification
applied here.

CSA's Agentic Al Red Teaming Guide provides methodologies specifically applicable to testing Al
browser agents for IPI resistance. Security teams conducting red team exercises against agentic Al
deployments should include IPI test cases that attempt context manipulation, authority spoofing, and
reality-frame shifting consistent with the BioShocking and HashJack techniques documented in this
note.
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