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Key Takeaways

e Aninflection point was crossed in early 2025 when Al-generated spear phishing attacks
surpassed the effectiveness of expert human-authored attacks for the first time. Hoxhunt's
longitudinal study across more than 70,000 real-world simulations found Al-crafted
messages achieved a 23% higher failure rate than those written by elite red teamers—

reversing a two-year trend in which Al lagged human attackers [1].

e The Microsoft Digital Defense Report 2025 measured a 54% click-through rate for Al-
generated phishing messages compared to 12% for manually written equivalents, meaning
recipients are roughly 4.5 times more likely to engage with Al-crafted lures—a shift Microsoft
characterized as the most significant change in the phishing threat landscape over the prior
year [2].

e Google's Threat Intelligence Group documented government-backed actors from China,
Russia, Iran, and North Korea actively using large language models to conduct target
reconnaissance, generate multilingual phishing lures, and automate victim profiling in support
of espionage operations; the same capability stack is now commercially available to criminal

actors through dark-web subscription services [3].

e Deepfake-enabled voice and video phishing has matured into an operational threat capable of
producing catastrophic financial losses. A 2026 Gartner survey of enterprise security teams
found 41% of organizations had experienced a deepfake combined with social engineering on
an audio call, and 35% on a video call. In the most financially significant documented incident,
attackers impersonated multiple senior executives via a video deepfake conference call to
defraud a multinational firm's Hong Kong subsidiary of HK$200 million (approximately USD
$25 million) [4].

e The FBI Internet Crime Complaint Center recorded $2.77 billion in confirmed Business Email
Compromise losses in 2024 across 21,442 reported incidents—and these figures represent
only the subset of attacks that victims detected, reported, and traced; actual losses are
materially higher [5].
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Background

Phishing has persisted as the dominant initial-access vector in enterprise intrusions for over two decades
[9], and the reasons are structural: email reaches every employee, the attack cost per attempt
approaches zero, and the human capacity to recognize deception under deadline pressure is reliably
limited. For most of that period, defenders held a meaningful asymmetry—skilled phishing required skilled
attackers. High-fidelity spear phishing that convincingly impersonated a specific executive, referenced
an in-progress business negotiation, and carried no typographic artifacts was the province of well-
resourced threat actors: nation-state intelligence services and the most sophisticated criminal
organizations [1]. Commodity phishers compensated with volume, blanketing inboxes with imperfect

messages and converting a small percentage of a large target pool.

Generative Al has dissolved that asymmetry. The same capability that allows a developer to generate a
functional code module from a natural language prompt allows a threat actor to generate a contextually
plausible, grammatically flawless, culturally calibrated phishing message from a target's LinkedIn profile,
recent press releases, and inferred organizational context. The expertise barrier that once separated
commodity phishing from nation-state phishing has effectively been eliminated. A criminal actor who
would previously have produced detectable, low-quality lures can now produce output indistinguishable
from the most sophisticated human-authored attacks—and can do so across dozens of languages,
personalized to any target, with marginal cost per message approaching zero once the model and

delivery infrastructure are in place.

This shift is not theoretical. The trajectory is measurable in longitudinal simulation data, confirmed by
enterprise security vendors, and corroborated by threat intelligence reports documenting active use by
both state-sponsored actors and criminal organizations. The threat model that organizations built their
email security programs around—one that assumed quality phishing was rare and expensive to produce—

has been materially and durably undermined.

Security Analysis

The Effectiveness Inflection Point

A key data point from the 2025 phishing threat landscape is Hoxhunt's finding that Al-generated attacks
crossed the effectiveness threshold of human experts in March 2025. In 2023, the same research
program found Al-generated phishing was 31% less effective than human-crafted attacks; by November
2024, that gap had narrowed to 10%. The March 2025 measurement showed Al achieving a 23% higher
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failure rate than human red teamers in a study spanning more than 70,000 live simulations [1]. The
improvement represents a 55-percentage-point swing over roughly two years, driven by advances in
model capability, improved prompt engineering among threat actors, and the Al's ability to exploit high-
value targeting data from public sources.

Microsoft's Digital Defense Report 2025 provides complementary evidence from a different
measurement methodology. Testing across enterprise environments found that recipients clicked Al-
generated phishing links at a 54% rate, compared to a 12% rate for manually crafted equivalents [2].
Microsoft's researchers attributed Al's outperformance to its ability to generate personalized,
contextually appropriate messages in the recipient's native language without artifacts—removing the
traditional signals that trained employees use to distinguish phishing from legitimate correspondence.
The scale of improvement matters for risk modeling: a 4.5x effectiveness multiplier applied to existing

phishing volumes represents a non-linear increase in expected organizational breach rates.

The Attack Modality Stack

Al has not merely improved a single attack type. It has enabled a qualitative expansion in the modalities
available to even modestly resourced attackers.

Text-based email phishing retains its primacy as the highest-volume channel, but Al has transformed
both the crafting and the personalization stages. Attackers increasingly use LLMs to synthesize open-
source intelligence—LinkedIn profiles, company press releases, SEC filings, social media activity, and
professional conference speaker bios—into personalized pretexts that reference the target's specific role,
recent projects, and organizational relationships. The same model that drafts the lure can also
recommend the most credible spoofed sender identity based on the target's organizational chart, select
the most effective call-to-action based on the target's apparent seniority, and generate large volumes of
per-recipient variants in the time it would previously have taken a human attacker to draft a single
message—with marginal cost per variant approaching zero.

Conversational social engineering represents an emerging and more dangerous modality. Threat actors
are deploying Al systems capable of sustaining multi-turn dialogue across SMS, WhatsApp, LinkedIn
messaging, and enterprise collaboration platforms. These systems engage targets in extended
conversations—building rapport across days or weeks before presenting a malicious payload or request—
at a scale no human attacker could sustain. Google's Threat Intelligence Group documented threat
actors deploying Al to manage thousands of simultaneous SMS-based phishing conversations, with the
Al providing technically accurate, contextually appropriate responses in real time to maintain target
engagement [3]. Unlike a single phishing email, a sustained conversational campaign conducted by an Al
system creates a richer deception context that is substantially harder for recipients to dismiss.
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Deepfake voice and video phishing has crossed the threshold from novelty to operational threat. Al
voice-cloning systems have reached sufficient fidelity to deceive recipients under time pressure—
particularly where call quality limits detection of fine-grained audio artifacts or where targets have
limited familiarity with the impersonated speaker's precise vocal patterns. The canonical fraud pattern—a
call from the CFO directing an urgent wire transfer—now requires no human attacker to be on the line;
the impersonation is entirely synthetic. In one of the most financially significant documented cases,
attackers impersonated multiple senior executives in a video deepfake conference call to defraud a
multinational firm's Hong Kong office of HK$200 million (approximately USD $25 million) [4]. A 2026
Gartner survey of enterprise security teams found that 41% of organizations had experienced a deepfake
combined with social engineering on an audio call, and 35% on a video call [4].

The Criminal Commoditization Layer

The Al social engineering capability stack is not solely the product of nation-state investment or
sophisticated criminal groups building bespoke tooling. A mature commercial ecosystem has emerged in
underground markets that packages these capabilities as subscription services. WormGPT and
FraudGPT—LLMs trained or fine-tuned specifically for cybercriminal applications with safety filters
removed—have been available in dark-web markets since 2023. New variants built on commercial
foundation models including Mixtral and Grok are advertised with subscription pricing starting at
approximately €60 per month [6]. These services offer features explicitly designed for phishing
operations: automatic personalization pipelines, multilingual output, evasion of email security gateways,
and support channels that mirror those of legitimate SaaS products.

The criminal infrastructure extends beyond single-purpose phishing models. Multifunctional platforms
documented by Google's Threat Intelligence Group in 2025 bundle phishing, malware development,
vulnerability research, deepfake generation, and code obfuscation into tiered service offerings with
upgrade paths and support channels [3]. This commoditization means that the capability to conduct
high-fidelity, Al-personalized, multilingual phishing campaigns—once requiring significant technical
expertise and resources—is now accessible at a subscription price point of approximately €60 per month,
dramatically reducing the economic barrier relative to bespoke tooling, even if dark-web access,
operational security discipline, and cryptocurrency payment infrastructure remain practical prerequisites

for effective use.

Business email compromise has absorbed these capabilities rapidly. The FBI IC3 recorded $2.77 billion in
confirmed BEC losses across 21,442 reported incidents in 2024, representing cumulative losses since
2015 that now exceed $17.1 billion in IC3-tracked incidents [5]. Major email security vendor Proofpoint
estimates the global monthly volume of targeted BEC attacks at approximately 66 million, with attack

sophistication rising as Al-assisted message generation becomes routine in criminal BEC operations [7].
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The convergence of high-volume delivery infrastructure and high-fidelity Al-generated content has
produced a threat environment in which traditional email security controls—spam filters, anomaly
detection, and user awareness training calibrated to legacy phishing patterns—are increasingly
insufficient.

Nation-State Integration

Government-backed threat actors were early adopters of LLM capabilities for phishing and
reconnaissance. Google's Threat Intelligence Group published detailed findings in early 2025
documenting that state-sponsored actors linked to Iran, China, Russia, and North Korea had
experimented with or operationally integrated Gemini and other commercial LLMs into their offensive
workflows [3]. Iranian government-backed actor APT42 used generative Al to search for official contact
information, conduct reconnaissance on potential business partners, and establish credible pretexts for
spear phishing operations targeting researchers, journalists, and government officials [3]. The Russia-
linked actor PROMPTSTEAL, associated with APT28, integrated LLM-generated dynamic command
sequences into operational infrastructure, replacing hard-coded instructions with adaptive outputs
sourced via the Hugging Face API that change based on target context [8].

The significance of nation-state adoption is not primarily that their attacks have improved—sophisticated
state actors have always produced high-quality phishing—but that it validates the operational maturity of
the approach and accelerates its diffusion to criminal actors through the typical progression of nation-
state techniques into commodity cybercrime tools. The techniques documented in GTIG's reporting
suggest a clear diffusion pathway from state to criminal use: capabilities documented in 2024-2025
have already appeared in the commercial criminal service offerings now available in underground

markets.

Recommendations

Immediate Actions

Organizations should treat the effectiveness inflection point documented in 2025 simulation data as a
signal that existing email security architectures calibrated to pre-Al phishing baselines require
reassessment. Email security controls that filter on grammatical anomalies, template matching, or coarse
sender-domain reputation are inadequate against Al-generated content that carries none of these
indicators. Security teams should audit deployed email security tooling to understand which detection

signals each control relies upon and assess vendor roadmaps for Al-content detection capabilities.
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Employee security awareness programs require fundamental recalibration. Training content that instructs
recipients to look for poor grammar, mismatched logos, or implausible scenarios will produce false
confidence against Al-generated phishing, which eliminates exactly these artifacts. Updated training
should focus on behavioral verification practices: treating any unexpected request for credentials, wire
transfers, or sensitive information as unverified regardless of apparent sender identity, and confirming
high-stakes requests through an out-of-band channel—a direct call to a known number, not a number

provided in the suspicious message.

For organizations with high-risk executive populations or financial authorization workflows, immediate
deployment of out-of-band voice verification protocols for wire transfers and sensitive data requests is
warranted. The deepfake vishing threat means that a phone call from a known voice is no longer
sufficient verification for high-value transactions. Organizations should establish pre-agreed verbal code
words or authentication questions with senior executives and finance teams that cannot be inferred from

public information.

Short-Term Mitigations

Phishing-resistant multi-factor authentication—specifically FIDO2/passkey implementations or hardware
security keys—should be prioritized for all externally-exposed application access and privileged internal
systems. Phishing-resistant MFA eliminates the credential-harvesting payoff from the majority of
phishing campaigns regardless of lure quality, substantially reducing the value of phishing as an initial-
access vector. SMS-based one-time passwords and authenticator-app codes remain susceptible to
adversary-in-the-middle attacks that Al-enabled real-time conversational phishing is designed to

exploit.

Email authentication standards—DMARC, DKIM, and SPF—should be enforced at the receiving layer with
DMARC policy set to reject or quarantine for all organizational domains. While these standards do not
prevent phishing from unrelated domains, they significantly constrain the spoofing of the organization's
own domain name, which remains the most credible pretexting vector. Organizations should also
consider deploying BIMI (Brand Indicators for Message Identification) to provide visual authentication

signals in email clients that support the standard.

Vendor and partner communication channels present an elevated risk in the Al phishing environment
because attackers can synthesize convincing impersonations of known business contacts and reference
real business relationships. Finance and procurement teams should implement structured invoice and
wire transfer verification workflows that include telephone confirmation with pre-registered contact

numbers for all payments above a defined threshold.
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Strategic Considerations

The commoditization of high-fidelity phishing capability represents a structural change in the threat
environment, not a cyclical increase in campaign volume. Organizations should update their threat
models to assume that any employee at any level can be the target of a contextually sophisticated, Al-
personalized attack at any time—not only executives or those with explicit access to sensitive systems.
This shifts the security design principle from "protect high-value individuals from sophisticated attacks"
to "design authorization workflows and access controls that remain secure even when social engineering
succeeds."

Agentic Al systems that process email, calendar data, or communication metadata introduce a secondary
phishing surface that is not addressed by conventional email security controls. An attacker who can inject
instructions into a document, email thread, or calendar event that an Al agent processes may be able to
manipulate the agent's actions rather than, or in addition to, the human recipient's behavior. Security
architecture for agentic Al deployments should include explicit controls on agent access to
communication channels and human-in-the-loop approval requirements for consequential actions
initiated from ingested content.

Incident response playbooks should be updated to include deepfake impersonation as an explicit threat
scenario, with pre-defined escalation paths and out-of-band verification requirements for financial
transactions, credential resets, and data sharing requests that arrive via voice or video channels.
Tabletop exercises that include a realistic deepfake vishing scenario help teams develop the muscle
memory to apply verification protocols under time pressure.

CSA Resource Alignment

The Al-weaponized phishing threat intersects with several active areas of CSA guidance and framework
development.

The Al Controls Matrix (AICM) provides a governance structure for organizations deploying Al
systems, including controls relevant to the use of Al in security operations and the risks introduced by Al-
assisted attacks. The AICM's domain covering Al threat detection and response provides a starting point
for organizations seeking to formalize their controls against Al-enabled social engineering. The AICM's
shared security responsibility model clarifies accountability boundaries between model providers,
application providers, and Al customers—relevant for understanding which parties bear responsibility for

Al safety filtering in models that threat actors may attempt to abuse or circumvent.
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The MAESTRO framework (Multi-Agent Environment, Security, Threat, Risk, and Outcome) addresses
the emerging risk that Al agents processing communication data—email, Slack messages, calendar
events—may themselves become targets for prompt injection from malicious content embedded in
phishing payloads. Where agentic Al systems are deployed with access to communication channels,
MAESTRO's layered threat modeling approach should be applied to identify injection vectors, privilege

escalation paths, and trust boundary violations that conventional email security controls do not address.

CSA's Zero Trust guidance directly supports the mitigation recommendations in this note. Zero Trust's
core principle—never trust, always verify—aligns with the out-of-band verification practices that are the
most effective behavioral defense against Al-personalized phishing. The assumption that Al can now
convincingly impersonate any known contact or authority figure makes implicit trust in communication
channel authenticity a structural vulnerability; Zero Trust architecture externalizes that vulnerability by

requiring explicit verification regardless of apparent identity.

The STAR for Al program provides a mechanism for organizations to assess and communicate their Al
security posture, including controls relevant to the use of Al in security operations and the resilience of
human verification workflows against Al-assisted deception.
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