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Key Takeaways

e President Trump signed Executive Order 14409, "Securing the Nation Against Advanced
Cryptographic Attacks,” on June 22, 2026, establishing the first enforceable federal
deadlines for migrating government information systems to post-quantum cryptography
(PQC).

e Federal agencies must designate PQC migration leads within 30 days, complete
cryptographic inventories within 90 days per OMB guidance, and migrate all high-value assets
to quantum-resistant key establishment by December 31, 2030, and digital signatures by
December 31, 2031.

e The Federal Acquisition Regulatory (FAR) Council has 180 days to propose rules applying the
same 2030 compliance deadline to covered federal contractors — a requirement that will

cascade through supply chains serving the U.S. government.

e The order supersedes the Biden-era National Security Memorandum 10 (NSM-10) and OMB
M-23-02, which set no hard completion deadlines.

e Organizations relying on RSA, Diffie-Hellman, and elliptic-curve cryptography in systems
handling federal data face significant contractual risk if they do not begin migration planning

now.

Background

The quantum threat to classical cryptography has been understood theoretically since Peter Shor
published his factoring algorithm in 1994, but it remained a distant concern for most enterprises as
quantum hardware lagged far behind the threshold needed to break production keys. That calculus has
shifted materially. Expert consensus — reflected in NIST's urgency in finalizing quantum-resistant
standards and in threat assessments from U.S. security agencies — now places cryptographically relevant
quantum computers (CRQCs), capable of breaking 2048-bit RSA or 256-bit elliptic-curve keys, within
the early-to-mid 2030s timeframe [2][5]. The window between now and Q-Day is no longer academic: it

is an operational planning horizon.
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Nation-state adversaries have responded to this horizon with a strategy known as "harvest now, decrypt
later" (HNDL) [6][12]. Under this approach, adversaries systematically exfiltrate encrypted
communications and data stores today, stockpiling ciphertext that they cannot yet read but expect to
decrypt once CRQCs become available. Executive Order 14409 explicitly acknowledges this threat,
noting that adversaries "may already be collecting” encrypted U.S. government data with this intent [3].
The practical implication is that migration urgency is not tied solely to the date CRQCs emerge — data

with long-lasting sensitivity is already at risk from collection that is likely underway.

Prior U.S. policy moved in this direction but lacked enforcement teeth. President Biden's National
Security Memorandum 10 (NSM-10), issued in May 2022, directed agencies to inventory cryptographic
systems and prioritize migration [13], and OMB Memorandum M-23-02 followed in November 2022 with
planning requirements [11]. Neither document established hard completion deadlines or contractor
obligations. NIST completed its part of the foundation in August 2024, publishing three finalized post-
quantum cryptographic standards — FIPS 203 (ML-KEM), FIPS 204 (ML-DSA), and FIPS 205 (SLH-
DSA) — giving agencies an actionable baseline to migrate toward [5]. EO 14409 converts that baseline

into mandatory, date-specific compliance obligations for the first time.

National security systems operated by the Department of Defense and the intelligence community are
explicitly excluded from EO 14409's civilian framework. The NSA's Commercial National Security
Algorithm Suite 2.0 (CNSA 2.0) governs those environments, requiring all new national security system
acquisitions to be quantum-safe by January 2027 and targeting full enforcement across all classified
implementations by 2031-2035 [10]. The two tracks — civilian under EO 14409 and national security
under CNSA 2.0 — are converging toward the same end state, but organizations navigating both must

manage separate compliance regimes with overlapping timelines.

Security Analysis

The Mandate: Structure and Binding Deadlines

EO 144009 creates a layered accountability structure within the federal civilian enterprise. At the agency
level, every agency head must designate a PQC migration lead within 30 days of the order's signing. This
individual reports directly to the agency Chief Information Officer and bears formal responsibility for
maintaining a cryptographic inventory and a prioritized migration plan [3][7]. The appointment
requirement is notable not because naming a lead solves the problem, but because it forces ownership
into the organizational chart and creates a point of accountability for congressional oversight and OMB

review.
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Within 90 days, the Office of Management and Budget must issue implementation guidance directing
agencies to inventory high-value assets (HVAs) and high-impact systems — the same categories that
have long been priorities for federal cyber investment — and submit structured migration plans [7]. This
inventory-first approach reflects a hard lesson from prior modernization efforts: organizations that
attempt to migrate without knowing their cryptographic surface area consistently discover late-stage

surprises in embedded systems, legacy middleware, and vendor-managed infrastructure.

The binding migration deadlines are December 31, 2030 for key establishment and December 31, 2031
for digital signatures across all HVAs and high-impact systems [3][7]. The distinction between the two
deadlines reflects technical reality: key establishment protocols (TLS handshakes, VPN session
negotiation, SSH key exchange) can be upgraded incrementally through software and configuration
changes, while digital signature migration — which affects code signing, certificate authorities, identity
infrastructure, and long-lived document authentication — involves broader ecosystem dependencies and
longer lead times.

NIST is directed to complete a pilot migration of a subset of its own systems by December 31, 2027,
producing deployment models and validated implementation guidance that civilian agencies can
reference as they build their own programs [7]. This pilot-before-mandate sequencing gives agencies
three years between NIST's published playbook and the 2030 deadline — a timeline that sounds
adequate but will compress rapidly for agencies with large and complex cryptographic inventories.

The Contractor Cascade

The contractor obligation embedded in EO 14409 is potentially the most consequential element for
organizations outside the direct federal workforce. The FAR Council has 180 days from the order's
signing to publish a proposed rule requiring covered contractors to meet NIST FIPS standards —
including the PQC algorithms — by December 31, 2030 [3][4][7][8]. A second proposed rule, due within
270 days, will require covered contractors to maintain vulnerability disclosure programs aligned with
NIST guidance, including reporting of cryptographic vulnerabilities, and to strengthen supply chain
security requirements throughout federal contracts [4].

The term "covered contractor” has not yet been definitively scoped in the proposed rules, but
established FAR precedent suggests it will reach broadly into any entity receiving federal contracts that
involve processing, storing, or transmitting federal information. This includes cloud service providers
operating under FedRAMP authorizations, system integrators, software vendors whose products are
used in federal environments, and the second- and third-tier subcontractors in those supply chains.

Contractors that currently hold FedRAMP Moderate or High authorizations have existing cryptographic
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controls under FedRAMP requirements, but those requirements do not mandate PQC algorithms —
compliance under the existing authorization baseline will not automatically satisfy the new contractor

obligation.

The 180-day period for the FAR Council to publish proposed rules means the rulemaking could appear as
early as late December 2026. Once proposed rules are finalized — a process that often takes 12-18
months or more depending on public comment volume and rule complexity — contractors will have a
fixed compliance deadline. Organizations that begin cryptographic inventory and gap analysis now will be

positioned to respond to the final rule with a plan already in motion rather than starting from scratch.

NIST FIPS 203, 204, and 205: The Technical Baseline

EO 14409 mandates alignment with NIST FIPS standards incorporating PQC algorithms, making the
three standards published in August 2024 the definitive technical requirements [5]. FIPS 203 (ML-KEM,
derived from CRYSTALS-Kyber) addresses key encapsulation — the mechanism by which two parties
establish a shared secret over an insecure channel. It is the standard that will replace RSA and Diffie-
Hellman key exchange in TLS, VPN, and SSH deployments. FIPS 204 (ML-DSA, derived from
CRYSTALS-Dilithium) covers digital signatures and is the primary replacement for RSA and ECDSA
signatures in certificates, code signing, and identity attestation. FIPS 205 (SLH-DSA, derived from
SPHINCS+) provides a conservative, hash-based digital signature alternative designed to remain secure

even if lattice-based approaches later prove vulnerable — it functions as a cryptographic hedge [5].

Symmetric encryption algorithms such as AES-256 and hash functions such as SHA-384 and SHA-512
are not broken by quantum attacks; Grover's algorithm reduces their effective security, but doubling key
or digest lengths restores the pre-quantum security margin. The practical focus for most migrations is
therefore on public-key infrastructure components: TLS certificate chains, key exchange protocols, code
signing pipelines, SSH host and user keys, and any long-lived encrypted data where the key was

established using RSA or elliptic-curve algorithms.

Hybrid deployments — combining a classical key exchange (such as X25519) with a post-quantum key
encapsulation (such as ML-KEM) — are widely recommended as an interim approach because they
preserve backward compatibility while adding quantum resistance for adversaries harvesting traffic
today [1]. NIST and major browser vendors have endorsed hybrid TLS as a deployment bridge, and
implementations are available in OpenSSL 3.x with the OQS provider, AWS-LC, and Cloudflare's CIRCL
library [9][14].
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Implications for Cloud Environments

Cloud providers operating under FedRAMP authorizations occupy a structurally significant position in
the contractor cascade. A single cloud platform may serve dozens of federal agency tenants, making the
cloud provider's PQC readiness a prerequisite for agency compliance. As of June 2026, the FedRAMP
Program Management Office has not released PQC-specific authorization guidance, but the 2030
contractor deadline creates a practical forcing function: agency authorizing officials will need to confirm

that their cloud systems' key establishment mechanisms are quantum-resistant before 2030.

The challenge is compounded by the distributed nature of cryptography in modern cloud architectures.
Encryption-in-transit is typically managed through TLS termination at load balancers and API gateways,
but it also appears in internal service-to-service communication, management plane APIs, database
connections, object storage access, and logging pipelines. Encryption-at-rest involves key hierarchies
where the master keys often reside in cloud key management services (KMS) backed by hardware
security modules (HSMs). Migration requires not just updating algorithm choices in configuration files
but tracing cryptographic dependencies across all these layers and ensuring that replacement algorithms
are supported by every component in the path — including HSMs, which have hardware-constrained

upgrade cycles.

The HNDL threat applies with particular force to cloud-stored data because cloud environments are a
primary target of nation-state persistent access operations [12]. Adversaries who may have exfiltrated
object storage contents or captured TLS sessions from cloud egress points over the past several years
would hold ciphertext that the 2030 migration deadline will not retroactively protect. Organizations
managing data with sensitivity lifespans extending into the 2030s — classified-equivalent federal data,
long-term health records, financial position information — should treat HNDL exposure as a current

operational risk, not a future hypothetical.

Recommendations

Immediate Actions

Organizations holding or seeking federal contracts should take several steps now, well ahead of the FAR
Council's proposed rulemaking. The first priority is a cryptographic inventory: a systematic enumeration
of every protocol, certificate, key pair, and encryption library in the environment, mapped to the systems
and data they protect. This inventory is prerequisite to everything else and is expected to be required

under the forthcoming OMB gquidance regardless of contractor status. Tools such as NIST's

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 7



cryptographic module validation program database, network traffic analysis, and certificate transparency
logs provide starting points; enterprise secrets management platforms often have API-accessible

inventories of managed credentials.

Organizations should also designate an internal PQC migration lead or working group with direct access
to the CISO and CTO. EO 14409's explicit requirement for agency-level leads reflects a governance
principle that applies equally to contractors: distributed, ad-hoc cryptographic migrations fail at scale

without centralized ownership and executive-level visibility.

Short-Term Mitigations

Within the next six to twelve months, organizations should evaluate their TLS implementations for hybrid
key exchange support and begin deploying it on externally facing endpoints that serve federal traffic.
This is the fastest actionable improvement and directly addresses HNDL risk for new connections.
Clients connecting to federal agency systems are likely to begin advertising ML-KEM support in their
TLS ClientHello messages as browsers and operating systems update — meeting this with server-side

hybrid support avoids algorithm negotiation failures.

Certificate lifecycle management deserves particular scrutiny. X.509 certificates issued today with
expiration dates in the 2030s will need to be re-issued using quantum-resistant signature algorithms
before those algorithms are required — a process that involves not just replacing the certificate but
ensuring that the relying party ecosystem can validate the new signature type. Organizations should flag
long-lived certificates and begin planning the certificate authority (CA) migration in parallel with server-

side key exchange changes.

Strategic Considerations

The 2030 deadline is hard, but the planning horizon extends well beyond it. Crypto-agility — the
architectural property of being able to swap cryptographic algorithms without re-engineering the
surrounding system — is the strategic investment that makes all subsequent migrations cheaper.
Organizations that hardcode algorithm identifiers, key sizes, or protocol versions into application logic
face disproportionate migration costs; those that centralize cryptographic configuration in well-

abstracted libraries or platform services can execute algorithm changes more cleanly.

Supply chain risk is a second strategic consideration that EO 14409's vulnerability disclosure
requirements highlight. Many federal contractors rely on third-party software components, commercial
off-the-shelf products, and open-source libraries for their cryptographic operations. These
dependencies must be inventoried and tracked for PQC readiness alongside first-party code. Vendors
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who cannot provide a PQC migration roadmap or who have not adopted FIPS 203/204/205 in their
products by 2028 represent timeline risk for any contractor counting on those products to satisfy the
2030 deadline.

CSA Resource Alignment

The Cloud Security Alliance has built a substantial body of guidance directly applicable to EO 14409
compliance through its Quantum-Safe Security Working Group, which has published foundational

resources across governance, risk assessment, and technical implementation.

CSA's Quantum-Safe Security Governance with the Cloud Controls Matrix (v1.1, 2024) maps PQC
migration requirements to specific CCM control domains — most directly to CEK (Cryptography,
Encryption and Key Management) controls CEK-03, CEK-04, CEK-09, and CEK-10, which address key
generation, lifecycle management, encryption-at-rest, and encryption-in-transit respectively. The GRC-
02 and DSP-09 controls govern enterprise risk management and data protection impact assessment,
both of which are directly implicated by the cryptographic inventory and HNDL risk assessment
requirements of EO 14409. Organizations using CCM as their cloud governance framework can use
these control mappings to integrate PQC compliance directly into their existing audit and assurance

workflows.

CSA's Practitioners Guide to Post-Quantum Cryptography provides the risk assessment methodology
needed for the 90-day inventory mandate: it introduces Mosca's Theorem as a framework for calculating
time-dependent risk, maps vulnerable technology components (TLS, SSH, IPsec, KMS/HSM, X.509
certificates) to available PQC replacement modules, and provides a compatibility matrix of PQC
cryptographic libraries. Organizations using CSA's STAR (Security Trust Assurance and Risk) program for
cloud provider evaluation should incorporate PQC readiness as an assessment criterion in their

questionnaires, particularly for providers handling federal data.

CSA's Practical Preparations for the Post-Quantum World offers the most comprehensive five-phase
migration framework available from CSA (education, project formation, data inventory, analysis,
implementation) that maps well to the staged timeline EO 14409 establishes. The MAESTRO framework
for agentic Al threat modeling is additionally relevant as Al-orchestrated workflows increasingly perform
cryptographic operations on behalf of users — the authentication, authorization, and data protection

mechanisms in agentic pipelines must be included in PQC scope assessments.
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