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Key Takeaways

According to OpenAI's own system card, GPT-5.6 Sol is the first model assessed under the

Preparedness Framework to receive a "High" cybersecurity risk rating [2]. Its June 26, 2026 preview

simultaneously triggered a U.S. government-directed access restriction without clear precedent in prior

public disclosures. Sol scored 96.7% on OpenAI's internal cyberattack benchmark and matches leading

competitors on ExploitBench, demonstrating vulnerability discovery and exploit-primitive reasoning at a

scale the security community has not previously observed from a commercial general-purpose model [1]

[2].

The government-gated rollout — in which the White House Office of the National Cyber Director

explicitly asked OpenAI to restrict access to government-approved partners — establishes a governance

precedent that enterprises must understand regardless of whether they can access GPT-5.6 Sol today.

The policy reasoning embedded in that decision is instructive for what internal AI governance should look

like for any organization deploying high-capability models against security-relevant infrastructure [3].

Despite the benchmark performance, Sol is not a push-button exploitation engine. Testing against

hardened real-world targets — Chromium and Firefox — demonstrated that Sol and its sibling model Terra

can identify vulnerabilities and produce exploitation primitives, but could not autonomously complete

end-to-end functional exploit chains against those targets in evaluation conditions [1][11]. That capability

gap is operationally significant, but it appears to narrow with successive model generations — a trend the

security community should treat as a planning assumption rather than an established trajectory, and one

that security architects should account for when designing durable controls.

Defenders with appropriate vetting can access GPT-5.5-Cyber through OpenAI's Daybreak program

today; the program's identity, scoping, and accountability requirements offer a ready-made template for

the internal governance controls enterprises should establish before broader Sol access becomes

available [4][5].

Enterprises should treat the GPT-5.6 launch as an inflection point that compresses their AI governance

timeline. Organizations without a documented AI acceptable-use policy, without AI-specific identity and

access controls, and without logging and auditability for AI-assisted security tasks are exposed to threat

actors who are already using high-capability AI for offensive tasks — a gap that will widen as model

capability continues to advance.
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Background

OpenAI previewed GPT-5.6 as a family of three models on June 26, 2026: Sol, the flagship and most

capable; Terra, balancing power and efficiency; and Luna, optimized for speed and cost [1][6]. All three

are rated "High capability" in cybersecurity and biological/chemical risk under OpenAI's Preparedness

Framework — the assessment framework OpenAI uses to evaluate whether a model requires phased or

restricted deployment [2]. The High rating places them below the "Critical" threshold that would trigger

a full deployment hold, but above any prior commercial general-purpose model evaluated under the

same framework.

The Preparedness Framework's cybersecurity High rating is reached when a model provides meaningful

uplift to actors attempting cyberattacks against critical infrastructure or when it can autonomously

identify and exploit vulnerabilities in production systems. The framework sets a tiered response: models

assessed at High are eligible for deployment only under specific safeguards, and in this case those

safeguards included, at government request, a full access hold pending individual approval of each

partner organization [1][2].

The restricted launch itself is without precedent in terms of public, on-record government involvement.

The White House's Office of the National Cyber Director and the Office of Science and Technology

Policy jointly requested that OpenAI limit the preview to a small set of government-approved trusted

partners while federal agencies complete a structured review of the cybersecurity risk implications. At

launch, approximately 20 organizations had received approval; no public waitlist or self-service

enrollment path exists [3][7]. OpenAI characterized the restriction as a "short-term step" and explicitly

stated it does not believe government approval processes should become the default for future model

releases, framing the restriction as a temporary accommodation while a more durable regulatory

framework is developed [3][8].

This launch follows a series of steps OpenAI has taken since early 2026 to build a dual-track deployment

model for high-capability cybersecurity AI. The Daybreak program, which provides access to GPT-5.5-

Cyber for vetted defenders, represents the affirmative side of that model: reduced classifier-based

refusals for authorized workflows such as vulnerability identification, malware analysis, binary reverse

engineering, and patch validation, delivered to users who have completed identity verification and

enabled phishing-resistant multi-factor authentication [4][5]. GPT-5.5-Cyber, fully released on June 22,

2026 as part of Daybreak, scored 85.6% on CyberGym and 39.5% on ExploitGym, establishing a new

performance benchmark for defensive cybersecurity AI at the time of its release [4][9]. GPT-5.6 Sol now

supersedes those numbers while also carrying higher risk classifications — the two facts are directly

related.
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Security Analysis

What GPT-5.6 Sol Can and Cannot Do

The 96.7% internal CTF benchmark score that triggered Sol's High cybersecurity risk classification is a

measure of performance on structured, vulnerability-oriented challenge tasks — the class of problems

used in security research competitions and in academic evaluation of AI cyber capability [2]. That

benchmark reflects the model's ability to reason about vulnerability classes, identify exploitation paths in

presented code, and produce components of working attacks, including memory safety vulnerabilities

with the potential for disclosure, mutation, or control-flow corruption against widely deployed software

projects [1].

What the benchmark does not capture, and what OpenAI's own external testing revealed, is the gap

between exploit-primitive reasoning and autonomous end-to-end exploitation of hardened production

targets. When tested against Chromium and Firefox — real-world browser codebases with mature

hardening, existing mitigations, and complex trust boundaries — Sol and Terra identified bugs and

produced exploitation primitives but could not autonomously chain those primitives into a complete,

functional exploit [1]. The available evidence suggests that AI-generated exploitation primitives reduce —

though do not eliminate — the skill required for a human operator to complete a working exploit,

particularly against targets with less mature security hardening. This inference carries a meaningful

caveat: against comparably hardened systems, where Sol itself could not complete an end-to-end

exploit chain, the residual skill requirement for an adversary assembling partial outputs may remain

substantial. The reduction in skill barrier is most operationally relevant for the broader universe of less-

fortified production systems.

On ExploitBench, the Carnegie Mellon University-developed evaluation suite that tests AI understanding

of software vulnerabilities and exploit development reasoning [12], Sol performs at a level competitive

with Anthropic's Mythos Preview while using approximately one-third of the output tokens [2]. The token

efficiency observation has a practical implication: Sol reaches equivalent capability on this benchmark at

significantly lower cost per query, which affects the economics of AI-assisted vulnerability research for

both defenders and adversaries. Lower cost per evaluation cycle means that the volume of exploit-

primitive generation any actor can afford to run increases substantially. Defenders who have previously

relied on the economic friction of high-quality exploit research as a partial barrier should revisit that

assumption.

The evaluation against real-world targets was conducted in part by Irregular, an external testing

organization engaged by OpenAI, as well as through OpenAI's own internal evaluations using CTF

challenges, CVE-Bench, VulnLMP, ExploitBench, ExploitGym, and SEC-Bench Pro [2][1]. The diversity of

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 5



evaluation methods is relevant to interpreting the results: each benchmark captures a different slice of

the vulnerability research workflow, and performance across the suite provides a more complete picture

than any single score. The UK AI Safety Institute published an independent evaluation of GPT-5.5 — the

predecessor model, not the Cyber variant specifically — in April 2026, providing additional third-party

context for interpreting capability assessments at this performance tier [10].

The Dual-Use Inversion

The cybersecurity community has long operated under a dual-use tension: the skills, tools, and

knowledge that enable effective defense are largely identical to those that enable effective attack. What

GPT-5.6 Sol's deployment architecture makes explicit is that this tension now applies to general-

purpose AI models, not only to specialized security tools. A model capable of automated vulnerability

analysis for a defender is capable of automated vulnerability analysis for an attacker, and the same API

endpoint serves both. OpenAI's own framing — "cyber capabilities are inherently dual use, risk is not

defined by the model alone" — acknowledges this directly [5].

The governance response to this inversion is identity and intent verification: establishing who is

accessing the model and for what declared purpose, and calibrating the model's behavior accordingly.

OpenAI's Trusted Access for Cyber program implements this at the platform level through identity

verification, mandatory advanced account security, organizational attestation of use case, and ongoing

monitoring for policy violations [4][5]. That architecture is a blueprint, not a complete solution — it

depends on the honesty of the attestations, the reliability of the identity verification, and the quality of

the monitoring. But it addresses the dual-use problem more precisely than either unrestricted access

(which ignores intent) or categorical refusal (which forecloses legitimate defensive use).

Enterprise security leaders should recognize that the controls OpenAI is building at the platform level

replicate, at a larger scale, the controls that enterprises need to build internally for their own AI

deployments. An organization that has deployed a general-purpose AI model against its own security

infrastructure — for vulnerability scanning, code review, security advisory triage, or incident investigation

— faces the same dual-use inversion internally: a model with access to vulnerability information, security

configurations, and incident data is a privileged component whose compromise would be operationally

significant.

The Government-Gating Precedent

The restricted launch of GPT-5.6 Sol represents a public, on-record instance of the White House

requesting pre-release access controls for a commercial AI model on cybersecurity grounds — a level of

formal government involvement in AI deployment decisions that has not been publicly documented for
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prior model releases [3][7]. The structural significance of this action extends beyond this specific model.

It demonstrates that the federal government considers frontier AI cybersecurity capabilities to be within

its risk management purview, that individual model releases can trigger government-requested access

controls, and that the mechanism for implementing those controls — per-organization government

approval — has now been operationalized.

OpenAI has indicated that it is working with the administration to develop a "repeatable process for

future model releases" and an executive order framework addressing frontier AI cybersecurity risk, with

an August 2026 deadline for establishing a classified evaluation process for AI models with advanced

cyber capabilities [8][13]. The development of that framework suggests that the governance question

will be progressively formalized, and that organizations waiting for regulatory clarity before building

internal AI governance programs may find themselves operating against formal requirements without the

runway to develop compliant processes.

The government's action also signals a view that the cybersecurity risk from high-capability AI is not

addressable through model-level controls alone. If model refusals and classifier-based restrictions were

sufficient to prevent misuse, the additional layer of access control — individual partner approval — would

be unnecessary. The implication for enterprises is that technical controls on AI outputs are necessary but

not sufficient, and that governance of who accesses what model, for what purpose, in what context, is

the layer that technical controls cannot substitute for.

Recommendations

Immediate Actions

Security and IT leadership should assess their organization's current exposure to high-capability AI

cybersecurity tools — including whether employees, contractors, or partners have access to models

whose cybersecurity ratings they have not explicitly reviewed. The existence of GPT-5.6 Sol access

controls does not mean that comparable capability is unavailable through other channels, and the policy

question of who in the organization can use advanced AI for security-relevant tasks is independent of

which specific model they are using.

Organizations that employ red team, penetration testing, or vulnerability research functions should

clarify whether those functions are operating under a formal AI acceptable-use policy and whether their

AI tool usage is subject to the same scoping, logging, and review requirements that govern other

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 7



privileged security operations. The Daybreak Trusted Access for Cyber program's vetting criteria —

identity verification, advanced account security, organizational attestation of authorized use — offer a

defensible baseline for what internal AI access policy for security personnel should require [4][5].

Short-Term Mitigations

Enterprises should treat AI systems with access to security-relevant data — vulnerability scan results,

source code, configuration states, incident records — as privileged infrastructure requiring the same

controls applied to other privileged systems. This means scoped access credentials, short-lived tokens

where possible, centralized logging of AI queries and outputs, and anomaly monitoring for behavioral

patterns that deviate from established baselines. A security AI that is compromised through prompt

injection or credential exposure has access to the same sensitive information that makes it valuable for

defensive purposes.

Organizations should also evaluate whether their current AI tools are subject to the kind of evaluation

criteria now being applied by OpenAI, the UK's AI Safety Institute, and other bodies to frontier models.

Vendor-provided preparedness framework ratings, system cards, and third-party evaluation reports —

where available — provide a starting point for the risk assessment that should precede deployment of any

AI system against security-sensitive infrastructure. Where that documentation does not exist,

organizations should demand it as a procurement requirement.

Strategic Considerations

Successive model generations have demonstrated progressively higher cybersecurity benchmark

performance across multiple evaluation frameworks — a trajectory that, if it continues, suggests the

capability gap between AI-augmented and unaugmented security operations will widen [1][9].

Organizations that do not build the governance infrastructure now to deploy AI defensively at scale will

face a growing disadvantage relative to adversaries who are less constrained by governance

requirements. The objective is not to avoid AI in security operations but to deploy it under conditions

that produce auditability, accountability, and defensible decision-making.

The government-gating of GPT-5.6 Sol should be interpreted as a signal that regulatory expectations

for AI governance in the security domain are moving faster than general enterprise AI governance

frameworks have accounted for. Building AI governance programs around demonstrability — the ability to

show an auditor or regulator who accessed what capability, for what stated purpose, and with what

outcome — is now a prudent investment rather than a speculative one.
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CSA Resource Alignment

As a CSA publication, this note draws on CSA's own frameworks where they are directly applicable to the

governance challenges raised by GPT-5.6 Sol and frontier AI dual-use capabilities more broadly.

CSA's MAESTRO threat modeling framework for agentic AI is directly applicable to security operations

contexts where AI models operate with access to vulnerability data, security tooling, and privileged

credentials. MAESTRO's threat taxonomy, which includes manipulation of model inputs, unauthorized

tool invocation, and credential exfiltration through agentic pipelines, maps closely to the attack surface

that a security AI presents when it is integrated into production vulnerability management or incident

response workflows.

The AI Controls Matrix (AICM) provides the control coverage framework for operationalizing AI

governance requirements. AICM's access control, logging, and accountability domains are the specific

areas most relevant to implementing the kind of identity-based access model that OpenAI has built into

Trusted Access for Cyber — AICM provides the enterprise-level control requirements that a SOC team or

security operations group should implement internally to govern their own AI tool usage.

CSA's STAR for AI program offers a structured self-assessment and registry mechanism that

organizations can use to evaluate and document their AI risk posture. For enterprises that anticipate

regulatory scrutiny of their AI security operations — a near-term prospect given the government's active

engagement on frontier AI cybersecurity risk — STAR for AI provides a documented and externally

verifiable baseline.

CSA's AI Organizational Responsibilities series addresses the governance, risk, and compliance

dimensions of AI deployment at the organizational level, including the accountability structures and

policy requirements that correspond to the access control and vetting requirements embedded in

programs like Trusted Access for Cyber. The Governance, Risk Management, and Cultural Aspects

volume in that series provides guidance directly applicable to the policy development work that

enterprises should undertake in response to the GPT-5.6 Sol deployment.
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