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Key Takeaways

e NIST's Al Risk Management Framework (Al RMF 1.0) codifies a continuous-monitor-and-
update security model through its MANAGE function, describing risk controls that should be
tracked, measured, and adjusted throughout a system's operational life—not just at initial
deployment [1].

e NIST IR 8011 Volume 1 Revision 1, released in draft form in February 2025, provides testable
control specifications and automation-ready methodologies for continuous security
monitoring that, while originally scoped to traditional IT systems, establish an architecture
directly applicable to Al-specific controls derived from the Al RMF—moving compliance

evidence from periodic attestations toward machine-generated telemetry [2].

e The 2025 companion document NIST Al 100-2e2025 formally extends the governance
framework with an adversarial machine learning taxonomy that organizations should
incorporate into their ongoing monitoring programs, addressing evasion attacks, model
poisoning, and prompt injection in continuous-monitoring terms [3].

e Regulatory convergence is tightening the gap between NIST's voluntary framework and
binding requirements: EU Al Act obligations for high-risk Al systems—including mandatory
post-market monitoring—become fully enforceable in August 2026, and ISO/IEC 42001 is
rapidly becoming the certification benchmark that auditors use to assess whether continuous
monitoring programs meet those obligations [4][5].

e Enterprise security teams that still operate Al compliance as an annual audit discipline face a
material gap: NIST's continuous-monitor-and-update model calls for dedicated operational
capabilities—drift detection, behavioral anomaly alerting, automated evidence collection—that
traditional GRC tooling, designed around discrete, periodic attestation workflows, may not

natively support.

Background

NIST published the Artificial Intelligence Risk Management Framework (Al RMF 1.0) as NIST Al 100-1in
January 2023, establishing the first U.S. federal guidance specifically structured around managing Al risk
across a system's full lifecycle [1]. Unlike traditional information security frameworks that evaluate control
compliance at a point in time, the Al RMF is explicitly iterative: its four core functions—GOVERN, MAP,
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MEASURE, and MANAGE—are designed to operate as a continuous loop rather than a linear checklist.
The GOVERN function establishes the organizational structures and policies that enable risk
management. MAP characterizes the context, purpose, and potential impact of specific Al deployments.
MEASURE applies quantitative and qualitative methods to assess trustworthiness characteristics.
MANAGE implements prioritized risk responses and, critically, sustains monitoring to detect conditions
that would require those responses to change [1]. It bears noting that the Al RMF is a voluntary
framework; its adoption is not federally mandated, though alignment with EU Al Act obligations and ISO
42001 certification requirements creates strong market incentives for organizations to follow its

guidance.

The MANAGE function is where the framework's continuous-monitor-and-update model becomes most
operationally concrete. MANAGE 4.1 calls for post-deployment monitoring, override mechanisms, and
change management procedures. MANAGE 4.2 describes procedures for organizations to establish and
maintain for regularly tracking Al system components for drift, decontextualization, and behavioral
factors that can undermine the trustworthiness attributes established at deployment [1]. This is a
materially different compliance posture than the "accreditation and periodic review" model familiar from
FedRAMP or SOC 2 Type 2—which evaluates controls over a defined audit period rather than a single
point in time, but still operates within bounded review windows rather than the Al RMF's continuous,
lifecycle-spanning model. The Al RMF does not recognize a stable compliance state that an Al system
achieves and maintains. Risks evolve as model behavior changes, input data distributions shift,
adversarial techniques mature, and the operational environment itself changes. Governance must keep

pace.

NIST reinforced this model in July 2024 with the release of NIST Al 600-1, the Generative Al Profile [6].
This supplementary document extends the base framework to address risks specific to generative Al and
foundation models—confabulation, data privacy leakage, information integrity threats, and value chain
vulnerabilities—and it explicitly situates continuous monitoring as the primary mechanism by which
organizations detect when these risks materialize in production systems [6]. The practical implication for
enterprise security programs is significant: unlike traditional software failures that often produce
discrete, loggable error events, generative Al systems can also drift, degrade, and behave adversarially in

gradual ways that require ongoing behavioral observation rather than reactive incident response alone.

In February 2025, NIST released the initial public draft of IR 8011 Volume 1 Revision 1, "Testable Controls
and Security Capabilities for Continuous Monitoring” [2]. Although IR 8011 was originally scoped to SP
800-53 control families for traditional IT systems, the revision updates its methodology to support
automated, machine-readable control testing—an architecture directly applicable to Al-specific controls
derived from the Al RMF. The public comment period for this draft closed in April 2025 [2]. When

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 4



finalized, IR 8011r1 is expected to provide the foundational methodology for converting Al RMF guidance
into automatable, auditable evidence streams, completing the technical scaffolding the framework has

needed since its initial release.

Security Analysis

From Periodic Audits to Operational Governance

The central security challenge that NIST's continuous-monitor-and-update model surfaces for
enterprise compliance programs is architectural: most organizations' Al governance programs were built
on tools and processes designed for periodic review cycles. A security team that conducts a biannual risk
assessment of an Al system—evaluating training data provenance, model card accuracy, access controls,
and output monitoring—and considers that assessment the governing compliance artifact is operating
outside the model that NIST's framework describes [1]. Al systems are not static artifacts. A model
deployed in January may exhibit materially different behavior by June as fine-tuning updates
accumulate, as input distribution shifts away from the training distribution, or as adversarial actors probe
the system and discover effective attack patterns.

The NIST Al RMF's MEASURE function defines the monitoring metrics that continuous governance
programs should track: model performance indicators such as precision and recall, bias and fairness
metrics across demographic subgroups, Mean Time to Detection (MTTD) for security incidents, and drift
detection signals that flag when input distributions or output behavior deviate from expected ranges [7].
The significance of placing these metrics in the MEASURE function—rather than treating them as
optional operational telemetry—is that NIST is treating ongoing behavioral monitoring as a core risk
management control, not an engineering convenience. NIST's placement of these metrics within the
MEASURE function implies that failures to measure are, in effect, failures to govern.

NIST Al 100-2e2025 sharpens this requirement by introducing a formal adversarial ML taxonomy that
organizations should incorporate into their monitoring scope [3]. For predictive Al systems, the
taxonomy covers evasion attacks (manipulating inputs to force misclassification), poisoning attacks
(corrupting training or fine-tuning data), and privacy attacks (extracting sensitive information through
model queries). For generative Al systems, it adds supply chain compromise, direct prompt injection, and
indirect prompt injection—particularly relevant for agentic deployments where Al systems consume tool
outputs or external content that may be adversarially crafted [3]. Each of these attack classes
represents a distinct monitoring challenge: evasion and poisoning require statistical drift analysis over
input and output populations, while injection attacks require behavioral anomaly detection at the
inference layer.
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Post-Deployment Security Risks That Continuous Monitoring Addresses

The operational security risks that continuous monitoring is designed to detect fall into three distinct
categories. Model drift and performance degradation are among the most widely discussed: as the real-
world data distribution the model encounters diverges from the distribution it was trained on, accuracy
declines, false positive and false negative rates change, and the model's behavior in edge cases may
shift in unexpected ways [7]. For security-critical applications—Al-assisted threat detection, fraud
scoring, identity verification—performance drift that is not detected and remediated creates exploitable

windows.

Behavioral anomalies represent a second category of risk that is specific to Al systems and particularly
resistant to traditional security monitoring. Prompt injection attacks against large language models can
cause production systems to exhibit behaviors—executing unintended tool calls, exfiltrating data through
output formatting, bypassing safety controls—that do not appear in access logs or network traffic in
forms that conventional SIEM rules would recognize [6]. Detecting these attacks requires monitoring the
content and behavioral patterns of Al system outputs, not just the access patterns of infrastructure. The
Al RMF's MANAGE function calls for organizations to establish procedures for capturing feedback about

negative impacts, which functionally requires this kind of output behavioral monitoring [1].

Supply chain and dependency changes constitute the third risk category. Al systems deployed in
enterprise RAG and agentic architectures commonly depend on external foundation models, embedding
services, vector databases, and retrieval-augmented content sources, any of which can change in ways
that alter the Al system's effective behavior without any change to the organization's own code or
configuration. The continuous-monitor-and-update model calls for organizations to track not only their
Al systems' direct behavior but also the upstream dependencies that feed those systems, establishing
alerting when vendor model versions change, when third-party data sources shift, or when model

provider security advisories indicate relevant updates [3][6].

Enterprise Compliance Alignment Challenges

The convergence of regulatory requirements around continuous monitoring creates both urgency and
complexity for enterprise compliance programs. The EU Al Act, which becomes fully enforceable for
high-risk Al systems in August 2026, requires providers and deployers to implement post-market
monitoring systems that actively collect, document, and analyze data on Al system performance
throughout the system's operational lifetime [4]. This is not a documentation requirement—it is an
operational capability requirement. Organizations that cannot demonstrate active, evidence-generating
monitoring will not achieve conformity with the regulation's post-market surveillance obligations under
Article 72.
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ISO/IEC 42001, the international standard for Al Management Systems, has emerged as the practical
certification pathway through which organizations demonstrate to auditors that their Al governance
programs meet these obligations. Compliance practitioners and industry analysts have increasingly
identified ISO 42001 as a natural governance backbone for enterprise Al programs, driven by its
structural compatibility with NIST Al RMF's four functions [5]. Together, the two frameworks offer
complementary coverage: NIST provides the substantive risk management guidance, and ISO 42001
provides the management system structure through which that guidance is certified and audited [5].
Critically, ISO 42001's management review requirements and continuous improvement clauses assume
that monitoring data is being generated—organizations cannot satisfy the standard with annual point-in-

time assessments alone.

SOC 2 is also evolving in parallel, with auditing firms introducing Al-specific criteria for model
governance and training data provenance [5]. This creates a three-framework alignment challenge for
large enterprises: they must simultaneously satisfy NIST Al RMF's operational monitoring
recommendations, ISO 42001's management system requirements, and SOC 2's technical control audit
requirements, all while EU Al Act conformity assessments establish an external regulatory compliance
bar. These frameworks are largely convergent in their monitoring requirements—an organization that
builds a genuine continuous monitoring capability against the NIST Al RMF's MEASURE and MANAGE
functions will substantially generate the evidence artifacts that ISO 42001 management reviews, SOC 2
audits, and EU Al Act post-market surveillance documentation require—though organizations should
verify specific documentation format and evidence requirements with their auditors and certification

bodies.

Recommendations

Immediate Actions

Enterprise security and compliance teams should assess whether their current Al governance programs
include operational monitoring capabilities distinct from annual assessments. The critical question is not
whether a risk assessment was completed, but whether there is an active data stream—monitoring
telemetry, output behavioral logs, drift detection signals—that would surface a material change in Al
system behavior between assessments. If the answer is no, that gap represents a material shortfall
relative to NIST Al RMF MANAGE 4.2 guidance and, for EU-facing deployments, a regulatory
compliance gap under the EU Al Act's post-market monitoring requirements.

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 7



Organizations should map their deployed Al systems to the NIST Al 100-2e2025 adversarial ML
taxonomy and identify which attack categories each system is exposed to. For each relevant attack
category, teams should verify that their monitoring program includes detection coverage—whether
through statistical anomaly detection, behavioral output analysis, or infrastructure telemetry. The
taxonomy provides a checklist structure that allows organizations to identify monitoring blind spots

systematically rather than reactively.

Short-Term Mitigations

Within the next quarter, organizations should establish or formalize a monitoring metrics baseline for
each production Al system. This baseline should include at minimum: model performance metrics (with
defined acceptable ranges and alerting thresholds), fairness and bias metrics for systems where
demographic impact is material, drift detection signals for input data distributions, and behavioral
anomaly indicators for generative systems. The NIST AIRC Measure Playbook provides guidance on

selecting appropriate metrics for different Al system types [7].

Organizations should also review their audit evidence collection processes to ensure that continuous
monitoring telemetry is being preserved in a form that satisfies auditor requirements. ISO 42001
management reviews and EU Al Act conformity assessments require evidence of ongoing monitoring—
timestamped logs, periodic reporting artifacts, and records of corrective actions taken in response to
monitoring alerts. Evidence that exists in transient operational systems but is not preserved for audit is

not audit evidence.

Strategic Considerations

The automation of compliance evidence collection, driven by frameworks like NIST IR 8011r1, represents a
medium-term infrastructure investment that security teams should plan for now rather than address
reactively. The trajectory of NIST's continuous monitoring methodology points toward machine-
generated, auditor-readable evidence streams replacing manually compiled compliance documentation.
Organizations that invest in monitoring infrastructure aligned with this direction may be better
positioned to satisfy increasingly demanding regulatory requirements with lower proportional increases
in compliance labor costs than manual evidence collection approaches.

Enterprise GRC programs should evaluate whether their existing tooling is capable of ingesting and
acting on Al-specific monitoring signals. Conventional GRC platforms were designed around control
frameworks with discrete, periodic attestation workflows. The continuous-monitor-and-update model

calls for GRC integration with operational Al monitoring systems—drift detection platforms, MLOps

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 8



observability tooling, SIEM integrations for Al behavioral anomalies. Evaluating this integration gap now,
ahead of EU Al Act enforcement and ISO 42001 certification audits, reduces the risk of compliance

programs discovering that gap under audit pressure.

CSA Resource Alignment

The Cloud Security Alliance Al Controls Matrix (AICM) provides a 243-control, 18-domain framework
that maps directly to the NIST Al RMF's continuous monitoring recommendations. AICM domains
covering Al system monitoring, incident response, and change management align with the MANAGE and
MEASURE functions, giving organizations a control-level implementation guide for building programs
that satisfy both NIST guidance and auditor expectations [8].

CSA's MAESTRO threat modeling framework for agentic Al deployments complements NIST Al 100-
2e2025's adversarial ML taxonomy by providing a structured methodology for identifying which threat
categories apply to specific Al architectures. For organizations deploying agentic systems, MAESTRO's
trust boundary analysis is the appropriate companion tool for designing monitoring coverage against
injection, supply chain, and behavioral anomaly threats [9].

The CSA Agentic Al NIST RMF Profile, published through CSA Labs as a practitioner-oriented white
paper, extends the base NIST framework with categories specific to autonomous Al deployments—tool-
use risk, runtime behavioral governance, and delegation chain accountability—and explicitly frames
continuous monitoring as an operational practice rather than a governance exercise [9]. The CSA STAR
program provides the certification mechanism through which organizations can demonstrate to external
stakeholders that their continuous monitoring programs meet documented standards [11]. For
enterprises pursuing 1ISO 42001 certification alongside NIST Al RMF alignment, the STAR framework
offers an efficient path to externally validated Al governance posture.

CSA's January 2025 guidance on using ISO 42001 and NIST Al RMF to comply with the EU Al Act
provides direct mapping guidance for organizations navigating the multi-framework alignment challenge

described in this note's security analysis [10].
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