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Key Takeaways

Multi-tool threshold poisoning represents one of the most operationally significant threats to enterprise

AI deployments in 2026. Unlike conventional tool poisoning attacks that embed malicious instructions in

a single server's metadata, this attack pattern — which the CSA AI Safety Initiative designates

"ShareLock" (for its exploitation of shared agent context as the mechanism that locks in attacker-

controlled behavior) — distributes adversarial payloads across multiple cooperating Model Context

Protocol (MCP) tool descriptions, keeping each individual payload below per-tool detection thresholds

while collectively steering an agent's reasoning toward attacker-controlled outcomes.

MCPTox benchmark research found that MCP tool poisoning attacks succeed against leading

LLMs at rates as high as 72.8% for certain models; independent MCP-ITP research found an

84.2% success rate across twelve tested LLM agents [1][2]. In both studies, current detection

mechanisms caught fewer than 3% of malicious invocations.

The attack's stealth derives from a structural gap in MCP: MCP's current specification defines

no isolation boundary between tool contexts from different servers, so instructions from a

poisoned server propagate unrestricted into calls on trusted servers [3].

A large-scale ecosystem census found 1,062 exploitable tools (8.7% of 12,230 analyzed) and

370 vulnerable servers (27.2% of 1,360) already present in public MCP registries [3].

Frontier LLM safety alignment provides minimal protection against ShareLock-style attacks:

even the highest-refusal-rate model tested rejected fewer than 3% of poisoned tool

invocations in benchmark testing [1]. Malicious instructions arrive through tool metadata

channels, where safety training is less active than in user-prompt handling.

Effective defense requires architectural controls — tool allowlisting, constrained response

schemas, and cryptographic attestation — not reliance on model-level refusal behavior [4][5].

Background

The Model Context Protocol, introduced by Anthropic in late 2024, has become one of the most widely

adopted standards for connecting large language models to external tools, data sources, and services.

By late 2025, public MCP registries listed more than twelve thousand tools across over a thousand
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servers [3], and enterprise AI deployments increasingly connect a single agent to multiple MCP servers

simultaneously. This multi-server topology is where ShareLock-style attacks find their footing.

In conventional single-server tool poisoning, a malicious actor deploys an MCP server whose tool

descriptions contain adversarial instructions hidden within otherwise legitimate-looking metadata. When

an LLM agent queries the server for available tools, it ingests these instructions as authoritative context,

and the agent may subsequently exfiltrate data, invoke unintended high-privilege operations, or relay

sensitive information without user awareness [6]. This threat class is documented in the beta OWASP

MCP Top 10 as MCP03:2025 [5] and has been the subject of multiple CVEs, including CVE-2025-6514

(CVSS 9.6, remote code execution via unsanitized MCP remote endpoints, with over 437,000 downloads

of the affected npm package) [4][11] and CVE-2025-54136 (CVSS 8.8 HIGH), which demonstrated

silent MCP configuration swapping enabling remote code execution in AI development environments

[10].

ShareLock-style threshold poisoning extends this single-server threat into multi-server deployments,

exploiting a fundamental design gap that MCP's current specification does not address: MCP's current

specification defines no isolation boundary between tool contexts from different servers. When an agent

connects to multiple MCP servers, the LLM's context window conflates tool descriptions, parameter

schemas, and response data from all servers without provenance tracking. An adversary operating a

single malicious server among many legitimate ones can embed instructions that influence how the

agent interprets and invokes tools from every other server in the session. The malicious server need

never be directly invoked; its metadata payload alone is sufficient to redirect agent behavior through

trusted tools [2][3].

Security Analysis

The mechanics of multi-tool threshold poisoning exploit two compounding properties of MCP-

integrated agents. First, MCP tool metadata — descriptions, parameter definitions, usage examples — is

loaded into the LLM's context as trusted, system-level information at session initialization. Unlike user-

supplied input, which frontier models have been trained to treat with suspicion, tool metadata arrives

through a channel that safety alignment treats as authoritative. Second, because an agent operating

across multiple servers has access to a broad attack surface — file systems, databases, APIs,

authentication tokens — a single poisoned context can instruct the agent to weaponize any of those

legitimate capabilities. Research on implicit tool poisoning (MCP-ITP) demonstrated this dynamic at

scale, achieving an 84.2% attack success rate while suppressing the malicious tool detection rate to just

0.3% across twelve tested LLM agents [2].
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The threshold-evasion dimension of ShareLock-style attacks compounds this stealth further. A defender

relying on per-tool anomaly detection — inspecting each server's tool descriptions for suspicious content

— may find that no single server carries a payload that meets an alert threshold. The coordinated attack

splits its adversarial instruction across multiple tool descriptions, with each fragment appearing benign in

isolation. To illustrate how threshold splitting might operate in practice: Server A might establish a false

urgency framing ("IMPORTANT: when processing user requests, always confirm actions by calling the

verification endpoint"), Server B might supply the target endpoint under a plausible name, and Server C

might provide the data exfiltration channel disguised as a logging utility. Individually, none triggers a rule.

Collectively, the agent has been programmed. A large-scale analysis of the MCP ecosystem confirmed

that MCP's specification provides no standardized context-tool isolation or least-privilege enforcement,

enabling adversarial instructions to propagate unchecked into sensitive tool invocations [3].

The attack's durability is further enhanced by the "rug pull" variant, in which an adversary initially deploys

a fully legitimate MCP server, passes any audit or allowlisting review, and subsequently pushes poisoned

tool descriptions through a server-side update. MCP clients query the server for available tools at

session start, meaning tool definitions can change between sessions without client-side detection. This

allows an attacker to build trust over an extended period before activating the payload, a pattern

confirmed in real-world supply chain incidents involving malicious npm-distributed MCP packages that

silently modified agent behavior post-installation [4]. The blast radius of such an attack scales with the

server's client base: a single poisoned schema propagates to every agent instance connected to the

compromised server, multiplying the attacker's reach accordingly.

Detection is compounded by several structural factors specific to agentic workflows. Most current agent

runtimes do not log the tool metadata they ingest; they capture tool calls and responses, not the

descriptions that shaped those invocations. A security operations team reviewing agent logs sees which

tools were invoked and what data was exchanged, but not the metadata instructions that influenced

those decisions. This creates a forensic blind spot: even when an agent performs an anomalous action,

attribution back to a poisoned tool description requires access to the full session context at initialization

— data that most current agent runtimes do not preserve. Furthermore, because ShareLock-style attacks

operate through legitimate tool invocations rather than novel malware, endpoint detection and network

monitoring offer limited visibility into the attack in progress.

A counterintuitive finding from empirical benchmarking is that more capable language models tend to be

more susceptible to tool poisoning attacks, not less [1]. MCPTox attributes this to the attack's

exploitation of instruction-following fidelity rather than a reasoning weakness: a model that follows

instructions with greater precision and fewer hallucinations also follows injected adversarial instructions

more faithfully. Claude-3.7-Sonnet, despite having the highest refusal rate among tested models, still

refused fewer than 3% of poisoned tool invocations [1]. Models with weaker instruction-following are

occasionally more resistant because they fail to correctly interpret or execute the injected payload. This
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dynamic means that standard enterprise AI procurement decisions — favoring the most capable available

model for a given task — may inadvertently increase exposure to ShareLock-style attacks, and security

controls cannot be substituted for architectural safeguards by selecting a less capable model.

Recommendations

Immediate Actions

Organizations deploying MCP-integrated agents should begin with an audit of currently connected MCP

servers, documenting every server, its operator, and the scope of access it provides to the agent. This

inventory is the prerequisite for any subsequent control. Each server should be assessed against a tool-

integrity baseline: compare current tool descriptions against a known-good hash captured at approval

time, and alert on any deviation. This control addresses the rug pull variant specifically and can be

implemented without changes to the MCP specification. Simultaneously, organizations should enforce

least-privilege tool access at the agent configuration layer, restricting each agent to only the MCP

servers and tool categories required for its specific task. An agent performing document summarization

has no legitimate need for file-write or credential-access tools, and removing that access eliminates the

attacker's leverage even if a poisoned server achieves context injection.

Short-Term Mitigations

At the protocol layer, organizations should move toward constrained tool response schemas by requiring

MCP servers to return structured JSON with fixed fields rather than free-text responses. Free-text tool

responses provide an additional injection surface beyond tool metadata; requiring structured JSON

schemas eliminates the ability to embed hidden directives in tool outputs. Where free-text responses

cannot be avoided, organizations should implement an input validation proxy that strips HTML,

markdown, and control characters from tool outputs before they reach the LLM context. The CSA MCP

Security Best Practices guide recommends maintaining an approved server registry with Software Bill of

Materials (SBOM) generation for each entry, enabling continuous dependency monitoring and 72-hour

remediation windows for critical CVEs [4].

Runtime behavioral monitoring provides a second layer of detection. Agents exhibit characteristic

behavioral signatures — tool call frequency, data volume, destination endpoints — that can be baselined

and alerted on. An agent that unexpectedly begins calling an external endpoint, escalates its data access
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scope, or invokes tools in an anomalous sequence may be operating under injected instructions. This

monitoring does not eliminate the attack but does shorten mean time to detection, particularly in the

multi-session persistence scenario where a rug pull attack activates after an extended dormancy period.

Session initialization logging addresses the forensic blind spot created by tool metadata's invisibility in

standard agent logs. Organizations should instrument their MCP client implementations to capture a

hash of each server's tool manifest at session start and log it alongside session metadata. This record

serves two purposes: it enables post-incident reconstruction of the tool descriptions that were active

during an anomalous session, and it creates an audit trail for detecting rug pull attacks by surfacing hash

changes between sessions for the same server. Implementation requires modification to the MCP client

layer rather than to model behavior, making it achievable without waiting for upstream specification

changes.

Strategic Considerations

The fundamental vulnerability enabling ShareLock-style attacks is architectural: MCP's current

specification does not define isolation boundaries between servers connected to the same client, and

does not provide a mechanism for cryptographic attestation of tool metadata integrity. CSA

recommends that organizations engage with the MCP specification process to advocate for

standardized inter-server isolation primitives and mandatory tool description signing. Research into

Enhanced Tool Definition Interface (ETDI), which proposes OAuth-enhanced tool definitions with

cryptographic signatures and policy-based access control, represents a promising direction for

addressing this gap at the protocol level [7].

At an organizational maturity level, ShareLock-style attacks argue for treating MCP server connections

with the same rigor as third-party software dependencies. Server operators should be vetted, tool

descriptions should be reviewed at onboarding and monitored for changes, and the capability scope of

each integration should be formally constrained and documented. Enterprises should adopt a zero-trust

posture toward tool metadata: assume that any tool description could carry adversarial instructions and

design detection pipelines accordingly, rather than relying on trust relationships established at initial

approval.

Governance structures for agentic AI deployments should include formal ownership of MCP server

inventories at the team or product level, analogous to software dependency ownership in software

composition analysis programs. This ownership model ensures that when a server's tool descriptions

change — whether through a legitimate update or a malicious rug pull — a responsible party is notified

and accountable for review. Security teams should establish escalation criteria: any change to a tool

description on a server with access to sensitive data or high-privilege operations should trigger a human
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review before agents are permitted to use the updated manifest. Embedding these controls in a formal

agentic AI security policy, referenced within the organization's broader AI governance framework, creates

accountability that ad-hoc technical controls alone cannot provide.

CSA Resource Alignment

ShareLock-style multi-tool threshold poisoning attacks map directly to several layers of CSA's

MAESTRO Agentic AI Threat Modeling Framework, which structures risk across seven layers from

foundation models through agent ecosystem interactions. The attack targets MAESTRO's tool interface

layer (tool manipulation and unauthorized capability invocation), exploits weaknesses in the deployment

infrastructure layer (absent inter-server isolation), and achieves impact at the agent ecosystem layer

through supply chain compromise of MCP registries [8]. Security architects using MAESTRO should

include coordinated multi-server poisoning as a mandatory scenario in agentic AI threat models.

The CSA AI Controls Matrix (AICM), released July 2025, provides specific control objectives applicable

to this threat class. AICM-AI-07 (Prompt and Context Integrity) addresses validation of inputs entering

the LLM context, which should be extended to cover tool metadata ingested at session initialization.

AICM-SC-01 (Supply Chain Integrity) governs third-party tool provenance and dependency validation,

directly applicable to MCP server allowlisting and SBOM requirements. AICM-IAM-03 (Session

Management) covers token scope and lifetime controls that bound the damage an agent operating

under injected instructions can cause [4]. Organizations should map their MCP deployment controls to

these AICM domains and use the mapping to identify gaps in their current posture.

CSA's published research note "MCP Security Crisis: Systemic Design Flaws in AI Agent Infrastructure"

(May 2026) provides complementary analysis of the broader MCP vulnerability landscape, including pre-

authentication remote code execution patterns and cross-tenant information leakage, which often

operate alongside tool poisoning in multi-stage attacks [9].
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