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Key Takeaways

e Within eleven days in early June 2026, the Trump Administration issued three interlocking Al
and cybersecurity directives — an Executive Order (June 2), NSPM-11 (June 5), and NSPM-12
(June 12) — each targeting a distinct layer of the national security stack but collectively
reshaping the environment in which enterprise CISOs procure, deploy, and govern Al systems
(1021031

e The Executive Order on Promoting Advanced Artificial Intelligence Innovation and Security
introduces a voluntary framework requiring Al developers who opt in to provide the federal
government thirty days of pre-release access to "covered frontier models" for classified
cybersecurity benchmarking, with the NSA Director making coverage determinations and a
final framework due by August 1, 2026 [1][4][5].

e NSPM-11 (Artificial Intelligence in the National Security Enterprise) imposes significant new
obligations on Al vendors selling to the government: contracts must now include clauses
ensuring no commercial entity can disable, degrade, or materially modify a government-
deployed Al system, and the administration has reserved authority to pursue termination for
default or for convenience against Al vendors that repeatedly demonstrate a pattern of
conduct inconsistent with NSPM-11's policies [2].

e NSPM-12 rescinds NSM-8 (2022) and the 35-year-old National Security Directive 42, re-
establishes the Committee on National Security Systems (CNSS) with binding authority, and
designates the NSA as National Manager for National Security Systems (NSS) cybersecurity
with power to issue emergency directives, conduct security posture assessments, and

mandate agency compliance within defined timelines [3][6].

e CISA was directed within 30 days of June 2 to issue Binding Operational Directives and new
guidance expanding Al-enabled cyber defense across civilian federal systems and extending
threat intelligence access and cybersecurity tools to critical infrastructure operators — making
Al-driven defense a regulatory expectation for critical sectors [1].

e None of the three instruments creates mandatory obligations directly on commercial
enterprises outside government procurement channels, but each generates significant
indirect pressure through procurement requirements, supply chain contractual clauses, and
forthcoming CISA directives affecting critical infrastructure.
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Background

The three directives issued in June 2026 did not emerge in isolation. They represent the culmination of a
nearly 17-month regulatory repositioning that began when President Trump, on January 20, 2025,
revoked Biden-era Executive Order 14110 on Safe, Secure, and Trustworthy Development and Use of Al
[8]. That revocation removed the reporting regime, dual-use model notifications, Al Safety Institute
evaluations, and civil-rights provisions of EO 14110, leaving Al governance largely at agency discretion
while the administration signaled that Al acceleration and competitiveness would replace precautionary
review requirements as the organizing principle [8].

The June 2026 package addresses that governance interval with a distinctly security-and-
competitiveness-oriented frame rather than EO 14110's safety-and-equity orientation — a
characterization that analysts at Skadden and other legal commentators applied to the policy transition
[5][8]. Where Biden's approach treated frontier Al as a potential domestic risk requiring mandatory pre-
deployment review, the Trump administration treats frontier Al as a national security asset requiring
acceleration and selective hardening. This distinction has immediate operational consequences: Al
developers face far fewer mandatory compliance gates than they did under EO 14110, but those that
engage with the government — as vendors, contractors, or voluntary participants in the frontier model
framework — face new and in some respects more specific contractual and security obligations than
existed before.

The three June 2026 instruments are best understood as complementary layers. The Executive Order
establishes the innovation and cybersecurity policy framework for the commercial frontier, with CISA as
the primary instrument for civilian federal systems and critical infrastructure. NSPM-11 governs how Al
enters the warfighting and intelligence community, setting the procurement conditions that any
commercial Al vendor must accept to participate in national security work. NSPM-12 governs the
underlying network of National Security Systems on which both civilian and military operations depend,
replacing legacy governance structures with a more centralized authority model vesting significant
power in the NSA. Together they constitute a policy architecture that prioritizes speed of Al adoption
while asserting strong government operational control over Al infrastructure deployed in national
security contexts.
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Security Analysis

The Al Innovation EO: Frontier Models and the Voluntary Review Framework

The Executive Order on Promoting Advanced Artificial Intelligence Innovation and Security establishes
its most consequential mechanism through a new concept: the "covered frontier model." Under the
order, the Secretaries of Treasury, War (through the NSA), and Homeland Security (through CISA), in
consultation with the National Cyber Director and NIST, must within 60 days develop and maintain a
classified benchmarking process to assess the advanced cyber capabilities of Al models [1][4][5]. The
NSA Director makes the formal determination that a model meets the covered threshold; other specified
agencies advise on the process [4][5][11]. The definition itself remains classified — Al developers will not
know in advance whether their model will be designated covered, and the criteria for that designation are

not publicly disclosed.

The classified nature of the coverage criteria creates compliance uncertainty for Al developers and for
the CISOs of organizations that build, host, or procure frontier-class Al. Participation in the voluntary
pre-release review program — under which developers submit models to federal agencies for up to 30
days before public release — carries strategic significance in two respects. First, developers who
participate gain the ability to collaborate with the government in selecting trusted early-access partners,
a mechanism that may advantage those developers in subsequent government procurement decisions.
Second, developers who do not participate but whose models are later assessed as meeting the covered
threshold may face a less favorable position for managing subsequent oversight obligations — though
the EO does not specify how non-participation affects any eventual determination [1][4][5]. Legal
analysts note that the "voluntary” designation should not be read as stakes-free given these strategic
procurement and regulatory implications [11].

The order also directs the Attorney General to prioritize enforcement of federal criminal law against Al-
enabled cybercrime, which in practice signals heightened law enforcement attention to malicious use of
Al capabilities. For CISOs in sectors where threat actors are increasingly leveraging Al capabilities —
financial services, healthcare, critical infrastructure — this signals a more aggressive federal posture that
may generate actionable intelligence and enforcement deterrence, but also underscores the urgency of

mapping potential Al abuse scenarios in threat models [1].
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NSPM-11 and the Assurance Imperative for Al Vendors

NSPM-11is structured around four pillars — Adoption, Adaptation, Assurance, and Accountability — that
together define how the national security enterprise will integrate Al [2][12]. The Adoption and
Adaptation pillars primarily affect internal government decision-making around Al deployment and
commercial technology acquisition. The Assurance and Accountability pillars, however, carry specific

obligations that flow through contracts into the commercial Al market.

The Assurance pillar carries the most direct commercial market implications. The memorandum states
that the national security enterprise shall ensure, through contractual clauses or other means, that no
commercial entity or adversary possesses the capability to prevent use of, disable or degrade, or
materially modify without federal government knowledge and approval any Al system that national
security personnel depend on for their missions [2][9]. This requirement, while written for the national
security context, introduces a concept — mandatory government controllability over commercially
deployed Al — that inverts the typical vendor-operator relationship. Many commercial Al providers
include standard terms allowing them to modify, retrain, update, or withdraw model access based on
their own safety assessments, usage policies, or business decisions. Under NSPM-11, any such capability
that the vendor retains, to the extent it could be exercised in a way that affects the government's

operational access, must be contractually waived or restructured.

The authority to pursue termination for default or for convenience against Al vendors that repeatedly
demonstrate a pattern of conduct inconsistent with NSPM-11's policies means that Al vendors
negotiating federal contracts must treat model access, version control, and operational continuity as
first-order contract terms rather than technical implementation details [2][10]. For enterprise CISOs who
procure Al from vendors that also serve the government — a category that now includes a growing
number of cloud Al providers — these contract renegotiations may produce changes to standard terms,
potentially including modifications to model update policies, safety filtering behavior, and usage
limitation mechanisms, as vendors adjust their government relationships to comply with NSPM-11[2][10].

NSPM-12 and NSS Cybersecurity Governance

NSPM-12 addresses a layer below both Al applications and Al models: the National Security Systems
infrastructure on which classified and sensitive government operations depend [3][6][7]. By rescinding
NSD-42 (1990) and NSM-8 (2022) and re-establishing the CNSS with binding authority to set baseline
cybersecurity requirements, issue directives to agency heads, and conduct compliance accountability,
the memorandum centralizes NSS governance in a way that has no direct analog in the prior framework.
NSA, as National Manager, gains authority to assess agency security postures, issue emergency

directives without inter-agency deliberation, and partner with CISA and NIST to harmonize standards.
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For organizations that are government contractors operating within or connected to NSS environments,
the practical effect is a stricter and more actively enforced compliance regime. Within 60 days of the
memorandum's signing, NSA must propose updated incident reporting standards and thresholds for
NSS-affecting cyber incidents, while CNSS is tasked with issuing a cybersecurity roadmap and
harmonizing existing policy directives [6]. Agencies that own or operate NSS face new annual system
inventory requirements and updated incident reporting obligations. Contractors whose infrastructure
intersects with NSS — through cloud hosting, managed security services, identity federation, or data
exchange — should anticipate that these updated standards will flow through contract modifications and

authority-to-operate processes.

The requirement that NSS meet or exceed NIST cybersecurity standards, unless CNSS provides
complementary standards, is significant because it creates a NIST-first baseline that will likely align NSS
requirements more closely with the standards already operative across civilian federal systems under
FISMA and OMB guidance [3]. For organizations maintaining parallel compliance stacks for NSS and
civilian federal programs, this alignment may simplify governance, but the NSA's new emergency
directive authority also introduces the possibility of rapid mandatory changes that outpace

organizations' normal compliance cycles.

The CISA Posture: Al-Enabled Defense as Policy

Perhaps the most operationally immediate provision for CISOs outside the defense and intelligence
community is the mandate on CISA. Within 30 days of the June 2 Executive Order — meaning by
approximately July 2, 2026 — CISA must issue Binding Operational Directives and other guidance to
expedite cyber defense measures, expand Al-enabled defensive tools, and facilitate access to
cybersecurity tools and services for federal agencies, state and local authorities, and operators of critical
infrastructure [1]. The explicit inclusion of rural hospitals, community banks, and local utilities in the
directive language signals that the administration intends CISA's Al-enabled defense posture to reach

beyond the traditional federal and large-enterprise perimeter [1].

These Binding Operational Directives, once issued, create mandatory obligations for federal civilian
agencies and establish a strong normative expectation — if not an immediately binding legal requirement
— for critical infrastructure operators who receive CISA threat intelligence and support. CISOs in critical
sectors should monitor the July 2026 directive release closely, as its contents are expected to establish
the technical expectations and timeline for Al-enabled defensive tool adoption within the infrastructure

they operate.
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Recommendations

Immediate Actions

Enterprise CISOs should begin by mapping their organization's position across all three instruments.
Organizations should determine whether they operate or are connected to NSS environments
(triggering NSPM-12 compliance obligations), whether they develop or deploy Al systems under
government contracts (triggering NSPM-11 contractual review), and whether they fall within critical
infrastructure sectors that will be subject to CISA's forthcoming Binding Operational Directives. These
are not mutually exclusive categories — many organizations will be covered by two or all three
instruments simultaneously — and the applicable obligations differ materially by category.

For Al procurement teams supporting government programs, the most urgent action is a review of
existing contracts for language that limits the government's ability to use, modify, or maintain
operational access to Al systems. Any vendor termination-for-convenience clauses, model update
policies, or usage restriction provisions should be flagged for renegotiation in light of NSPM-I1's
authority against vendors demonstrating a persistent pattern of conduct inconsistent with its policies.
CISOs should coordinate with general counsel and acquisition teams to develop revised contract

templates that satisfy NSPM-11's controllability requirements before the next contract renewal cycle.

Short-Term Mitigations

Within the 30-to-60-day implementation window established by the executive order, organizations
developing or procuring frontier Al capabilities should engage with the voluntary pre-release review
process as it becomes defined. The framework is due for finalization by August 1, 2026 [1][4]. Even
organizations that are not primary Al developers should track the definition of "covered frontier model"
as it emerges from the classified benchmarking process, because that definition will shape which Al
capabilities require disclosure, coordinated vulnerability management, and government partnership
arrangements. Legal and compliance counsel with access to government briefings should be identified

now.

For organizations in sectors that CISA has historically designated as critical infrastructure — financial
services, healthcare, energy, water, communications, transportation, and others — the forthcoming CISA
Binding Operational Directives should be treated as an incoming compliance requirement rather than
optional guidance. Preparatory work includes inventorying current cybersecurity tooling for Al readiness,
identifying gaps against what CISA's Al-enabled defense programs are likely to require, and establishing

a monitoring process for the July 2026 directive publication.
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Strategic Considerations

The broader policy shift represented by this three-instrument package is a move toward speed and
controllability over precaution and external review. This has long-term governance implications. The
absence of mandatory safety testing requirements for non-government Al deployments — in contrast to
EO 14110's pre-deployment review requirements — places more responsibility on enterprise CISOs to
independently assess Al model capabilities, particularly capabilities that could be misused by adversaries
or that could produce unintended harmful outcomes. Internal Al governance programs should explicitly
address the absence of federal preclearance for non-covered models, building compensating controls in
risk assessment, vendor due diligence, and monitoring.

For organizations that participate in public-private information sharing with CISA or NSA, the June 2026
package also represents an opportunity. The Executive Order's Al cybersecurity clearinghouse, which
Treasury is directed to establish in coordination with NSA and CISA within 30 days, is designed to
facilitate bidirectional threat intelligence on Al-enabled attacks [1]. Enrollment in relevant sector-specific
ISAC programs, participation in CISA's voluntary public-private frameworks, and direct engagement with
CISA's expanded cybersecurity services should be prioritized as channels through which Al-related

threat intelligence will flow.

CSA Resource Alignment

CSA's Al Safety Initiative provides directly applicable frameworks for organizations navigating the
governance requirements introduced by the June 2026 Al policy package.

The MAESTRO framework for agentic Al threat modeling offers a structured methodology for the risk
assessments that NSPM-11's Assurance pillar implicitly requires. Where the memorandum mandates that
national security Al systems be reliable, robust, steerable, and controllable, MAESTRO provides the
threat modeling vocabulary to identify adversarial scenarios — model manipulation, agentic hijacking,
supply chain compromise — that could undermine each of those properties. MAESTRO's adversarial
threat modeling vocabulary maps closely to NSPM-11's Assurance pillar requirements, making it a natural
analytical foundation for organizations building NSPM-11-compliant Al assurance programs. Findings can

then be mapped to the four NSPM-11 pillars to demonstrate governance alignment.

CSA's Al Organizational Responsibilities guidance addresses the accountability structures that both
NSPM-11 and NSPM-12 establish for commanders, directors, and agency heads. The CSA framework's
definition of Al ownership, oversight chains, and incident response responsibilities at the organizational

level directly parallels the accountability requirements in NSPM-11, where commanders at every level are
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held responsible for Al governance compliance. Enterprises seeking to mirror the government's
accountability structure in their own internal Al governance can use this guidance to define comparable

roles for their CISO, CTO, and business-line leadership.

The Cloud Controls Matrix (CCM) and its superset, the Al Controls Matrix (AICM), provide a compliance
mapping layer relevant to NSPM-12's requirements that NSS meet or exceed NIST cybersecurity
standards. Organizations operating cloud infrastructure connected to NSS environments can use the
AICM to map their existing control implementations against both the NIST baseline and any additional
CNSS-issued complementary standards, identifying gaps that will require remediation under the new

compliance regime.

CSA's Zero Trust Architecture guidance connects directly to the Al Innovation EO's direction for CISA to
expand Al-enabled defense programs across federal and critical infrastructure environments. Zero Trust
principles — continuous verification, least-privilege access, micro-segmentation — provide a strong
architectural foundation for Al-enabled defensive tools, because they give Al detection and response
systems the access and telemetry needed to identify anomalous behavior without requiring overly broad

trust relationships that themselves become attack surfaces.
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