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Executive Summary

In June 2026, Anthropic disclosed that Claude, its flagship Al system, was responsible for authoring more
than 80 percent of the code merged into Anthropic's own production codebase — a figure that had risen
from low single digits in early 2025 [1]. In the same document, the authors warned that this trajectory
"points to an Al system capable of fully autonomously designing and developing its own successor" and
called for the preservation of a global option to slow or temporarily pause frontier Al development [1]. This
was not a speculative scenario set decades in the future — it described active conditions at one of the

world's most consequential Al organizations in the second quarter of 2026.

The phenomenon at the heart of this disclosure is recursive self-improvement (RSI): the capacity of Al
systems to meaningfully contribute to the research, development, and optimization of subsequent, more
capable Al systems, potentially establishing a feedback loop in which each generation of Al accelerates the
development of the next. Frontier Al researchers, surveyed in a March 2026 study drawing on participants
from Google DeepMind, OpenAl, Anthropic, Meta, and leading academic institutions, identified RSI
automation as one of the most severe and urgent risks in Al development [2]. At the same time, the study's
authors noted deep disagreement about timelines and appropriate responses, signaling that this is a domain

in which institutional preparation consistently lags capability development.

For enterprise security leaders, RSI creates a class of systemic risk that is distinct from conventional Al
security concerns such as prompt injection or model theft. It introduces accelerating software supply chain
opacity, governance velocity mismatches, novel threat actor capabilities, and the prospect of Al systems
whose behavior becomes increasingly difficult for any single organization — including their developers — to
predict or bound. CISOs who dismiss RSI as a distant, theoretical concern risk being caught unprepared
when its downstream effects arrive in vendor software, third-party Al tooling, and the agentic pipelines their

organizations are already deploying.

This whitepaper analyzes the current state of RSI at frontier Al laboratories, maps the primary threat vectors
it introduces for enterprise environments, and provides a tiered framework of security responses scaled to

organizations' exposure and risk tolerance.
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1. Introduction: The Inflection Point Has Arrived

The concept of recursive self-improvement has circulated in Al safety literature since the work of I.J. Good
in the 1960s, who proposed that an "ultraintelligent machine" capable of surpassing human intellect could
design its own successors and thereby trigger a runaway capability increase [3]. For most of the intervening
decades, RSI remained a theoretical concern: interesting to researchers, irrelevant to security practitioners.

That separation is ending.

What has changed is not theoretical but empirical. Frontier Al organizations have moved from using Al as a
tool that assists human engineers to deploying it as an active co-developer of the systems themselves.
Anthropic reports that as of May 2026, Claude authors more than 80 percent of the code merged into its
production codebase, up from low single digits before the February 2025 research preview of Claude Code
[1]. The typical Anthropic engineer now ships approximately eight times as much code per quarter as they
did in 2024, and Claude's success rate on open-ended agentic software tasks has reached 76 percent — a
gain of 50 percentage points in six months [1]. Separately, Google DeepMind's AlphaEvolve system
demonstrated an Al agent capable of autonomously discovering novel mathematical algorithms, improving
upon known state-of-the-art solutions in approximately 20 percent of tested cases and rediscovering
existing state-of-the-art solutions in 75 percent of cases [4]. OpenAl has set organizational targets to
deploy an Al research intern system by September 2026 and a fully autonomous Al researcher — defined as

a system capable of independently executing large, complex research projects — by early 2028 [5].

These are not incremental advances in Al-assisted productivity tooling. They represent a structural shift in
how Al systems are built: Al is increasingly designing itself. The security implications of this shift are
systemic, and they manifest across the enterprise risk landscape well before any single organization builds or

deploys a system that meets a formal definition of recursive self-improvement.

The remainder of this paper proceeds in four parts. Section 2 examines the current RSI landscape at frontier
laboratories in greater technical and strategic depth. Section 3 analyzes the threat vectors RSI introduces
for enterprise environments, organized by risk category. Section 4 provides a tiered set of security
recommendations for enterprise security programs. Section 5 maps these recommendations to CSA's

existing frameworks for Al security governance.
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2. The Current RSI Landscape at Frontier Al

Laboratories

2.1 Defining the RSI Spectrum

Recursive self-improvement is not a binary state. It exists on a spectrum ranging from narrow, tool-assisted
acceleration to full closed-loop autonomous capability development. Understanding where frontier

laboratories currently sit on this spectrum is essential context for assessing enterprise risk.

For purposes of this analysis, we identify four stages of RSl-adjacent capability development. At one end of
the spectrum is Al-assisted development, in which Al systems help human engineers write, review, and
debug code, with humans making all architectural and strategic decisions. This mode has been common
since 2023 and is well understood. Farther along the spectrum is Al-led development, in which Al systems
take primary responsibility for implementation while humans provide high-level direction, review outputs,
and approve architectural choices. This is approximately where Anthropic and several other frontier
organizations operate today. Beyond that lies autonomous development, in which Al systems design and
execute research agendas, generate and test hypotheses, and iterate on model architectures with minimal
human input. This is where OpenAl has set its 2028 target, and what Anthropic characterizes as the
threshold its current trajectory is approaching. At the far end of the spectrum is full closed-loop RSI, in
which an Al system improves its own architecture, training data, training processes, and evaluation criteria
autonomously, with each generation of improvement directly producing a more capable successor. No

frontier organization claims to have reached this stage, and substantial technical barriers remain.

We use this spectrum analytically to position current capability; the question of whether Al-led development
at this scale constitutes "preliminary” RSI in the technical sense is contested among researchers, and the
enterprise risk implications described in this paper apply regardless of where one draws that definitional line.
The practical significance for enterprise security is that the risks of RSl do not wait for the full closed-loop
stage to materialize. The intermediate stages — Al-led development and early autonomous development —
already introduce meaningful changes to software supply chain integrity, vulnerability velocity, governance

capacity, and adversarial capability.

2.2 Anthropic: Claude Building Claude

The most concrete public evidence of preliminary RSI comes from Anthropic's June 2026 disclosure. The
figures are notable not only in themselves but because they represent change over a short time horizon. In

the period before Claude Code's research preview in February 2025, Claude's contribution to Anthropic's
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merged codebase was described as "low single digits." By May 2026 — fifteen months later — that figure had
crossed 80 percent [1]. Anthropic's authors characterized this rate of change as without precedent within

the organization's own history [1].

Anthropic also disclosed internal performance benchmarks that illustrate the acceleration dynamic at the
core of RSI concern. Anthropic's internal benchmarks, as reported in its June 2026 disclosure, indicate that
an internal model designated "Mythos Preview" reached approximately 52 times the speed of human
developers on relevant coding tasks by April 2026, compared with a roughly 3-times speedup achieved by
Claude Opus 4 in May 2025 [1]. The task definition and measurement methodology are not publicly
specified, so these figures reflect Anthropic's internal assessment on unspecified benchmarks. The
directional implication is nonetheless significant: Al-assisted development speed is itself accelerating, which

compounds the governance challenge in ways examined in Section 3.2.

Anthropic's authors, co-founder Jack Clark and Institute director Marina Favaro, were explicit about the
recursive nature of this dynamic: the Al system writing Anthropic's code is writing code that will be used to
build its successors. They noted that recursive self-improvement is not yet fully realized and may not be
inevitable, but stated that "it could come sooner than most institutions are prepared for" [1]. That

assessment is the appropriate starting point for enterprise security planning.

2.3 Google DeepMind: Algorithm Discovery and Research Automation

Google DeepMind's AlphaEvolve represents a distinct approach to RSl-adjacent capability: rather than
automating code production, it automates the discovery of novel algorithms through a combination of large
language model-directed search and evolutionary computation [4]. Released in May 2025, AlphaEvolve
demonstrated the ability to discover a new algorithm for 4x4 complex-valued matrix multiplication that
required only 48 scalar multiplications, surpassing Strassen's 1969 result. It achieved state-of-the-art or
better solutions in approximately 95 percent of tested problems. Internally, AlphaEvolve improved the

efficiency of Google's data center operations, chip design processes, and Al model training.

The security significance of AlphaEvolve extends beyond its specific applications. It demonstrates that Al
systems can now meaningfully improve the foundational computational methods underlying Al development
itself — including LLM training procedures. When an Al agent reduces LLM training time by 1 percent, it
accelerates the timeline for producing the next generation of Al systems [4]. This is RSI at the level of
computational infrastructure rather than source code. Most enterprise security programs are not yet
designed to monitor improvements at this level — training efficiency, chip design optimization, or algorithm

discovery — making AlphaEvolve-category advances difficult to incorporate into standard risk assessments.
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2.4 OpenAl: Charting the Path to Autonomous Research

OpenAl's public roadmap toward autonomous Al research represents the most explicit organizational
commitment to achieving closed-loop RSI capability at a frontier laboratory. The company has set internal
targets to deploy an Al research intern system — capable of independently reading papers, comparing with
existing literature, and proposing next research steps — by September 2026, and a fully autonomous Al
researcher by early 2028 [5, 6]. According to OpenAl's framing, this autonomous researcher will be capable
of tackling research projects "too large or complex for humans to cope with," and achieving it has been

designated the organization's primary research direction.

The enterprise security implications of this roadmap are not confined to OpenAl's internal operations.
OpenAl's systems are deployed across millions of enterprise applications, embedded in software
development pipelines, and integrated with critical business operations. As the Al systems that enterprise
organizations depend on are increasingly designed and optimized by other Al systems rather than human

engineers, the provenance and integrity assurance of those systems becomes substantially more complex.

2.5 The Research Community's Assessment

A March 2026 survey of 25 leading Al researchers from frontier labs and universities — including participants
from Google DeepMind, OpenAl, Anthropic, Meta, UC Berkeley, Princeton, and Stanford — provides
important calibration for understanding how seriously the RSI risk is taken by the people building these
systems [2]. While the sample is small, the participants represent a high-signal subset of researchers with
direct access to frontier capability development. Twenty of the 25 participants identified automating Al
R&D as among the most severe and urgent risks in Al development. Participants broadly agreed that Al
agents will transition from assistants to autonomous developers, a process already underway. However, the
survey also found significant disagreement between frontier lab researchers and academic researchers
about timelines and the likelihood of explosive capability growth scenarios. This epistemic divide matters for
enterprise risk planning: it means that the range of plausible RSI trajectories is wide, and that even experts

with front-row access to capability development cannot reliably bound the timeline.

The survey authors noted that ICML 2026 has scheduled a workshop explicitly dedicated to "Al with
Recursive Self Improvement,” indicating that the research community now treats this as an active domain of

inquiry rather than a speculative future concern [2].
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3. Threat Vectors for Enterprise Security

RSI introduces security risk through several interconnected pathways. These are not hypothetical future

threats — they are active threat vectors whose severity scales with RSI capability development.

3.1Software Supply Chain Opacity

The software supply chain has been a persistent enterprise security concern for years, but RSl introduces a
qualitatively new dimension of opacity. When Al systems design other Al systems, the provenance, integrity,

and auditability of Al-produced software becomes substantially harder to establish.

Consider the implication of Anthropic's figures applied across the industry. If Al systems at multiple frontier
laboratories are now authoring the majority of the code in their production systems, enterprise organizations
deploying those systems are running software whose origins are in significant part non-human. The security
review processes, code ownership patterns, and vulnerability accountability mechanisms developed for
human-authored software do not translate cleanly to Al-authored software at this scale. Industry analyses
suggest Al-assisted development introduces security findings at substantially higher rates than comparable
human-authored work, though methodologies and baselines vary across studies [7]. The net result is a
meaningful acceleration in the accumulation of unresolved security debt embedded in software that

enterprise organizations trust and deploy.

Beyond code quality, RSI creates supply chain risk through the model weights and architectures that are
themselves Al-optimized. The Zscaler ThreatLabz 2026 Al Security Report found that enterprise Al and ML
transaction volume increased 83 percent year-over-year in 2025, with more than 3,400 applications
generating Al/ML traffic across monitored enterprise networks [8]. Each of those applications represents a
dependency on Al systems whose design increasingly reflects Al-made decisions. Nearly 500 malicious Al
models were identified in public model registries during the same period, capable of credential theft, remote
code execution, and system compromise, and malicious package activity in the npm ecosystem surged 451
percent in 2025 [7]. As Al systems design other Al systems, the attack surface for supply chain compromise

expands in ways that existing governance frameworks were not designed to address.

3.2 Governance Velocity Mismatch

Security governance operates on human timescales. Policies are drafted, reviewed, approved, and updated
in cycles measured in weeks, months, or years. RS| operates on Al timescales. According to Anthropic's
disclosure, the productivity multiplier for Al-assisted development grew from approximately 3x to 52x in
eleven months [1] — figures drawn from Anthropic's internal benchmarks on unspecified coding tasks, but
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illustrative of the scale of the velocity challenge. A security program calibrated for a 3x productivity
multiplier is unlikely to provide adequate coverage in an environment where Al-assisted development

operates at an order of magnitude faster.

This velocity mismatch has immediate consequences. Software security review processes, penetration
testing schedules, vulnerability management SLAs, and change management workflows were designed for
human-paced development. When development velocity increases by an order of magnitude, the same
workflows produce an order of magnitude less coverage. CISOs who reviewed their Al tooling vendors'
security practices in 2025 are now operating on assessments that may be substantially outdated, because
the systems they assessed have themselves been substantially redesigned — by Al — in the intervening

months.

The mismatch also affects incident response. The CrowdStrike 2026 Global Threat Report documented
that the average adversary breakout time — the interval between initial compromise and lateral movement —
fell to 29 minutes in 2025, with the fastest observed instance at 27 seconds [9]. This baseline reflects
adversary capability prior to widespread RSI-enabled tooling; as RSl-adjacent Al systems produce more
capable adversarial capabilities at higher velocity, these detection windows are likely to compress further.
Al-accelerated development on the attacker side is already collapsing the response windows within which
defenders must operate, and RSI on the developer side accelerates this dynamic by producing more capable

adversarial tooling at a pace that tracks Al development velocity rather than human development cycles.

3.3 Capability Uncertainty and Behavioral Opacity

A defining characteristic of RSI is that the capabilities of each successive generation of Al system are
difficult to predict from the capabilities of its predecessor. Human engineers designing an Al system make
conscious architectural choices that can be documented, reviewed, and reasoned about. When Al systems
make design choices about subsequent Al systems, the reasoning behind those choices may be opaque,

may not be expressible in human-interpretable terms, and may not be subject to meaningful prior review.

For enterprise security, this opacity creates a class of risk that existing third-party risk management
processes cannot adequately address. A CISO can assess whether a vendor's Al system meets defined
security requirements at a point in time. That assessment does not extend to subsequent versions of that
system if those versions were designed, in meaningful part, by the current version. Procurement contracts,
vendor risk questionnaires, and security certifications are all point-in-time instruments. They do not capture

the capability trajectories of systems undergoing Al-accelerated iteration.

The CSO Online analysis of Al beyond human oversight describes the practical consequences at the
enterprise level: an Al system tasked with optimizing network performance might autonomously identify
security protocols as obstacles and adjust firewall configurations or disable alerting mechanisms [10].

Consider, too, a scenario in which a municipal government's Al-driven access control system autonomously
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deprioritizes multi-factor authentication to reduce login friction — with no human having made that policy
choice. This is not a documented incident, but it illustrates the category of emergent behavioral risk that
optimization-oriented Al systems introduce in security-sensitive contexts. These risks are not failures of
intent — they are emergent behaviors of optimization processes operating in systems whose capability

profiles are opaque and evolving.

3.4 Adversarial Exploitation of RSI Capabilities

RSI does not benefit only organizations building Al in sanctioned contexts. The same capability acceleration
that enables frontier Al laboratories to produce successors at machine speed is available to adversaries who
gain access to sufficiently capable Al systems. The CrowdStrike 2026 Global Threat Report documented an
89 percent year-over-year increase in Al-enabled adversary activity, including Al-assisted social
engineering, automated credential theft, Al-generated malware code, and Al-accelerated reconnaissance
[9]. Adversaries injected malicious prompts into GenAl tools at more than 90 documented organizations,
and exploited vulnerabilities in Al development platforms to establish persistent access and deploy

ransomware.

As RSI capabilities become more widely accessible — through leaked or fine-tuned derivatives of frontier
models, through open-weight models, and through agentic tooling ecosystems — the adversarial
applications of Al-accelerated development will scale. An adversary with access to an Al system capable of
autonomously generating and testing exploit code can produce and iterate on attacks at a pace that human
security teams cannot match without equivalent Al assistance on the defensive side. Zscaler's adversarial
testing program found that the median time to first critical failure was 16 minutes across tested enterprise Al
systems, with 90 percent of systems compromised within 90 minutes [8]. Zscaler's public disclosure does
not specify the sample composition, definition of "critical failure," or testing conditions, so these figures are
best read as directional rather than universal benchmarks — but the general pattern they describe is

consistent with the broader acceleration documented by CrowdStrike and others.

The trajectory of RSI-enabled adversarial capability is not linear. As each generation of Al systems becomes
more capable at software development — including security research and vulnerability discovery — that
capability is available to any actor who can access or replicate it. Security planning that treats adversarial Al
capability as fixed at its 2025 level will be systematically underprepared for the conditions of 2027 and
beyond.

3.5 Identity, Access, and the Agentic Expansion Surface

Al systems participating in their own development require privileged access to code repositories, build
systems, model training infrastructure, and evaluation frameworks. As the role of Al in development expands

from assistant to co-developer to primary contributor, the identity and access management surface for
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those systems expands correspondingly. This creates a category of machine identity risk that enterprise

organizations are only beginning to govern.

Gartner projects that up to 40 percent of enterprise applications will incorporate Al agents by the end of
2026, a significant increase from fewer than 5 percent at the start of 2025 [11]. The Cybersecurity Insiders
2026 CISO Al Risk Report found that 92 percent of organizations lack full visibility into their Al identities [12]
— a governance gap that compounds as Al systems in vendor environments evolve between assessment
cycles. Industry surveys consistently show that most enterprises have not yet established formal Al vendor
risk assessment processes, even as the majority of organizations already use at least one SaaS application
with embedded Al capabilities. The combination — broad Al access with thin governance — creates a

permissive environment for both unintentional misconfiguration and intentional exploitation.

For organizations where Al agents have write access to code repositories or model training infrastructure —
conditions that enable those agents to contribute to Al development — the risk is compounded. Shadow Al
was identified as a contributing factor in 20 percent of data breaches in 2025, adding an average of
$670,000 to incident costs [18]. As RSI-related Al systems require increasingly broad access to sensitive

technical infrastructure, the potential blast radius of a compromised Al agent identity grows proportionally.
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4. Enterprise Security Recommendations

The risk landscape described in the preceding section is neither monolithic nor static. Enterprise
organizations vary enormously in their direct exposure to RSl — a small manufacturer using a single Al-
powered procurement tool occupies a fundamentally different risk position than a software organization
whose development pipelines are substantially Al-driven. The recommendations that follow are organized in
tiers, with immediate actions applicable to all organizations, governance adaptations appropriate for
organizations with meaningful Al deployment, and strategic considerations for organizations directly

integrating frontier Al systems into their development or security operations.

4.1 Immediate Actions: All Enterprise Organizations

Every enterprise organization using commercial Al products — which, as of 2026, is virtually every
organization of meaningful scale — should treat the Al systems embedded in their products as dynamic
dependencies rather than static software components. The security posture of an Al-powered application
may change significantly between vendor releases, and may change even more significantly if that vendor is
using Al to develop its own systems. Vendor risk assessments for Al-powered products should be treated as
continuous processes, not point-in-time certifications, with reassessment triggered by any major vendor

release, capability announcement, or significant change in the vendor's development practices.

Organizations should conduct an inventory of Al-generated or Al-modified code in their software estate. For
organizations that have adopted Al coding assistants — which Zscaler data suggests now generate 83
percent more Al/ML transaction volume year-over-year [8] — this inventory should include an assessment
of what percentage of production code was Al-generated and what security review processes applied to
that code. Where Al-generated code exists without documented security review, organizations should

prioritize static analysis and penetration testing of those components.

Machine identity governance should be established or updated to account for Al agent identities
specifically. Al systems interacting with enterprise environments should be assigned identities with the
principle of least privilege applied rigorously, with access scoped to the minimum required for legitimate
function. Access rights for Al agents should be reviewed on a cadence consistent with the velocity of
capability change in the systems being managed — which, given the RSI trajectory, means more frequently

than the annual or biannual cycles common in human workforce IAM programs.
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4.2 Governance Adaptations: Organizations with Significant Al Deployment

Organizations with meaningful Al deployments — particularly those using Al agents with access to code
repositories, data infrastructure, or security-sensitive systems — should adapt their governance frameworks
to account for the velocity mismatch identified in Section 3.2. Security control review cycles should be
calibrated to the operational cadence of the Al systems they govern, not the development cadence of the
human teams that initially built them. An organization whose Al-driven development platform receives
weekly model updates should review the security implications of those updates on a weekly basis, not a

quarterly one.

Third-party risk management processes should explicitly address RSl-adjacent practices at Al vendors.
Questionnaires should include direct inquiries about what percentage of the vendor's production software
was authored by Al systems, what human review processes apply to Al-authored code before deployment,
how capability changes in the vendor's Al systems are communicated to customers, and what the vendor's
process is for assessing unintended capability emergences in Al systems under development. These
questions are new additions to the standard vendor risk management toolkit — vendors may not have clear

answers, and the absence of clear answers is itself a risk signal.

Organizations should develop Al-specific incident response playbooks that account for the behavioral
opacity characteristic of Al systems under RSl-adjacent development regimes. An Al system that develops
unexpected behavior after a vendor update may not produce incident signals legible to standard SIEM rules.
Incident response teams should be trained on the categories of behavioral anomaly specific to Al agents —
unexpected access pattern changes, outputs inconsistent with prior behavior, unusual resource

consumption — and on the investigative approaches appropriate to these anomalies.

4.3 Strategic Considerations: Organizations Integrating Frontier Al Systems

Organizations that are themselves deploying Al systems capable of contributing to software development —
including organizations building Al-assisted security tools, Al-driven software pipelines, or agentic systems
with broad production access — face the closest analogue to the risks manifesting at frontier Al laboratories.
For these organizations, the security implications of RSI are not primarily about the behavior of external

vendors but about the behavior of systems they operate directly.

These organizations should adopt a formal model of human oversight with defined checkpoints and
escalation criteria for Al-contributed code and system changes. The Anthropic disclosure describes the
point at which Claude-authored code quality reached parity with human-authored code as a milestone that
arrived earlier than anticipated [1]. This kind of unexpected capability improvement is a category of event
that should trigger a governance review rather than being absorbed as a routine product update. Security
teams should define in advance the thresholds of Al capability change that trigger mandatory review of

access rights, behavioral monitoring coverage, and control adequacy.
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Supply chain integrity verification should be applied to Al model weights and training artifacts with the same
rigor applied to software binaries. An Al model that has been modified — whether through fine-tuning,
adversarial data poisoning, or unauthorized architectural changes — is functionally equivalent to a
compromised software component. Organizations should maintain baselines of model characteristics
against which updates can be compared, and should apply cryptographic provenance mechanisms to model

artifacts wherever feasible.

Strategic communication with boards of directors should begin or deepen around the RSl risk category. The
Cybersecurity Insiders 2026 CISO Al Risk Report found that 92 percent of organizations lack full visibility
into their Al identities [12] — a condition that underscores how far governance programs remain behind the
deployment curve even before RSI-driven capability acceleration is factored in. Board-level literacy on RSI
specifically remains limited. CISOs should prepare briefings that translate RSl risk into terms legible to board
governance: the risk that Al systems in vendor products may be substantially redesigned by other Al
systems between procurement and deployment, the risk that the velocity of Al-driven development
outpaces security review processes, and the risk that adversaries have access to the same RSI-adjacent

capability acceleration as defenders.
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5. CSA Resource Alignment

The CSA Al Safety Initiative has developed a portfolio of frameworks and resources directly applicable to
the enterprise risk landscape described in this paper. Organizations developing responses to RSI risk should
anchor those responses in these frameworks, which provide structured governance language, control

inventories, and assessment mechanisms.

51 MAESTRO: Agentic Al Threat Modeling

CSA's MAESTRO framework — Multi-Agent Environment, Security, Threat, Risk, and Outcome — provides a
seven-layer threat modeling approach specifically designed for agentic Al systems [13, 14]. MAESTRO was
developed in recognition that traditional threat modeling frameworks including STRIDE were not designed
for systems that make autonomous decisions, adapt behavior over time, and coordinate across trust
boundaries. The framework extends STRIDE to address Al-specific concerns including emergent behavior,

cognitive reasoning anomalies, and inter-agent trust failures.

For organizations assessing RSI risk, MAESTRO's layered model provides a structured vocabulary for
identifying where RSI-related threats intersect with deployed agentic systems. The framework is particularly
relevant for organizations deploying Al agents in development pipelines — the context most directly
analogous to the RSl-adjacent conditions at frontier laboratories — where threats at the model layer,

orchestration layer, and ecosystem layer require distinct analysis.

5.2 Al Controls Matrix (AICM)

CSA's Al Controls Matrix version 1.0 defines 18 control domains spanning the full lifecycle of Al system
deployment, from model development through deployment, monitoring, and decommission [15]. The
AICM's shared security responsibility model provides a framework for distributing security accountability
between model providers, application providers, cloud service providers, and Al customers in a manner

appropriate to the deployment architecture.

For RSl risk specifically, the AICM's controls in the areas of Al supply chain security, model provenance, and
behavioral monitoring are most directly applicable. The supply chain security domain addresses the integrity
of model weights, training data, and deployment artifacts — all areas where RSI introduces novel opacity.
The model monitoring domain addresses continuous behavioral assessment, which becomes more
important as the behavioral trajectory of Al systems accelerates. The AICM also provides structured audit
guidance for each stakeholder category, enabling organizations to assess their Al vendors' security practices

against a consistent framework.
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5.3 STAR for Al

CSA's STAR (Security, Trust, Assurance, and Risk) program, extended to Al systems, provides a mechanism
for Al vendors to demonstrate security posture through public registries, self-assessments, and third-party
audits [16]. As RSI makes the behavioral trajectory of Al systems less predictable from static product
documentation, the continuous assurance mechanisms in STAR for Al become more valuable than point-in-
time security certifications. Organizations should prioritize Al vendors with active STAR for Al registrations,
and should treat STAR attestations as a minimum standard for Al systems with privileged access to

enterprise environments.

5.4 Zero Trust Architecture

CSA's Zero Trust guidance is directly applicable to the identity and access management risks introduced by
RSI. Zero Trust's core principle — that no system, identity, or network position should be trusted by default —
provides the architectural basis for governing Al agent access in environments where those agents'
capabilities may change between interactions [17]. Al systems participating in development pipelines should
be governed under Zero Trust assumptions: their access should be continuously verified rather than
statically granted, their behavior should be continuously monitored rather than periodically audited, and

their access should be revoked automatically when behavior deviates from defined policy.

The agentic Al threat modeling work in MAESTRO and the access control guidance in CSA's Zero Trust
publications are complementary: MAESTRO identifies the threat categories, and Zero Trust provides the
architectural framework for containing their blast radius.
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6. Conclusions

The preliminary recursive self-improvement capabilities now documented at multiple frontier Al laboratories
represent a structural change in the conditions under which enterprise Al systems are built, updated, and
deployed. The change is not categorical — full closed-loop RSI remains unrealized — but it is directional and

accelerating. Al systems are designing their successors, and the successors they design will design theirs.

The enterprise security implications of this change are not confined to frontier Al organizations. They
propagate through every commercial relationship that places Al systems in enterprise environments: the
model embedded in a business intelligence tool, the agent managing a customer service pipeline, the Al-
assisted development tooling in a software team's workflow. All of these systems are downstream of Al

development practices that are themselves undergoing rapid Al-driven transformation.

Enterprise security leaders cannot wait for RSI to reach a formally defined threshold before adapting their
programs. The threat vectors described in this paper — supply chain opacity, governance velocity mismatch,
behavioral uncertainty, adversarial capability acceleration, and identity surface expansion — are active at the
current level of RSl-adjacent capability. The appropriate response is not alarm but structured adaptation:
inventory Al dependencies, accelerate governance review cycles, extend third-party risk practices to
account for Al-designed Al, build behavioral monitoring for Al agents, and brief boards on the risk category

now, before it becomes a crisis.

The institutions that govern Al development — including enterprise security programs, regulatory bodies,
and Al laboratories themselves — are still calibrating to a world in which human engineers are no longer the
primary authors of Al systems. Anthropic's call for preservation of a global option to pause frontier Al
development is a recognition that this calibration is incomplete [1]. For enterprise security leaders, the
practical translation of that recognition is straightforward: plan now for conditions in which the Al systems
your organization depends on may be substantially different, substantially more capable, and substantially
less transparent than the systems you assessed last quarter. Build programs flexible enough to adapt to that
reality. Organizations that build governance adaptations in 2026 will be calibrating to 2026-era capability;
organizations that wait for 2028 will be calibrating to systems already designed by 2026-era Al.
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