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Prepared: July 15, 2026 - Turnaround: same-day rapid research, revised same day with a deeper pass on
Gold Eagle secondary reporting and updated RiskRubric V2 detail.

A note on timeliness: Gold Eagle is one day old as of the original draft of this briefing and coverage is still
developing hour to hour. Facts below are labeled [CONFIRMED — primary source] where sourced directly
from the White House release, [REPORTED — secondary sourcing] where sourced from journalism that
has not been cross-confirmed against a primary document, and [UNCONFIRMED - verify before use]
where a claim surfaced only through aggregated search synthesis and could not be pinned to a single
fetchable article. Do not treat anything below the confirmed tier as settled fact in a published document

without independent verification.

Table of Contents

1. Gold Eagle — Expanded Deep Dive 5
11 What is confirmed
1.2 What is reported but not primary-confirmed
1.3 Structural gaps and expert skepticism

1.4 Net assessment for this briefing

2. The Frame: Upstream Coordination, Downstream Absorption 8

3. Standalone Digest: The VulnOps Operating Model 9
3.1 The core argument
3.2 The absorption crisis, quantified
3.3 The four-tier reference architecture
3.4 The five-stage maturity model
3.5 Validation-gate patterns (holding false positives under 2%)
3.6 The sanctioned exploit environment
3.7 Change control for a faster world
3.8 Degraded-mode operations doctrine (for OT/deterministic environments)
3.9 Metrics framework and gaming countermeasures
3.10 Migration, budget, and ROSI
3.1 The board message

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 3



4. Standalone Digest: Designing the Al-First Security Organization ... .. ... . ... . .. .. . . i ..
4.1 The core argument

4.2 The future end state

4.3 Team Topologies for Al-first security

4.4 The agent-manager role

4.5 The proficiency-belt competency model

4.6 Anti-pattern catalog

4.7 Migration plan and the first 90 days

4.8 Metrics, budget, and ROSI

4.9 Gaining executive support

5. Connection Points: Gold Eagle «» CSA/CSAI Portfolio .. ... .. . i,

6. The Explicit Upstream—Downstream Chain

7. Suggested Next Steps

References

© 2026 Cloud Security Alliance. Al-assisted Rapid Research.

16

21
23
24
25



1. Gold Eagle — Expanded Deep Dive

1.1 What is confirmed

[CONFIRMED] On July 14, 2026, the White House announced GOLD EAGLE, described as a
clearinghouse for coordinated cybersecurity vulnerability detection and patching [1]. It was established via
Executive Order 14409 - titled, per secondary reporting, "Promoting Advanced Atrtificial Intelligence
Innovation and Security” — signed June 2, 2026 [1][6]. The stated purpose: pool vulnerability findings from
government and industry, coordinate scanning/verification, prioritize the worst findings, and deliver
actionable remediation information to defenders across the federal government and the private sector,

using frontier Al to do it faster than adversaries can exploit what is found [1][3][6].

[CONFIRMED] Structure and status: - Managed by: Department of the Treasury [3][6] - Contributing:
CISA and DHS; the Department of War (the renamed Department of Defense) [1][3][6] - Contributing
sectors: open-source software providers and critical-infrastructure operators, referenced generically — no
companies are named in the White House release itself [1][3] - Model source: a senior White House official
confirmed closed-source frontier models, explicity naming Anthropic's Mythos, will be used for
vulnerability discovery [3][6] - Status: already live — "has already begun" intake and prioritization work [1][2]

(6]

1.2 What is reported but not primary-confirmed

[REPORTED] Multiple outlets (CyberScoop, Nextgov/FCW, BankinfoSecurity, CSO Online) independently
frame Gold Eagle as joining, rather than replacing, the existing federal vulnerability apparatus — CISA's
disclosure program, CISA's Known Exploited Vulnerabilities (KEV) catalog, the CVE system, and NIST's
National Vulnerability Database — but none of the outlets fetched confirm exactly how Gold Eagle
interoperates with those systems [2][3][7]. One senior White House official is quoted only as saying
existing threat-sharing channels "could probably be duplicated" for Al-specific tracking — a vague, non-
committal answer to the integration question [3].

[REPORTED] Context beyond the announcement itself: the Gold Eagle launch follows the administration
lifting restrictions on Anthropic's latest models over prior cybersecurity concerns, and separate reporting
indicates CISA is already using Anthropic's Mythos to scan and audit government software for vulnerabilities
[2]. If accurate, this suggests Gold Eagle formalizes and scales an intake/scanning relationship that was
already informally underway inside at least one federal agency — worth confirming directly with CISA public

statements before citing.
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[UNCONFIRMED - verify before use] Two independent aggregated-search passes surfaced a claim that
the White House worked with the Software Engineering Institute (SEI) at Carnegie Mellon University
to build a platform called VINTS (Vulnerability Information and Coordination Environment) as Gold Eagle's
technical intake backbone, and that VINTS is a purpose-built variant of CERT/CC's existing, real, open-
source VINCE platform (also "Vulnerability Information and Coordination Environment" — CERT/CC's
Python-based coordinated-disclosure tool, live since 2020) [4][8][9]. This is a plausible and internally
consistent claim — CMU/SEI's CERT/CC is the natural technical partner for exactly this kind of build — but
direct fetches of four separate primary news articles (CyberScoop, CSO Online, Nextgoyv,
TechRadar) did not themselves surface or confirm the VINTS/VINCE detail when asked directly. It
may be accurate and simply under-covered by the specific articles checked, or it may be a search-synthesis
conflation of the real VINCE tool with Gold Eagle's unnamed technical stack. Treat this as unverified
pending a direct primary source (e.g., a CERT/CC or SEI statement, or a Treasury/CISA technical brief)

before using it in any published material.

1.3 Structural gaps and expert skepticism

Coverage converges on a consistent set of open questions and criticisms, which is itself useful signal about
where CSA/CSAI could add value:

¢ No named operating agency. The administration did not specify which agency runs Gold Eagle
day to day, despite Treasury being named as the overall manager [7][3].

¢ No enforcement mechanism. Multiple outlets frame this as the central weakness: Gold Eagle is
"long on ambition, short on detail," and — in the sharpest formulation found — "the fundamental
question remains: can a clearinghouse that cannot compel a single patch actually win that race?"
[5][7]. The scheme coordinates and prioritizes; it cannot force any company to remediate.

¢ No data-protection specifics. How sensitive vulnerability information will be secured in transit
and storage is unaddressed in current coverage [3][7].

¢ No operational transparency yet. As of this briefing, no outlet has been able to report how
many findings Gold Eagle has processed, which companies are participating, or whether any

vulnerability has resulted in a completed patch [7].

¢ No funding or budget figures have been disclosed in any source reviewed [1][2][3][6].

[REPORTED — named experts] Two independent analyst voices give useful texture for how the private
sector reads this: - Prabhjyot Kaur, Everest Group, characterizes Gold Eagle as "a significant evolution”
of existing mechanisms rather than a replacement, and identifies Al's specific value-add as the ability to
"correlate findings from multiple scanners, remove duplicate alerts." She cautions, however, that "Al should
support, rather than replace, human validation," and that "government coordination may improve...
intelligence, but enterprise context must continue to determine the final remediation priority" [7] — a

formulation that lines up almost exactly with CSA's own validation-gate and exposure-focused-sequencing
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arguments in the VulnOps Operating Model (Section 3 below). - Apeksha Kaushik, Gartner, frames the
initiative as reflecting a shift toward "measuring cybersecurity by reducing actual risk exposure rather than
simply increasing patch counts” [7] — directly parallel to CSA's own rejection of raw finding-counts and
CVSS-sorted queues as the wrong health metric (see the absorption rate concept in Section 3). -
Michael Daniel, former White House cyber coordinator, was more cautious in earlier coverage, noting
"there is still much for policymakers to learn... about the technology, the kind of threats it produces and its
ecosystem” [4] — i.e., Gold Eagle is standing up ahead of settled doctrine, which is itself a gap CSA's
existing body of guidance is positioned to help fill.

1.4 Net assessment for this briefing

Gold Eagle is real, live, and executive-order-backed, but as of July 15 it is a coordination mechanism
without enforcement power, without disclosed technical architecture, and without confirmed
integration into the existing CVE/NVD/KEV ecosystem. That combination — high-level legitimacy, low
operational specificity — is exactly the environment in which an established, technically credible standards
and coordination body can make itself useful as a partner rather than a competitor. It is also an environment
where any public CSA statement should stick to the confirmed facts in §1.1 and flag everything else as

developing.

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 7



2. The Frame: Upstream Coordination, Downstream

Absorption

Gold Eagle sits entirely on the upstream side of the vulnerability lifecycle: discover/receive, verify, prioritize,
then hand down. It does not solve — and structurally cannot solve, per the enforcement-gap criticism above
— what happens inside an organization once that information arrives. That is the downstream absorption
problem, and CSA's Al Safety Initiative has built a complete, load-bearing body of guidance around exactly
that problem, starting from the same root cause Gold Eagle exists to manage: frontier-model vulnerability
discovery (Anthropic's Project Glasswing/Mythos, whose public results include Mozilla shipping fixes for 271
Firefox vulnerabilities from a single evaluation) broke the old assumption that serious findings arrive at a

human pace [10][11].

CSA's own framing for this — the discovery-to-absorption inversion — states it directly: "discovery is no
longer the constraint. The constraint has moved downstream, to the organization's capacity to validate,
sequence, fix, and verify what discovery now produces at machine speed"” [12]. Gold Eagle is a government-
scale instance of the discovery side of that inversion. CSA's VulnOps and organizational-design work —
reproduced in full below, so this briefing stands alone without needing external citation to unpublished

drafts —is the industry-side answer to the absorption side.
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3. Standalone Digest: The VulnOps Operating Model

Full title: "The VulnOps Operating Model: Absorption-Rate Management, Validation Gates, and Degraded-
Mode Doctrine for Frontier-Scale Vulnerability Discovery." Cloud Security Alliance Al Safety Initiative Working
Group, July 2026. Synthesized from the Al Storm Summit series (San Francisco, New York, Washington DC

convenings) and grounded in CSA's "Mythos-ready" report. This section reproduces the report's substance in

full so it can be cited and reasoned about without needing the source document to be publicly posted.

3.1 The core argument

For thirty years, vulnerability management assumed scarcity: a serious flaw was rare and expensive to find,
so the discipline optimized for the moment of discovery — penetration tests, bug bounties, quarterly scans,
the CVE apparatus itself. Frontier models inverted that assumption. When a capable model is pointed at a
real codebase, it does not surface a handful of issues; it surfaces hundreds, and a meaningful fraction are
genuinely exploitable. Discovery is no longer the constraint. The constraint has moved downstream, to an
organization's capacity to validate, sequence, fix, and verify what discovery now produces at machine speed.
CSA calls this the discovery-to-absorption inversion, and it is the spine of the report.

The response is a new operating discipline called VulnOps: the permanent, staffed-and-automated
function that manages the full lifecycle from continuous discovery through verified remediation — the
security-operations analogue of what DevOps became for software delivery. Its single north-star metric is
the absorption rate: findings resolved + findings created, tracked on rolling 30- and 90-day windows,
segmented by severity and asset class. At or above 1.0, the organization is closing findings at least as fast as
its tools create them. Below 1.0, the program is accumulating exploitable exposure no matter how impressive
its discovery capability looks. As one practitioner put it: "flooding engineering with unvalidated findings is as
dangerous as doing nothing."

3.2 The absorption crisis, quantified

The public record makes the scale concrete. Mozilla ran an early Mythos-class model against Firefox; the
browser shipped fixes for 271 vulnerabilities from that single evaluation, of which only three warranted
individually credited CVEs — a find-to-CVE ratio of roughly ninety to one. Field accounts from the Al Storm
Summit series describe an enterprise that, scanning only about 12% of its estate (roughly 1983

repositories, 22 applications) over six weeks, filed ~4,492 incremental findings, of which 1,478 were
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critical or high severity, at a measured false-positive rate below 2%. The same program scanned its full
estate within eight weeks and remediated everything found within sixteen — the flood is real, and it is

absorbable, but only by a program organized for absorption rather than discovery.

This collides with breach data: the 2026 Verizon DBIR found vulnerability exploitation is now the #1 initial-
access vector at 31% of breaches — up from 20% the prior year — overtaking credential abuse and
phishing for the first time in the report's 19-year history. Exploitation is also getting faster: the prior year's
DBIR found a median of 32 days to remediate known-exploited edge-device vulnerabilities against a median
time-to-mass-exploitation of zero days. Independent benchmarking (Edgescan) puts mean time to
remediate high/critical app vulnerabilities at ~54.8 days. Exposure windows measured in weeks against
exploitation windows measured in hours is the arithmetic that makes absorption, not discovery, the binding

constraint.

Three legacy assumptions fail simultaneously: CVSS-sorted backlogs assume severity score is an adequate
proxy for contextual risk (at 1,400+ critical/high findings from a partial scan, a CVSS queue is just a very
long list of things claiming urgency, with no signal about what's actually reachable); quarterly patch cycles
assume the remediation interval is short relative to the interval between serious findings (false, when
discovery is continuous and exploitation is same-day); and human triage assumes analyst attention is
abundant relative to finding volume (false at machine-scale discovery — human attention becomes the
system's scarcest resource). The resolution is not "patch everything faster" — rapid patching is itself an
availability risk, and only ~5% of published CVEs are ever observed exploited in the wild (Cyentia/Kenna), so
reflexive CVE-chasing is genuinely wasteful. The answer is exposure-focused sequencing: confirm
exploitability before spending human attention, then remediate in order of demonstrated risk, not raw

severity.

3.3 The four-tier reference architecture

The mature VulnOps function runs as a continuous loop — discovery feeds automated validation gates, only
exploitability-confirmed findings consume human/remediation capacity, and change control is redesigned

to absorb validated fixes at discovery velocity — realized through four tiers:

e Tier O — Discovery and Enrichment. Reconnaissance, threat modeling, repo/call-graph
construction, dangerous-sink inventory, and — most importantly — reachability context:
whether attacker-controlled input can actually reach each sink. Agent roles are broad-survey
scanners and class-specialized hunters (injection, authorization/navigation, logic/crypto)
partitioned across the codebase under an orchestrator that dispatches but never analyzes.

Smaller, cheaper models suffice here.

e Tier 1— Automated Validation. The gates that reduce the flood to a trickle before any human
sees it: a reachability gate, a proof-of-concept gate (demonstrated trigger, not plausible),

environmental-context filters, and multi-model consensus. Roughly half of candidates die here
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— a designed, fail-closed outcome. "A verifier's only job is to disprove the finding," and "zero

confirmed findings is a valid outcome."

Tier 2 — Sanctioned Exploitation. The capability most organizations lack. Moves a finding
from "reachable and plausible” to "demonstrably exploitable” by running the exploitin a
governed, isolated, sanitized-data environment (fidelity tiers from disposable single-component
sandboxes up to a full production-mirroring digital twin). This carries the sharpest governance
boundary in the architecture: sanctioned exploitation is a validation activity against an isolated
replica under the VulnOps function's own remit; red-team/adversary-emulation is a discovery-
and-assessment activity under different authority and broader scope. Collapsing the two is a

named failure mode.

Tier 3 — Remediation Orchestration. Fix generation, regression evidence, and progressive,
blast-radius-limited deployment with automated rollback. Field data: in some programs, 90%+ of
findings were resolvable through safe-by-default library substitutions rather than bespoke code

changes — enabling large-scale templated, automated remediation.

The architecture is deliberately incremental: stand up Tiers O-1 first (gains most of the false-positive control

that keeps absorption survivable), add Tiers 2-3 as governance maturity permits.

3.4 The five-stage maturity model

Programs progress through Reactive — Managed — Validated — Absorbing — Optimizing, gated on

two measured numbers — absorption rate and validation-gate false-positive rate — not on tooling

inventories:
Defining L Absorption Gate FP Typical
Stage . Exit criteria
behavior rate dwell
Reactive Event-driven, Absorption rate Unmeasured Unmeasured Indefinite
CVSS-sorted, instrumented
human-triaged
Managed Continuous 2] automated >10% typical 3-9
discovery, validation gate flat/declining months
program "knows live, FP rate
it's falling behind" measured
Validated Findings are Gate FP rate <2% 6-12
exploitability- <2% sustained sustained months

filtered before

30 days
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Defining L Absorption Gate FP Typical
Stage Exit criteria

behavior rate rate dwell
reaching
engineering

Absorbing Resolution Absorption =1.0 =1.0 <2% 6-18
capacity matches rolling 90-day, sustained months
discovery every segment

Optimizing Absorptionis a Absorption 21.0 21.0, cost- <2%, cost- Ongoing
solved constraint sustained =2 optimized tuned
being tuned, not quarters
fought

The dangerous window is between the Managed and Absorbing stages — roughly weeks six through sixteen
in the field trajectory above — when open critical-finding volume peaks and the temptation to either

suppress discovery or flood engineering is strongest.

3.5 Validation-gate patterns (holding false positives under 2%)

Five patterns stack to hold false positives under 2% — none sufficient alone: multi-model consensus (=2
independent models must agree; cheap to strengthen since the confirming pass can run on a lesser model
tier; fails on correlated model errors); reachability-analysis gates (the single largest reducer for code
findings — most raw candidates describe unreachable code; fails toward false negatives on
reflection/dynamic dispatch); exploit-proof requirements tiered by severity (PO/P1 need a working
PoC in the sanctioned environment; the most expensive gate, and the one most organizations cannot run
without Tier 2); environmental-context filters (internet-facing status, chainability, blast radius, data
flows — sharpens sequencing more than it culls; risks "severity theater,” downgrading real findings by
rationalization); and human spot-check sampling (a rotating engineer audits a random sample weekly;

small direct cull, large calibration value — this is how a defensible FP rate is measured, not asserted).

3.6 The sanctioned exploit environment

Named as the infrastructure blocker most programs lack: "no sanctioned exploit environment” means a
program can generate candidates and reason about reachability but cannot cross the final gate that
separates a plausible finding from a demonstrated one. The reference architecture uses tiered fidelity
(ephemeral single-component sandboxes — representative staging replica — full production-mirroring

digital twin), with three non-negotiable properties across all tiers: data sanitization (tokenized/synthetic
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data only), network isolation (no egress, no production credentials), and evidence handling (signed, logged,
chain-of-custody proof-of-concept artifacts). Authorization is the governance problem that stalls programs
longest: documented rules of engagement, standing pre-authorization, and a sharp boundary against red-
team activity. A minimum-viable version exists for resource-constrained programs: disposable
containers/short-lived cloud instances, synthetic data, no egress, destroyed after each test — enough to
cross the exploit-proof gate for the highest-value cases even without full digital-twin fidelity. This connects
to Wendy Nather's "cyber poverty line" — the frontier-model era threatens to widen the gap between

organizations that can validate exploitability and those that cannot.

3.7 Change control for a faster world

Traditional change control (a change advisory board reviewing each proposed change on a cadence) breaks
when validated fixes can be produced in hours and mass exploitation of edge vulnerabilities can occur
same-day. The redesign re-tiers change control into risk-tiered change lanes: a pre-approved standard-
change lane for validated, regression-tested, low-blast-radius fixes (the ITIL "standard change" concept —
no per-instance approval required, e.g. safe-by-default library substitutions, cited at up to 99.7% of findings
in one account); a normal-change lane for novel or elevated-blast-radius fixes (automated evidence plus
expedited human review); and an emergency/high-consequence lane requiring a named accountable
owner and mandatory human-in-the-loop. Deployment proceeds under blast-radius-limited canarying with
automated rollback — the target is a DORA-elite deployment profile (on-demand deployment, ~5% change-
failure rate). Renegotiating CAB rules and vendor SLAs to allow this "took months" in field accounts — it is a
genuine organizational project, not a config change. The accountability question practitioners posed directly
— "who gets fired for shutting down a critical business function because of defender automation?" — is
answered structurally: humans who define and periodically review a pre-approved change class own its

outcomes; the emergency lane has a named human authorizer in real time.

3.8 Degraded-mode operations doctrine (for OT/deterministic environments)

Auto-patching is often impossible for deterministic control systems and OT — a patch altering timing or
memory layout can be as dangerous as the vulnerability it closes. Dragos's 2026 OT year-in-review found
roughly a quarter of ICS advisories shipped with no vendor patch or mitigation at all, and 52%
required an externally supplied alternative mitigation; only 2% of ICS-relevant vulnerabilities qualified as
"Now" priority under a risk-based model. The doctrine is compensating-control-first: when a confirmed
finding lands on an asset that can't be patched in-window, apply a documented compensating control
(virtual patching/protocol-aware inspection; segmentation and conduit hardening per IEC 62443
zone/conduit and SLI1-4 levels; monitoring intensification and deception), record it as the finding's

disposition, and attach a mandatory expiry date for re-evaluation — no open-ended risk acceptances. A
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companion metric, mitigated-finding coverage, tracks what fraction of the open population is held by
compensating controls rather than fixes, so degraded-mode work stays visible in the absorption-rate

accounting rather than disappearing.

3.9 Metrics framework and gaming countermeasures

Six instruments form the panel, each specified with formula, cadence, target, and a documented gaming
risk: absorption rate (north star; gaming risk: suppress discovery or downgrade severity to inflate the ratio
— countered by reporting discovery coverage alongside it and pinning severity to exploitability evidence, not
a manipulable CVSS score); MTTVF — mean time to validated fix (target <24h critical; gaming risk: booking
"fix" at merge before deploy/regression evidence); validation-gate false-positive rate (target <2%,
engineered not assumed; gaming risk: widening the "informational" bucket to move FPs off the books);
exploitability-confirmed backlog age (early-warning system — the backlog ages before the ratio
breaks); remediation-induced incident rate (the safety brake, held below the org's own change-failure
baseline; proves speed isn't bought with self-inflicted outages); and mitigated-finding coverage (the
degraded-mode companion). The organizing governance principle: no single team should own both the

numerator and denominator of a metric it's judged on.

3.10 Migration, budget, and ROSI

Migration follows four phases shared with the companion organizational-design report — Foundations (0O-
90 days): instrument absorption rate on the unchanged legacy pipeline (almost always reveals a ratio well
below 1.0), pilot Tier O-1 on one estate slice, fully reversible, no production changes. Restructure (3-9
months): tiered architecture scales across a material fraction of the estate, risk-tiered change lanes go live,
requires the VulnOps cell and agent-platform substrate to exist first. Optimize (9-18 months): absorption
>1.0 in most segments, Tier 2 sanctioned exploitation governs high-severity confirmation, degraded-mode
doctrine operates for OT assets. Steady State (18+ months): the loop self-sustains, board tracks
absorption quarterly.

Budget-wise, using a consistent worked example ("Meridian," an ~8,000-employee enterprise, ~45-person
security function, ~$14M annual security budget), the report models the vulnerability-management slice of
spend at roughly $8.7M legacy vs. $8.35M Al-first over three years — a comparable total, not a dramatic
saving, but an order-of-magnitude increase in discovery-and-validation throughput for the same money,
with the human line falling modestly through redeployment, not headcount cuts. Real unit economics cited: a
full discovery pass collapsing from ~$7,000 (traditional pentest) to ~$4 in compute; per-submission
scanning under $1; finding a bounty-class vulnerability via agents running $40-900 versus a quarter-million-
dollar bug bounty payout. The genuinely new budgetary discipline is inference-cost governance (LLM
gateway with per-team token budgets, model-tier matching, batch/caching discounts) — the summit refrain:

"be careful of burning your own tokens."
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The ROSI (return-on-security-investment) model, built on FAIR loss-event-frequency/magnitude
methodology, estimates for Meridian a base-case annual risk-reduction value of ~$600K (compressing
loss-event frequency ~40% via a shorter exposure window) against ~$700K/year incremental investment —
modestly negative in year one, turning positive in the Optimize phase, reaching 40-70% steady-state
ROSI by year three. Sensitivity analysis shows the case is robust whenever exploit pressure and absorption
gains are at or above base-case assumptions — precisely the regime the rest of the report argues the

industry is now in.

3.11 The board message

The hardest thing to explain to a board: success looks like failure at first. Deploying frontier-scale discovery
makes the count of known open vulnerabilities climb — not because the organization got less secure, but
because it finally started seeing exposure that was always present. The single number a board should track
quarterly is absorption rate, paired with four supporting figures: exploitability-confirmed backlog age for
the critical/internet-facing segment (leading indicator of trouble), validation-gate false-positive rate and
remediation-induced incident rate side by side (proof the numerator is real and the process is safe), and
ROSI position against plan. "Open findings going up is not failure — finding more is success only if absorption

keeps pace."

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 15



4. Standalone Digest: Designing the Al-First Security

Organization

Full title: "Designing the Al-First Security Organization: Team Topologies, Agent-Manager Roles, and
Migration Patterns for the Frontier-Model Era.” Cloud Security Alliance Al Safety Initiative Working Group,
July 2026. Companion report to Section 3 above — this describes the organization,; Section 3 describes the

permanent function (VulnOps) that organization must house.

4.1 The core argument

An organization whose effective output is roughly ten times its headcount — because frontier models now
operate as security practitioners, finding, chaining, and confirming vulnerabilities at machine speed — but
whose reporting lines, roles, incentives, and competency models still assume human throughput, is, by
construction, organized wrong. This is not a tooling gap; it is a structural one, and no amount of additional
software resolves it. Three dominant organizational patterns emerged from practitioner accounts: the
product-model security organization (backlogs and sprints replace SLA-driven ticket queues); the
forward-deployed advisory model (senior engineers embed in business units while agent fleets absorb
queue work behind them); and the engineer-as-agent-manager pattern (the individual contributor
becomes a tech-lead-manager of an agent fleet). Mature organizations combine all three. The north-star
metric is validated risk reduction per security FTE — deliberately a per-human ratio that rewards

leverage and cannot be gamed by hiring.

The urgency window: the Mythos report and summit participants converged on the next roughly eight to
eleven months as the critical restructuring period, after which the defensive advantage of early access
narrows as comparable offensive capability diffuses (echoed in ChatGPT 5.5's rapid release and new open-
weight models). Reorganization has a long lead time — it must be socialized, negotiated with HR/works
councils, and absorbed by people whose careers it reshapes — so starting late doesn't just delay the benefit,

it forces the change to happen under duress.

4.2 The future end state

A mature Al-first security organization, 18-36 months in, looks like a well-run product organization rather
than a war room. Security functions run as product-development organizations — a prioritized
backlog and sprint replace an undifferentiated ticket queue; engineering teams, business units, and
compliance are treated as internal customers of a security product with a roadmap. The forward-

deployed advisory model answers the queue problem: senior engineers embed directly in business units
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close to context and decisions, while narrow agent fleets absorb the queue work that used to consume their
days (one organization reframed its success metric from "tickets closed" to "risk insights per second" after a
central human review chokepoint became the source of both friction and turnover). The engineer
becomes a tech-lead-manager of a fleet of agents — mornings spent decomposing work into agent-
executable tasks, dispatching across a fleet, then validating outputs, tuning performance, and handling

exceptions agents escalate.

The decisive design choice is where humans sit in the control loop: governance-in-the-loop (GITL) as
the default, human-in-the-loop (HITL) as a reserved exception for a short, explicit list of high-
consequence gates (production-impacting change, exploit confirmation, irreversible actions). HITL applied

indiscriminately just reconstitutes the human chokepoint the reorganization exists to remove.

4.3 Team Topologies for Al-first security

Applying the Team Topologies vocabulary (stream-aligned, platform, enabling, complicated-subsystem
team types; collaboration, X-as-a-service, and facilitating interaction modes) vyields four reference

topologies:

e Stream-Aligned Security Squad — the embedded, product-facing team (home of the
forward-deployed advisory model). Sizing heuristic: 3-6 humans per squad, each managing a
bounded agent fleet, matched to a business domain small enough for a human to hold its
context.

e Agent Platform Team — the single most important investment, since everything else depends
on it: builds the shared substrate (agent harnesses/scaffolding, model gateways, the
identity/inventory layer answering "which agents exist, who created them, what may they touch,"
monitoring and cost controls). Should exist as soon as an organization runs more than one or two

agent fleets, or fleets become ungoverned islands.

e Enabling / Belt Academy Team — temporary by design: raises agent-management
competence in stream-aligned squads, then withdraws. An enabling team that becomes a
permanent dependency has quietly become a bottleneck.

e Complicated-Subsystem VulnOps Cell — the deep-specialist team from Section 3, offering
exploitability-confirmed, risk-sequenced findings to the rest of the organization as a service.

Small and senior; leverage comes from the agent fleet it operates, not headcount.

A concrete fleet-operating pattern recurs across accounts: one human orchestrator dispatches to class-
specialized subagents (each narrow, each responsible for one category of analysis) running in parallel across
problem partitions, with the orchestrator itself never performing the analysis — only decomposition, routing,

and aggregation.
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4.4 The agent-manager role

The single most consequential new job. Four core responsibilities: task decomposition (breaking an
ambiguous objective into units narrow enough for reliable agent execution — "the agent needs to be narrow;
more scope creep means more issues"); output validation (structured skepticism toward confident, well-
formatted, and possibly wrong machine output — the Mozilla 271-to-3 ratio is the canonical illustration of
why validation, not discovery, is now the constraint); fleet performance tuning (prompts, harnesses,
model-tier assignment, gate thresholds — closer to SRE than to people management); and exception
handling (operationalizing the GITL/HITL boundary).

The competency profile inverts the traditional engineering ladder: hands-on-keyboard throughput is nearly
irrelevant; what matters is validation judgment (assessing trustworthiness of fleet output without redoing
the work) and escalation calibration (distinguishing genuine human-needed cases from merely alarming-
looking ones). A RACI table pins the human-agent boundary to five representative workflows (vulnerability
triage, patch/fix deployment, IR investigation, detection engineering, GRC evidence collection): the agent-
manager is Accountable in every row and Responsible in none — accountability cannot be delegated to a
fleet — and mandatory HITL gates cluster around actions that are irreversible, production-impacting,

externally visible, or capable of shutting down a business function.

4.5 The proficiency-belt competency model

A five-tier ladder (White — Yellow — Green — Brown — Black) assesses four independent axes —
prompt/orchestration fluency, validation judgment, escalation calibration, and domain depth — because the
most dangerous profile is high orchestration fluency paired with shallow domain depth (someone who drives
a fleet expertly but can't tell when it's confidently wrong). Certification rests on a portfolio of real work plus
an observed, adversarially-seeded exercise — multiple-choice testing is explicitly excluded because it
measures the wrong thing. Belts anchor pay bands to demonstrated authority rather than tenure or
headcount managed, letting deep specialists progress to Brown/Black without becoming people-managers
— both an equity and a retention mechanism, since the people whose judgment is now the binding constraint

need a well-compensated path that doesn't require abandoning the craft.

4.6 Anti-pattern catalog

Seven named failure modes, each some version of applying human-throughput-era structure to a machine-

scale workforce:

1. The Monolith — one large, unbounded agent deployment produces a torrent of output instead
of relief ("created a bigger alert factory"); corrective is decomposition into narrow, class-
specialized agents with validation gating before human attention.
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2. The Human Chokepoint — a single mandatory HITL gate on a high-volume path becomes the
binding constraint, and the person occupying it burns out and leaves, taking irreplaceable
expertise; corrective is GITL-by-default with HITL reserved for defined gates.

3. Headcount-Shaped Thinking — agents bought, org chart unchanged; the tenfold capacity gain
is stranded in queues and silo boundaries built for the old headcount.

4. Ungoverned Agent Sprawl — agents proliferate faster than anyone can inventory (the "laptop
problem™); corrective is treating agent identity/lifecycle as a first-class platform capability
(registry, machine-identity standards, decommissioning).

5. Belt Inflation / Credential Theater — belts awarded for attendance rather than demonstrated
outcomes, so a nominal Green belt is made Accountable for judgment they can't actually
exercise; corrective is anchoring every belt to portfolio-plus-observed-exercise assessment.

6. FIFO Triage at Machine Scale — findings worked in arrival order while critical, reachable,
internet-facing exposures wait behind informational noise; corrective is exposure-based
sequencing (reachability, chainability, blast radius, EPSS/SSVC) instead of timestamp order.

7. Token-Burn Without an Outcome Metric — inference spend climbs, the fleet looks busy, and
no one can say what validated risk reduction it bought; corrective is attaching every deployment

to the north-star metric and refusing to run fleets whose contribution can't be stated.

4.7 Migration plan and the first 90 days

The same four-phase arc as Section 3.10, explicitly calendar-shared with the VulnOps migration. The
discipline that keeps a reorganization from outrunning its own competence lives in the phase gates:
governance must lead capability, not trail it — standing up agent fleets before an identity/inventory
substrate exists is the direct road to Ungoverned Sprawl; converting a second function before the belt

system and agent-manager role are defined reproduces Headcount-Shaped Thinking at scale.

For a CISO starting Monday, the recommendation is unambiguous: begin with a self-scanning
AppSec/VulnOps pilot, not the SOC, GRC, or detection engineering — discovery capability is the most
mature, best-evidenced function in the frontier-model era, and it naturally instruments the absorption rate
that becomes VulnOps' north star, so the two transformations share a first move. Pilot team: 3-6 volunteer
engineers selected for validation judgment over raw throughput, deliberately excluding the organization's
most overloaded bottleneck role. HR/legal/works-council groundwork (job-family definition, belt-to-
compensation mapping, consultation obligations in jurisdictions with collective bargaining) must start in this
phase even though no roles change until Restructure. The framing that de-risks these conversations

throughout: redeployment, not reduction.
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4.8 Metrics, budget, and ROSI

North star: validated risk reduction per security FTE, with effective-capacity utilization as
companion framing — deliberately a per-human ratio that cannot be inflated by agents closing their own
tickets. Five supporting metrics (agent-fleet validated-output rate, escalation-calibration accuracy, belt-
progression velocity, forward-deployment coverage ratio, and absorption contribution imported directly

from Section 3's VulnOps metric) round out the panel, each with a documented gaming risk.

Using the same Meridian worked example, a three-year TCO comparison models legacy vs. Al-first
organizational spend at roughly $54.6M vs. $48.0M — a real but modest ~$6.6M saving, with the more
important story being a tenfold effective-capacity increase for a lower total outlay and flat (not shrinking)
human headcount. The ROSI model estimates a conservative first-year figure near break-even (roughly
-0.10) turning strongly positive at steady state (+1.03 or better), driven by IBM's measured finding that
extensive security-Al-and-automation use shortens the breach lifecycle by ~80 days and saves ~$1.9M per

breach on average.

4.9 Gaining executive support

The single most powerful and most dangerous line in the whole narrative is the "10x" claim — powerful
because it's the honest scale of the change, dangerous because a board that hears "ten times as effective"
may infer "so cut nine-tenths of the people,” which if acted on guarantees the organization never reaches
ten times anything. The discipline is to always pair the claim with its constraint: capacity is unlocked by
redeploying people into agent-management and forward-deployed roles, and is capped by the human
judgment available to validate and steer it. Five standard executive objections are pre-armed with responses
(on the cut-headcount question, the catastrophic-mistake question, the why-now question, the show-me-
the-ROI question, and the sunk-cost-in-existing-tools question) — see Section 3.1I's board-message

treatment for the closely related VulnOps framing.
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5. Connection Points: Gold Eagle <~ CSA/CSAI Portfolio

Gold Eagle (upstream)

National clearinghouse
intake of Al-discovered
vulnerabilities, using
frontier models including
Mythos [1][3][6]

Verified, prioritized
vulnerability feed at a
volume/velocity no
legacy triage matches,
but with no
enforcement
mechanism to compel
remediation [1][2][5][7]

A next-generation, Al-
specific vulnerability-
coordination
clearinghouse,
structurally similar to a
CVE Numbering
Authority [1][8][9 —
VINTS detail

unconfirmed]
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CSA / CSAl counterpart
(downstream)

The "Mythos-ready" Security
Program (CSA CISO
Community + SANS +
[un]prompted + OWASP GenAl
Security Project, April 12 / May 1,
2026) [11]

The VulnOps Operating
Model (§3 above) — absorption
rate as the north-star metric for
exactly the "can it actually be
absorbed" question Gold Eagle's

critics are raising

CSAIl Foundation's Al Risk
Observatory, which operates its
own MITRE-authorized CVE
Numbering Authority (CNA)
scoped to agentic Al, plus real-
time telemetry with structured
risk identifiers, and states it is
"organizing research work
streams... toward... CVE/NVD
ecosystem gaps" with existing
CNAs [13][14]

The link

Gold Eagle validates, at federal
scale, the exact threat model CSA's
report anticipated three months
earlier, and gives CISOs the
doctrine for what a Gold Eagle feed
should trigger internally.

Every structural criticism leveled at
Gold Eagle in secondary reporting —
no enforcement, no confirmed
CVE/NVD integration, unclear
whether findings become patches —
is precisely the downstream gap
VulnOps is built to close inside a
receiving organization. Gold Eagle
cannot make an org absorb;
VulnOps is the concrete

architecture for how an org does.

The most direct structural parallel:
both are building CNA-adjacent
coordination infrastructure for Al-
discovered/Al-native vulnerabilities
in parallel, right now. CSAl's is
scoped specifically to agentic Al — a
taxonomy (OWASP ASI-style: agent
goal hijack, tool misuse, agentic
supply-chain compromise) a
general clearinghouse is unlikely to

cover natively.
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Gold Eagle (upstream)

No stated mechanism for
assessing whether the A/
models or agents
themselves used in the
discovery/remediation

loop are trustworthy [1]

[3]

Federal-level urgency
and legitimacy for the
Al-vulnerability-storm
threat model, backed by
an Executive Order [1][6]

CSA / CSAl counterpart
(downstream)

RiskRubric V2 (announced
June 8, 2026) — expands from
single-model grading to a
distributed, multi-scanner
evaluation ecosystem with
independent partners Deloitte
Italy, PointGuardAl, and
Tumeryk; extends assessment
coverage beyond Al models to
MCP servers, adds a
Confidence Scoring model for
evaluation transparency, and
explicitly targets
agentic/autonomous Al risk
[15]

CSAI Foundation as a whole —
501(c)3 launched at RSA 2026,
six integrated programs (Al Risk
Observatory, Agentic Best
Practices,
Education/Credentialing,
CxOTrust for Agentic Al, Global
Assurance & Trust via STAR for
Al, Future Forward Initiatives)
[13]014][16]

The link

This is now a tighter fit than the V1
framing allowed. Gold Eagle
explicitly plans to use frontier
models for both discovery and
(implicitly) validation/remediation-
adjacent work; RiskRubric V2's
move to a distributed multi-partner
model plus MCP-server and
agentic-risk coverage is the
independent trust layer for exactly
that expanded surface — not just
"which model" but "which model,
which agent, which MCP server sits
safely inside a machine-speed
vulnerability pipeline.” It also
operationalizes VulnOps' own
"model-tier matching" principle with
independent, third-party-verified
grading rather than self-

assessment.

Gold Eagle gives CSAl's mission
independent executive-branch
validation within four months of its
March 23 launch — a concrete
opening to position CSAI publicly as
the industry-side coordination and
standards partner a federal
clearinghouse with admitted

operational gaps (§1.3) needs.
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6. The Explicit Upstream—Downstream Chain

1. Discovery (root cause): Frontier models (Anthropic's Mythos/Project Glasswing) demonstrate
vulnerability-discovery capability at a scale no human-paced process anticipated — 271 Firefox
fixes from one evaluation is the public reference point [10].

2. Federal upstream coordination: Gold Eagle stands up a national intake-verify-prioritize

clearinghouse — live, executive-order-backed, but by its own critics' account lacking enforcement
power, named daily operators, and confirmed CVE/NVD integration [1][3][5][7].

3. Industry-side coordination infrastructure, built in parallel: CSAI Foundation's Al Risk
Observatory stands up its own CNA scoped to agentic Al, addressing taxonomy and disclosure

gaps a general clearinghouse won't cover in depth [13][14].

4. Organizational doctrine: CSA's Mythos-ready Security Program tells CISOs what this all means

and what to start doing now [11].

5. Operating model: The VulnOps Operating Model (§3) and Designing the Al-First Security
Organization (§4) give the concrete function, metric (absorption rate), team topology
(Complicated-Subsystem VulnOps Cell), and four-tier architecture an organization needs to
actually consume a Gold Eagle-style feed rather than let it become an unmanageable backlog —
which is exactly the failure mode Gold Eagle's own critics predict it cannot prevent on its own.

6. Model/agent trust layer underneath all of it: RiskRubric V2's distributed, multi-partner,

MCP-server-and-agent-scoped evaluation lets an organization (or Gold Eagle's own industry

participants) verify which models and agents are fit to sit inside that pipeline at each tier [15].

Gold Eagle solves step 2, and by its own coverage's admission, solves it partially. CSA/CSAIl's current body
of work is the complete downstream answer for steps 3 through 6 — and, notably, directly answers the
specific gaps (enforcement, validation discipline, enterprise-context prioritization) that independent

analysts are already flagging as Gold Eagle's weak points.
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7. Suggested Next Steps

e Outreach angle: CSAl's Al Risk Observatory/CNA remains the single most concrete point of
contact for a Gold Eagle liaison conversation. The July 15 coverage sharpens the pitch: Gold
Eagle's own critics are asking "can a clearinghouse that cannot compel a patch actually win the
race" — CSA/CSAl's answer, backed by the VulnOps report, is that the compelling has to happen
downstream, inside organizations, and that's the part CSA already has doctrine for.

¢ Publishing angle: A short public note explicitly mapping Gold Eagle's own stated gaps (§1.3) to
the VulnOps and Al-First Organization answers would be timely and differentiated — most
coverage so far is descriptive or skeptical; none connects it to an operating model for the
receiving organizations.

e Verify before quoting publicly:

e The VINCE/VINTS/CMU-SEI technical-backbone claim (§1.2) is unconfirmed by direct primary-
source fetch — get a CERT/CC, SEI, or Treasury/CISA statement before citing it.

e The claim that CISA is already using Mythos to scan government software (§1.2) traces to a single
aggregated search result — confirm via a CISA public statement.

e RiskRubric V2's official launch date is not yet fixed ("later in Q3 2026" per the June 8
announcement) — check for an updated public status before citing a date.

e This document's Gold Eagle coverage reflects reporting as of July 15, 2026, less than 24 hours
after the White House announcement. Given the pace of coverage, re-check before any external
publication for updated operational details, named participants, or agency clarifications that may

have emerged since.
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