
CSAI Foundation | Cloud Security Alliance

The Clearinghouse Rush:
Concentration Risk in AI Patching

What Chainguard's Athena and IBM/Red Hat's Lightwell Mean for

Who Controls Vulnerability Disclosure

2026-07-11



© 2026 Cloud Security Alliance. Some rights reserved.

You may download, store, display, view, print, redistribute, and link to this document in its original, unmodified form,

provided that attribution to the Cloud Security Alliance is maintained and all trademark and copyright notices remain

intact.

This document may not be modified or altered. You may quote portions of the document as permitted by the Fair

Use provisions of the United States Copyright Act, provided that attribution is given to the Cloud Security Alliance.

This document may be shared on professional and social media platforms in its original form with attribution.

This document was generated with AI assistance and has not undergone official CSA review and approval processes.

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 2



Key Takeaways

Frontier AI models such as Anthropic's Claude Mythos, deployed through programs like

Project Glasswing and OpenAI's Daybreak, are surfacing open-source vulnerabilities faster

than the traditional coordinated-disclosure process can absorb them, and a new category of

commercial "vulnerability clearinghouse" has emerged in mid-2026 to pool and triage those

findings before public release [1][2].

Chainguard's Athena coalition, launched June 15, 2026 with members including BNY, Cisco,

Cloudflare, and JPMorganChase, had processed more than 20,000 vulnerability findings and

shipped over 2,000 patches across 500 open-source projects within its first two days of

operation [1][3][4]. IBM and Red Hat followed on July 8 with the commercial launch of Project

Lightwell, backed by a $5 billion commitment and an initial 6,500-dependency remediated

catalog, though its embargoed clearinghouse tier launches limited to financial services

customers only [5].

Chainguard's own leadership frames the risk directly: a single pool holding every

organization's pre-disclosure exploit data would function as "a skeleton key for the whole

internet," and the article argues the durable equilibrium looks like a small number of large

clearinghouses rather than either fragmentation or true monopoly [1][2].

The traditional public alternative is buckling under its own weight. NIST acknowledged in April

2026 that the National Vulnerability Database cannot keep pace with CVE volume, moving all

backlogged pre-March-2026 CVEs into "Not Scheduled" status without committing to an

enrichment timeline, which is part of why commercial clearinghouses are filling the gap that

government infrastructure is vacating [6].

One regulator has already flagged an adjacent pattern. Australia's prudential regulator, APRA,

warned financial institutions in April 2026 that heavy reliance on a single AI or technology

provider across multiple critical functions creates systemic concentration risk — a concern

directly analogous to a handful of clearinghouses becoming the de facto gatekeepers of pre-

disclosure vulnerability data for the entire software ecosystem [7].

The real differentiator among clearinghouses is not how many findings they pool but how fast

they convert findings into shipped, upstream fixes; a slow clearinghouse sitting on a growing

backlog of unpatched exploits is a bigger risk than a fast one holding a large pool, because

embargoed findings that leak or lag are functionally equivalent to a public zero-day [1][2].
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Background

The volume problem driving this summer's clearinghouse announcements has a specific origin: frontier

AI models have gotten better at finding vulnerabilities in code nobody asked them to look at. Anthropic's

Project Glasswing gave roughly fifty critical-infrastructure organizations early access to Claude Mythos

for vulnerability discovery and disclosed more than 10,000 findings within months of the program's

expansion, while OpenAI answered six weeks later with Daybreak, a competing initiative built on the

GPT-5.5 model family and an agentic tool called Codex Security that, unlike Glasswing, accepts scan

requests from any organization [8][9][10]. Both programs share several of the same industry partners —

Cisco, CrowdStrike, and Palo Alto Networks appear in both consortia — which suggests the same handful

of large enterprises are becoming early adopters of both major frontier-model discovery programs, even

as the discovery layer itself remains split between two competing labs [10].

That remediation layer is where "clearinghouses" enter the picture. A finding generated by a frontier

model scanning a live application overwhelmingly implicates open-source dependencies the discovering

organization does not maintain and cannot unilaterally patch, which means every Glasswing- or

Daybreak-sourced finding needs a coordination mechanism connecting the finder, the maintainer, and

every downstream consumer before the flaw becomes public knowledge [1][2]. Traditional coordinated

vulnerability disclosure, built for a world of individual researchers reporting individual bugs, was not

designed for this throughput. Chainguard's Dan Lorenc put the shift bluntly: what changed is not that

clearinghouses became optional infrastructure, but that "the shape of the problem changed under

everyone at once" [2].

The response was a wave of near-simultaneous launches. Chainguard's Athena, which the company says

was operational for months before its public unveiling, formally launched June 15, 2026 as an industry

coalition with founding members BNY, Cisco, Cloudflare, Corridor, DepthFirst, Docker, JPMorganChase,

Kyndryl, LTM, and PwC [3]. Athena pools vetted findings from across the coalition, including submissions

sourced from Anthropic's Glasswing and OpenAI's Daybreak programs, and within days of its June 15

launch had already processed more than 20,000 vulnerabilities and shipped over 2,000 patches across

500 open-source projects [1][3][4]. IBM and Red Hat moved next, expanding their existing Lightwell

initiative — backed by a $5 billion commitment and more than 20,000 engineers announced in May —

into a commercial launch on July 8 comprising two offerings: Lightwell Network, a catalog of more than

6,500 remediated, signed, and certified open-source dependencies across ecosystems including Java

and Python, and Lightwell Clearinghouse Premier, a limited-availability embargo-coordination service

whose initial rollout is restricted to the financial services sector, with government, healthcare, and

telecommunications verticals planned for later phases [5]. Existing public infrastructure — NVD, the

GitHub Advisory Database, and OSV — continues to operate alongside these new commercial entrants,
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but all three are visibly strained: NIST's April 2026 policy change effectively stopped enriching most pre-

2026 CVEs, and GitHub's own advisory reviewers have publicly acknowledged review backlogs

stretching for weeks under record submission volume [6][11].

Security Analysis

Two Kinds of Concentration, One Underlying Pattern

It is useful to separate two distinct forms of concentration risk here: operational concentration —

dependency on a single platform for a critical function — and strategic concentration, where a small

number of vendors hold disproportionate control over an entire category of activity. The clearinghouse

landscape exhibits both forms simultaneously. Operationally, an organization that routes its pre-

disclosure vulnerability handling through a single coalition becomes dependent on that coalition's

uptime, triage judgment, and embargo discipline in exactly the way a bank became dependent on a

single cloud AI provider for customer-facing functions. Strategically, the pool of organizations capable of

running a clearinghouse at meaningful scale is narrow by construction: it takes the engineering capacity

to rebuild, test, and sign fixes for thousands of dependencies, the trust relationships to get major

vendors to submit findings rather than disclose independently, and enough embargo credibility that

maintainers and downstream consumers will actually wait for a coordinated release. Chainguard and the

IBM/Red Hat partnership currently satisfy that bar; most organizations, including most large enterprises,

do not today and are unlikely to on any near-term horizon.

This is precisely the concentration pattern one regulator is starting to name in an adjacent context.

APRA's April 2026 letter to Australian banks, insurers, and superannuation trustees did not address

vulnerability clearinghouses specifically, but its core finding — that some entities are heavily dependent

on a single AI provider across multiple use cases, alongside gaps in contingency planning around that

dependency — describes the clearinghouse dynamic with unusual precision [7]. Extending that logic, a

financial institution that routes all pre-disclosure vulnerability intelligence through one coalition, with no

tested fallback if that coalition suffers an outage, a breach, or a change in ownership, would reproduce

the same concentration failure mode APRA flagged, just one layer removed from the AI model

dependency the letter was written about — though the tested-substitution-arrangements framing here

is this note's extrapolation of what APRA's contingency-planning gap implies, not a claim APRA made

directly.
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The Monoculture Fear, and Why the Market Looks Headed Elsewhere

The most-quoted line from this trend's coverage is Chainguard CEO Dan Lorenc's comparison of a

single, universal pre-disclosure vulnerability pool to "a skeleton key for the whole internet" — a framing

that appears in both [1] and [2], which are in fact the same underlying piece syndicated across two

outlets rather than two independent sources. That fear is well-founded on its own terms: a database

holding every unpatched, actively exploitable flaw across the open-source ecosystem, accessible to one

operator, would be an attractive target for compromise and a convenient tool for coercion by whichever

government has jurisdiction over the operator. Lorenc — whose company operates one of the two

coalitions in question and has a direct commercial stake in the market not consolidating around a single

competitor — argues the fear is misdirected, because it is not, on the evidence to date, the shape the

market is actually taking. Two large, competing coalitions — Athena and the Lightwell

Network/Clearinghouse Premier pairing — have emerged within a month of each other, backed by

different corporate sponsors with different customer bases and, in Lightwell's case, an initial vertical

restriction to financial services rather than a horizontal, all-industry pool. That looks less like the single

skeleton key scenario and more like the "root DNS or certificate authority" analogy Lorenc uses to

describe a stable equilibrium of a handful of trusted, interoperating infrastructure providers rather than

one dominant chokepoint [2]. The comparison is a reasonable read of the current data, but it is worth

weighing knowing that its source has a stake in the outcome.

The more defensible concern is not that one clearinghouse will monopolize the market, but that the small

number of clearinghouses which do emerge will become individually systemic — failure points whose

outages or compromises have consequences disproportionate to any single vendor relationship an

organization has historically had to manage. Root DNS operators and major certificate authorities are

themselves concentration risks that the internet has learned to tolerate only because of redundancy,

transparency requirements, and hard-won operational discipline built up over decades; vulnerability

clearinghouses are being asked to reach a comparable trust posture in months, not decades, while

already handling data whose sensitivity — live, unpatched exploits — exceeds almost anything DNS or

certificate infrastructure handles directly.

Actuation, Not Pool Size, Is the Real Risk Signal

One of the more useful analytical points in Lorenc's account — again, [1] and [2] are the same piece, not

independent corroboration — is also the one most easily missed by organizations evaluating whether to

join a clearinghouse: a finding sitting in a database has never patched anything, and pool size alone is a

vanity metric that measures the wrong thing [2]. Lorenc proposes two questions that matter far more,

and this note adopts them as a useful evaluative frame while noting they also describe the metrics

Chainguard's own product is designed to score well on: the median time from finding to shipped,
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upstream fix, and the fraction of that pipeline that runs without a human in the loop; and how many of

those fixes land in the actual upstream source repository, as opposed to remaining a proprietary patch

available only to paying customers of the clearinghouse [2]. A clearinghouse that scores poorly on both

dimensions is not merely a weak vendor — it is a growing, static inventory of embargoed exploit data with

no compensating throughput, which inverts the safety case for participating in it in the first place. As

Lorenc puts it, "a growing pool isn't success. It's the alarm that actuation is losing the race" [1].

This reframes the concentration-risk question usefully. The danger is not really "how big is this

clearinghouse" but "how slow is this clearinghouse relative to the volume it has agreed to absorb."

Chainguard's own automated remediation factory claims to have shipped fixes for well over 100,000

CVEs with a one-day service-level agreement on actively exploited vulnerabilities specifically — a

throughput claim organizations should demand as a condition of participation, not accept on faith [2].

Lightwell's initial 6,500-dependency catalog is a more modest starting point, and its Clearinghouse

Premier tier's restriction to financial services during its limited-availability phase means the bulk of the

open-source ecosystem it aims to serve is not yet covered by its embargo-coordination capability at all

[5]. Both facts matter more to an organization's actual risk exposure than either vendor's headline

finding count.

Log4j as the Cautionary Baseline

The source reporting invokes Log4Shell as the baseline failure mode clearinghouses are meant to

prevent: a patch existed early in that incident, but the absence of any coordination layer meant, in

Lorenc's characterization, that thousands of security teams were independently repeating the same

emergency response by hand — writing the same WAF rules, flipping the same flags, hunting the same

shaded copies of the vulnerable class [2]. That framing is useful, but it also illustrates why the current

transition — from individual coordinated disclosure to coalition-run orchestrated disclosure — is itself a

source of near-term risk. Mandiant, Google, and CrowdStrike data cited in the reporting indicates that

42% of exploited vulnerabilities are already hit before public disclosure, and mean time-to-exploitation

has moved to roughly negative seven days relative to patch availability, meaning attackers are frequently

ahead of the fix, not behind it [1]. An orchestrated-disclosure model that ships WAF rules, network

signatures, backports, detection content, and upstream patches simultaneously at embargo lift is a

meaningful improvement over log4j's uncoordinated scramble, but only if the clearinghouse running that

orchestration is fast and disciplined enough that its embargo period does not itself become the leak

vector attackers wait for.
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Recommendations

Immediate Actions

Security and vulnerability-management leaders should inventory which vulnerability clearinghouses, if

any, their organization already participates in — directly, through a vendor relationship, or indirectly

because a supplier participates on their behalf — and confirm what data flows into that relationship and

under what embargo terms. Organizations evaluating clearinghouse participation should request the two

throughput metrics Lorenc proposes (median time from finding to shipped fix, and the fraction requiring

no human intervention) as a condition of engagement rather than relying on pool-size figures in vendor

marketing.

Short-Term Mitigations

Third-party risk and vendor-management teams should treat clearinghouse dependency as a distinct

line item in AI and supply-chain vendor risk assessments, separate from general cloud or model-provider

concentration, and should specifically test what happens operationally if a clearinghouse relationship is

disrupted — through outage, acquisition, contract dispute, or embargo breach — rather than assuming

continuity. Organizations in regulated sectors such as financial services, where Lightwell Clearinghouse

Premier is initially concentrating its embargo-coordination capability, should engage directly with their

prudential regulator's emerging expectations on AI and third-party concentration risk, given APRA's

finding that some regulated entities show gaps in contingency planning around concentrated AI and

technology dependencies [7].

Strategic Considerations

Security leaders should recognize that the clearinghouse layer is, by its own proponents' framing, meant

to be temporary scaffolding rather than permanent infrastructure — the stated end state is secure-by-

design software mature enough that entire vulnerability classes become structurally impossible, at which

point clearinghouses become unnecessary [2]. Organizations should therefore avoid architectural or

contractual decisions that assume a specific clearinghouse's permanence, favor participation models

that preserve the ability to switch or multi-source, and push, wherever they have supplier leverage, for

upstream-fix rates over proprietary-patch rates as the metric that actually reduces long-term

dependency on any single clearinghouse's continued good performance.
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CSA Resource Alignment

This clearinghouse landscape connects directly to CSA's recent published analysis of AI-accelerated

vulnerability discovery and open-source supply chain risk.

CSA's The "AI Vulnerability Storm": Building a Mythos-Ready Security Program is the most directly on-

point prior work, since it was written specifically about the surge in AI-driven vulnerability discovery that

created the demand for clearinghouses in the first place, and it already discusses Project Glasswing as a

coordinated-disclosure model and flags the inadequacy of existing CVE and NVD infrastructure at AI-

generated volume — the exact strain this note documents through NIST's April 2026 enrichment policy

change [12]. That paper's recommendation to stand up a dedicated VulnOps function, and its risk-

register entries mapping AI-accelerated vulnerability discovery to CSA's AI Controls Matrix, extend

naturally to the clearinghouse-participation decisions this note recommends organizations formalize.

CSA's guidance on Software Transparency: Securing the Digital Supply Chain bears directly on the

remediation side of this landscape [13]. Both Athena and Lightwell are, at their core, mechanisms for

converting opaque open-source dependency risk into signed, tracked, remediated artifacts — precisely

the software bill of materials and provenance problem that CSA's supply chain transparency guidance

addresses. Organizations evaluating clearinghouse participation should apply that guidance's existing

SBOM and provenance-tracking expectations to whichever clearinghouse-remediated dependencies

they consume, rather than treating a clearinghouse's signature as a substitute for their own supply chain

visibility.

The CSA AI Controls Matrix (AICM v1.1) provides the control-level mapping for both of the above. Its

Threat and Vulnerability Management domain covers the clearinghouse-participation and embargo-

handling processes described here directly, while its Supply Chain Security domain applies to the open-

source dependency remediation that both Athena and Lightwell are built to deliver, whether that

remediation lands as an upstream fix or a proprietary patch [14].
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