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Key Takeaways

An intrusion investigated by the security firm Huntress and disclosed on July 8, 2026, is, in CSA's

assessment, one of the more clearly documented cases to date of a threat actor using a large language

model to write operational malware rather than merely accelerate its own workflow [1][2]. The attacker,

who obtained remote desktop access to a domain-joined Windows server using pre-compromised

credentials in early June 2026, deployed a PowerShell script explicitly titled "100% Working AD

Information Gathering Script - FULLY FIXED" to enumerate the victim's Active Directory environment

before exfiltrating the results [1]. Huntress researchers Jevon Ang and Dray Agha determined the script

was "vibe-coded" -- built through iterative natural-language prompting rather than manual authoring --

based on artifacts the attacker left behind, including an unedited placeholder server name copied

directly from example output and a five-step cascading fallback mechanism for locating the domain

controller that would be unusual for an experienced operator to hand-write [1][2]. The incident matters

less for its novelty of technique, since Active Directory enumeration is one of the most established steps

in the post-compromise playbook, and more for what it confirms about how AI-assisted development is

already lowering the skill floor for functional intrusion tooling. Huntress's own framing, echoed by a

separately reported Sygnia investigation into an AI-assisted AWS compromise that moved from initial

access to broad domain compromise within 72 hours, is that AI does not invent new attack methods so

much as compress the time and expertise required to operationalize existing ones [1]. For defenders, the

practical implication is that signature- and hash-based detection loses relevance as each generated

variant becomes syntactically unique, while the underlying behavioral sequence -- credential reuse,

domain controller discovery, bulk directory enumeration, and staged exfiltration -- remains stable and

detectable.

Background

The intrusion began when an unidentified attacker used previously compromised remote access

credentials, reported as obtained via VPN, to log into a domain-joined Windows server over RDP [1][2].

This initial access vector is unremarkable and consistent with a common initial access pattern in

ransomware and data-theft intrusions that Huntress and other managed detection providers track; the

organization's identity and sector were not disclosed in the public reporting. What distinguishes the case

is the tooling the attacker deployed once inside. Rather than relying on a known enumeration framework
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such as BloodHound or a hand-rolled script drawing on the attacker's own PowerShell fluency, the

intruder staged and executed a script that Huntress's telemetry captured through Windows Event ID

4104, the PowerShell script block logging channel that records the full content of executed script blocks

regardless of obfuscation [2].

Huntress reconstructed the script, internally named Untitled1.ps1 by the attacker, and found it

functionally sound but structurally unusual. It implemented a five-step cascading fallback for locating

the domain's controller: querying DNS, invoking nltest, calling the Active Directory PowerShell module,

checking environment variables, and finally falling back to a hardcoded value [1][2]. Once it identified a

domain controller, the script systematically enumerated users, computers, groups, organizational units,

domain trusts, users with populated email attributes, and DNS subnets, exporting each category to a

separate CSV file inside a timestamped directory such as C:\AD_Reports_ [2]. The script then compiled

an HTML summary report and compressed the entire output directory into a zip archive, apparently in

preparation for exfiltration. Approximately thirty minutes after the enumeration script ran, the attacker

deployed s5cmd, a legitimate open-source utility built for bulk operations against Amazon S3-

compatible storage, repurposed here to move the archived data off the host, followed by SharpShares, a

C#-based utility purpose-built to enumerate accessible network shares across a domain [1][2]. This

sequencing -- enumerate the directory, then hunt for reachable file shares, then move data out in bulk --

is a conventional smash-and-grab pattern; the AI-generated component sat entirely within the first

stage.

The evidence that an LLM, rather than the attacker directly, authored the enumeration script is

circumstantial but cumulative. The script's own title referencing being "FULLY FIXED" implies a

debugging conversation in which the attacker pasted error messages back to a chat interface until the

code executed without failure, a workflow familiar to anyone who has used a coding assistant [1].

Huntress also flagged an unedited placeholder domain controller name left in one of the fallback

branches, apparently supplied by the model as illustrative example text and never replaced with a real

value, a mistake consistent with copy-pasting output the attacker did not fully read [1][2]. The five-

method cascading fallback for a single, narrow task -- locating a domain controller -- is the kind of

exhaustive, belt-and-suspenders implementation a language model produces when asked to make code

"robust," but which a human operator optimizing for stealth and speed would typically trim to one or two

reliable methods. Finally, the script's console output was heavily styled with color-coded status

messages in cyan, green, red, and yellow, and it generated a polished HTML report Huntress researchers

characterized as a "helpful inject from the LLM" the attacker likely never requested but kept anyway [1]

[2]. None of these signals is individually conclusive, but together they describe a script whose author

cared more about legibility and completeness than a seasoned operator typically would, and whose

evident false starts and stylistic excess point toward LLM output that was accepted with minimal review

rather than authored from scratch.
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Security Analysis

In CSA's assessment, the most consequential aspect of this incident is not the malware itself but what it

demonstrates about the changing relationship between attacker skill and attacker capability. Locating a

domain controller, enumerating Active Directory objects, and exporting the results to CSV are all tasks

with well-established PowerShell solutions that have circulated in offensive security literature and open-

source tooling for many years. What a general-purpose LLM appears to have supplied here was not a

novel technique but the glue code an attacker with limited PowerShell fluency would otherwise have

needed hours or days to assemble and debug independently. Huntress's assessment, and the broader

pattern reflected in the separately reported Sygnia AWS case, is that AI assistance functions as a force

multiplier on the speed and consistency of execution rather than as a source of new attack primitives [1].

That distinction matters for how organizations calibrate their response: this is not evidence that AI is

generating attacks defenders have never seen, but evidence that a wider population of less-skilled

actors can now assemble and deploy competent post-compromise tooling on demand. Huntress's

telemetry shows the enumeration script executed within minutes of the RDP session being established,

with exfiltration tooling following roughly thirty minutes later [2] -- a timeline in which dwell time

between initial access and data staging compressed to under an hour.

This incident is also an unusually well-documented data point in a trend CSA has tracked closely across

the AI Safety Initiative's vibe coding research. Where CSA's prior analysis of vibe coding has focused

overwhelmingly on the risk that organizations' own developers introduce exploitable vulnerabilities into

production software through AI-assisted, insufficiently reviewed coding practices, this incident shows

the same dynamic operating on the attacker's side of the equation. The tell-tale signs Huntress

catalogued -- unedited placeholders, over-engineered fallback logic, decorative console output, and a

title that reads like the tail end of a debugging session -- mirror a pattern this note observes in the

Huntress case itself: an LLM's tendency to default to exhaustive, belt-and-suspenders logic and

cosmetic polish rather than the minimal implementation an expert would choose. That over-engineering

tendency is not the focus of CSA's prior research into AI-generated code, which instead documents

security-control gaps and developer over-trust in AI-authored output [3]; the over-engineering

observation here is this note's own inference from the Huntress incident, not a finding carried over from

that source. The difference is simply which side of the keyboard is doing the vibe coding. An attacker

with modest scripting ability but a clear goal can now iterate against an LLM the same way a citizen

developer does, accepting output that "works" without fully understanding or auditing it, and the

resulting code carries the same signature quirks regardless of the author's intent.

From a detection engineering standpoint, the case reinforces a point CSA has made in its governance-

focused vibe coding research: static, signature-based controls are the wrong layer to defend against AI-

generated tooling, because every LLM-assisted script is likely to be syntactically distinct even when it
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performs an identical function [1][3]. Huntress's own recovery of this specific script depended on

PowerShell's Event ID 4104 script block logging, which captures executed script content in full regardless

of how the script arrived on the host or how it was obfuscated, and their explicit recommendation is that

defenders "abandon rigid, signature-based thinking and embrace behavioral analytics" [2]. The

enumeration behavior itself -- systematic queries against a domain controller for user, computer, group,

OU, and trust objects in rapid succession, followed shortly by large-scale share enumeration and

outbound data transfer -- is a stable behavioral fingerprint that exists independent of the code's

authorship. In this note's reading, that fingerprint is consistent with the direction of CSA's AI Controls

Matrix (AICM): its application and infrastructure security testing domains emphasize evaluating behavior

and outcome, an orientation that would support distinguishing malicious from benign activity without

relying on code provenance or static signatures [4].

Recommendations

Immediate Actions

Organizations should verify that PowerShell script block logging (Event ID 4104) and module logging are

enabled across all domain-joined Windows hosts, since this was the specific telemetry source that

allowed Huntress to recover and analyze the script in this incident; without it, a comparably "noisy" but

AI-generated script could execute and complete before any record of its content exists. Security teams

should also review recent RDP and VPN authentication logs for anomalous sessions tied to credentials

that may have been compromised through unrelated means, given that credential reuse rather than any

novel exploit was the entry point in this case, and should confirm that multi-factor authentication is

enforced on all remote access paths rather than assumed to be universally deployed.

Short-Term Mitigations

Detection teams should build or tune behavioral analytics rules around the enumeration sequence

documented here rather than searching for specific script hashes or known malware families: rapid,

sequential queries against a domain controller for users, computers, groups, organizational units, and

trusts within a short window, particularly when followed by execution of legitimate-but-repurposed

utilities such as S3 command-line tools or share-enumeration binaries on a host with no prior history of

using them. Because the attacker in this case leveraged a legitimate cloud storage utility (s5cmd) for

exfiltration, organizations should also extend application allow-listing and execution monitoring to flag

first-time use of any bulk-transfer or cloud-sync tool on domain controllers and file servers, regardless of

whether that tool is itself malicious by design.
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Strategic Considerations

Security leaders should treat this incident as confirmation that the skill barrier separating opportunistic

intruders from capable post-compromise operators is eroding, and should recalibrate threat models

accordingly, particularly for organizations that historically assumed sophisticated Active Directory

enumeration required correspondingly sophisticated attackers. Given that AI-assisted code -- offensive

or defensive -- has, in this incident and in CSA's broader observation of AI-generated code, shown a

tendency toward over-engineering and stylistic tells that can aid detection today, organizations should

also recognize that this advantage is likely temporary as attackers refine their prompting practices and

strip cosmetic artifacts from generated tooling. Governance conversations already underway around

vibe coding in software development should explicitly extend to the security operations and threat

intelligence functions, since the same acceleration effect that helps a citizen developer ship an

application without full code review helps an attacker ship a working intrusion tool without full technical

mastery of the underlying environment.

CSA Resource Alignment

This incident sits squarely within the vibe coding risk trajectory CSA's AI Safety Initiative has been

documenting since early 2026, and two prior CSA research notes provide the most direct analytical

grounding for this event. "Vibe Coding Security Debt: AI-Generated Vulnerabilities at Scale" [3]

established that a substantial share of AI-generated code fails baseline security assessments and that

developers routinely over-trust AI-authored output despite acknowledging its flaws; the Huntress

incident is effectively the offensive mirror of that same dynamic, with an attacker exhibiting the same

uncritical acceptance of LLM output that CSA's research found among developers. "The Vibe Coding

Governance Gap" [5] separately identified that existing security frameworks provide little accessible

guidance for non-specialist actors who build functional software through natural-language prompting

without reviewing what the model produces; this incident demonstrates that the same governance blind

spot extends beyond citizen developers inside an organization to unsophisticated threat actors operating

against it, and that the accessible-guidance gap the paper identified has a mirror-image consequence

for defenders who must now anticipate capable tooling from less-skilled adversaries. Finally, the CSA AI

Controls Matrix (AICM) v1.1 [4] remains the relevant control framework for operationalizing a response: in

this note's interpretation, its application and infrastructure security testing domains support behavior-

based validation of code and system activity rather than reliance on static signatures or code

provenance, a posture that aligns with what Huntress's own findings recommend defenders adopt

against AI-generated malware whose syntax will never repeat twice.
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