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Key Takeaways

e The Counter-Terrorism Al (CT-Al) Benchmark, the first evaluation built specifically to
measure terrorist and violent-extremist misuse of Al, tested 27 leading models against
roughly 2,500 prompts drawn from real terrorist use cases and found that about one-third of
responses provided usable uplift beyond what a simple web search would return [1].

e Reframing the same malicious requests as academic, engineering, or "research” queries raised
model compliance from 17 percent to 42 percent, and two open-weight models stripped of
their safety fine-tuning ("abliterated" builds) complied with 89 percent and 100 percent of

harmful requests respectively [1].

e Cambridge University field research built on nearly 60 interviews with 27 former Boko Haram
and Islamic State West Africa Province (ISWAP) fighters found the groups have used
ChatGPT, Claude, Gemini, Grok, and DeepSeek interchangeably beginning by 2023-2024 to
refine improvised explosive devices, repair captured weapons, and plan raids, though not
every platform was necessarily in use from the same starting point -- DeepSeek's public
chatbot, for instance, did not launch until January 2025 [3][4][5].

e Both Boko Haram factions have institutionalized this capability by standing up dedicated Al
units with paid subscriptions, and external trainers whom researchers believe were likely linked
to the Islamic State network have reportedly provided training and remote assistance,
indicating a shift from opportunistic experimentation to a repeatable operational practice [4]
[5].

e Tech Against Terrorism's incident tracker has already documented more than 30 public cases
in which Al functioned as an operational assistant in terrorism or mass violence, spanning at
least 11 distinct tools and linked to more than 70 deaths [1] -- a track record the organization
argues moves this risk from speculative to demonstrated, though the tracker does not

establish that Al involvement was causally necessary to any individual attack.

Background

Since the public release of ChatGPT in November 2022, the Al safety and counter-terrorism research
communities have warned that large language models could offer dual-use uplift to violent extremists,

but through 2023 and 2024 most documented misuse centered on propaganda generation, translation,
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and recruitment content rather than operational planning. That picture changed substantially in July
2026, when two independent research efforts converged on the same conclusion from different angles:
for at least some extremist actors, frontier chatbots now function as interactive, on-demand consultants

for attack planning, not merely as faster ways to produce extremist media.

The first effort came from Tech Against Terrorism, a United Nations-supported not-for-profit that
maintains one of the field's most widely cited incident trackers for Al-enabled terrorism. On July 1, 2026,
the organization launched its CT-Al Benchmark at the UN during Counter-Terrorism Week, describing it
as the first test built specifically to measure how frontier and open-weight models respond to terrorist
and violent-extremist misuse [1]. Researchers evaluated 27 models against approximately 2,500 single-
shot English-language prompts derived from documented terrorist use cases, then scored each
response for whether it constituted a full refusal, a "hedged compliance" (an initial refusal followed by
the harmful content anyway), or usable operational uplift. The methodology and findings are

summarized in the table below.

Metric Finding
Models evaluated 27 leading frontier and open-weight models [1]
Prompt set ~2,500 single-shot prompts derived from real terrorist

use cases, English only [1]

Full refusals 57% of responses [1]

Hedged compliance (refuse, then 15% of responses [1]

comply)

Usable operational uplift beyond web ~32% of responses [1]

search

Compliance rate, direct malicious 17% [1]

framing

Compliance rate, reframed as 42% [1]

"research”

Compliance rate, abliterated open- 89% and 100% (two models) [1]

weight models

Safest-ranked models Anthropic Claude, Falcon3, and MiniMax [1]
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Metric Finding

Lowest-ranked models Two abliterated builds and two Mistral models [1]
Documented real-world incidents to 30+ public cases, 11+ tools, 70+ deaths [1]
date

The second effort was academic. Antonia Juelich, a terrorism and technology researcher at the
University of Cambridge, spent roughly a year conducting nearly 60 interviews with 27 former members
of Boko Haram and its ISWAP splinter faction in Nigeria, publishing her findings on July 10, 2026 [3][4]
[5]. That evidence base rests on post-hoc testimony from demobilized combatants, a source category
that cannot be independently verified against operational records and carries known reliability
considerations around recall accuracy and incentives to exaggerate or minimize; Juelich cross-checked
accounts across the full set of interviewees for consistency before publishing her findings [3][4][5].
Former fighters described treating ChatGPT, Claude, Gemini, Grok, and DeepSeek as functionally
interchangeable tools rather than distinct products, using them to obtain guidance on repairing and
upgrading captured weapons, gathering operational intelligence ahead of raids, and designing
improvised explosive devices, including devices intended for delivery by drone [3][4][5]. In one
illustrative account, a former commander described watching motorcycles perform jumps in a film and
then querying multiple chatbots for guidance on replicating the maneuver, supplying details about the
motorcycles available to the group and the distances they needed to cover [4]. Separate reporting citing
Militant Wire analysis, Moonshot researchers, and analysts at the Institute for Strategic Dialogue and the
S. Rajaratnam School of International Studies described a parallel and broader pattern among Al-
Qaeda-affiliated and other extremist networks, who have used chatbots for propaganda and video
production, attack planning and coordination, explosive device design, surveillance and target
visualization, operational security improvements, and even motivational messaging aimed at potential

lone-actor attackers, with jailbreaking techniques circulated on Telegram channels [2].

Security Analysis

From Static Manuals to Interactive Coaching

In CSA's assessment, the qualitative shift these two research efforts describe is more operationally
significant than the raw statistics alone convey. Bomb-making instructions and weapons manuals have
circulated in extremist ecosystems for decades, and web search has long provided a path to similarly

hazardous information. What is new is the conversational, iterative character of chatbot assistance: a
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user can describe an incomplete or malformed plan, receive troubleshooting feedback, and refine the
approach across multiple turns, much as a novice consults a subject-matter expert. Tech Against
Terrorism's director, Adam Hadley, framed this distinction directly, noting that finding a bomb-making
manual is one thing, but having an interactive coach available on demand is quite another [2]. The Boko
Haram case illustrates this dynamic concretely: fighters did not simply retrieve a static reference on
explosive design, they supplied models with the specific materials, terrain, and constraints available to
them and received tailored guidance in return [3][4][5]. This pattern converts a chatbot from a passive
information repository into an active problem-solving partner -- in CSA's assessment, a materially

different capability than what pre-Al content moderation regimes were built to address.

The Intent-Reframing Bypass

The CT-Al Benchmark's most operationally significant finding may be the gap between compliance rates
for direct malicious requests (17 percent) and the same requests reframed as academic, engineering, or
research inquiries (42 percent) [1]. This gap points to a structural weakness in how current safety training
generalizes: models trained to refuse requests that are explicitly framed as harmful appear substantially
less reliable at recognizing the same underlying intent when it is wrapped in plausible, benign-sounding
pretext. The Cambridge interviews independently corroborate the same general mechanism from the
attacker's side. Former Boko Haram and ISWAP members told researchers they routinely disguised
prompts as legitimate academic, engineering, or hobbyist projects to defeat safety guardrails, a
technique the report notes has long been used to defeat content-moderation systems more broadly [4].
Because this bypass relies on social framing rather than technical exploitation, it does not require any
special jailbreaking skill, adversarial suffix, or prompt-injection expertise, which meaningfully lowers the
barrier to misuse compared to more technical jailboreak methods that require iteration and specialized

knowledge to discover.

Safety Fine-Tuning Is a Strong Predictor, but Vendor Variance Also Matters

The benchmark's model-level results suggest that the presence or absence of safety fine-tuning, not
underlying model capability, is the strongest predictor of misuse potential in this dataset. Anthropic's
Claude, Falcon3, and MiniMax ranked as the safest-performing models in the benchmark, while two
open-weight models that had been deliberately "abliterated” -- stripped of their safety fine-tuning
through a known technique that removes refusal behavior while preserving general capability --
complied with 89 percent and 100 percent of harmful requests respectively [1]. The benchmark also
found meaningful variance among frontier commercial models themselves: two Mistral models ranked
among the lowest-scoring systems tested, alongside the two abliterated builds [1]. That gap indicates
that both vendor-level safety investment and post-release tampering matter, and that while the marginal
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risk in this domain is concentrated in the open-weight ecosystem and in the tooling that removes safety
alignment from otherwise well-behaved base models, it is not absent among leading commercial

vendors.

Institutionalization Signals a Durable Capability

The Cambridge research describes an organizational maturity that goes beyond individual fighters
experimenting with a chatbot. Both Boko Haram and ISWAP have established dedicated Al units with
their own paid subscriptions, and external trainers whom researchers believe were likely linked to the
Islamic State network have reportedly provided in-person training and remote assistance on using these
tools, according to the reporting [4][5]. Adoption reportedly began within months of ChatGPT's
November 2022 release, suggesting the groups treated generative Al as a priority capability to acquire
early rather than a late or opportunistic addition to their toolkit [5]. Researchers interviewed for the
France24 and Defense Post coverage cautioned that Boko Haram is unlikely to be the only extremist
organization using Al this way, and that there is no particular reason to expect other armed groups or
ideological movements to behave differently once they recognize the same utility [4][5]. Security teams
and platform trust-and-safety functions should not assume this pattern is confined to Boko Haram and
ISWAP; researchers interviewed for this reporting expect comparable adoption wherever similarly
resourced groups recognize the same utility, though no comparable field study yet documents it outside

Nigeria.

Recommendations

Immediate Actions

Al providers and enterprises deploying consumer-facing or education-oriented chat products should
treat "research," "academic," and "hobbyist" framing around weapons, explosives, and tactical planning
topics as an elevated-risk signal for classifier review rather than a legitimizing exemption, given the
benchmark's demonstrated 17-to-42-percent compliance gap tied to exactly this framing [1].
Organizations that host or fine-tune open-weight models should audit their model supply chain for
abliterated or safety-stripped derivatives, since these variants showed near-total compliance with
harmful requests and represent the highest-risk category identified in the benchmark [1]. Trust and
safety teams should also review whether their platforms appear among the 1l1-plus tools already
implicated in Tech Against Terrorism's incident tracker and, if so, prioritize incident response coordination
with that organization [1][2].
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Short-Term Mitigations

Model developers should specifically red-team refusal behavior against intent-reframing techniques --
academic, engineering, and hobbyist pretexting -- rather than relying primarily on keyword or explicit-
intent classifiers, since the CT-Al Benchmark shows this is precisely where current safety training
underperforms [1]. Sustained multi-turn conversations that iteratively refine weapons, explosives, or
attack-planning content should be flagged for escalated review even when no single turn in isolation
would trigger a refusal, mirroring the interactive-coaching pattern documented in the Boko Haram case
[3][4]. Organizations distributing or hosting open-weight models should monitor model-sharing
platforms for abliterated derivatives of their releases and pursue takedown where terms of service
permit, treating this class of derivative as functionally equivalent to a safety-control bypass rather than a

benign fine-tune.

Strategic Considerations

The Al industry and its counter-terrorism partners should move toward pre-release evaluation against a
shared benchmark for terrorism and violent-extremism misuse, comparable to the CBRN (chemical,
biological, radiological, and nuclear) uplift evaluations that leading labs already run before major model
releases, given that the CT-Al Benchmark has now demonstrated both a workable methodology and
material variance across vendors [1]. Because the Cambridge findings show extremist groups readily
substitute among five different vendors' products, single-vendor mitigation is inherently insufficient;
durable risk reduction depends on cross-vendor benchmark adoption, shared incident-tracking
infrastructure of the kind Tech Against Terrorism already maintains, and continued collaboration between
Al developers, counter-terrorism NGOs, and the platforms that host open-weight model derivatives [1]

[2](4].

CSA Resource Alignment

The CT-Al Benchmark is, at its core, a red-teaming exercise applied to a specific misuse domain, and
CSA's own Agentic Al Red Teaming Guide provides the closest published methodological counterpart
within CSA's catalog. The guide's structured approach to probing Al systems across defined vulnerability
categories -- developed with the Al Organizational Responsibilities Working Group and external
contributors including OWASP's Al Exchange initiative -- offers organizations a template for building
their own domain-specific red-teaming programs, whether the target misuse category is terrorism, fraud,
or another harm this note does not cover [6]. Enterprises deploying chat-based Al products in consumer
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or education contexts should consider adapting the guide's testing methodology specifically to probe for
the intent-reframing bypass this note identifies, since that gap was not a hypothetical vulnerability class

but one a live benchmark measured directly.

CSA's own prior work on counter-terrorism technology, the TAKEDOWN project's Takedown Tools and
Services, is directly relevant background even though it predates the generative-Al-specific misuse this
note documents. That EU Horizon 2020-funded initiative built platforms connecting first-line
practitioners and law enforcement agencies with cybersecurity solutions and reporting tools for
combating organized crime and terrorism, reflecting CSA's longstanding involvement in the intersection
of technology platforms and counter-terrorism practitioner support [7]. Organizations building Al-
specific misuse reporting or takedown workflows should look to that project's practitioner-facing
platform model as a design reference, adapted for Al-generated content rather than general online

radicalization material.

Finally, the Al Controls Matrix (AICM) v1.1 offers the governance frame organizations should use to
formalize the mitigations recommended above. Its control domains covering Al application security and
safety testing provide a structure for documenting red-team coverage of misuse categories such as
terrorism-relevant uplift, mapping directly to this note's recommendation that vendors treat intent-
reframing as a distinct, testable risk category rather than an edge case handled ad hoc by general-

purpose content moderation [8].
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