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Key Takeaways

Wiz Research disclosed a systematic vulnerability pattern it named GhostApproval on July 8, 2026,

showing that six widely used AI coding assistants can be tricked by a malicious repository into writing

attacker-controlled content to files far outside the developer's project workspace [1]. The technique

abuses ordinary Unix symbolic links: a file inside a cloned repository that looks like an innocuous

configuration file is actually a symlink pointing at a sensitive location, such as an SSH authorized-keys file

or a shell startup script, and the assistant follows that link when asked to "set up the workspace." In

several of the affected tools, the human-approval dialog that is supposed to give a developer a last

chance to catch a bad write instead displays the decoy filename rather than the file the agent is actually

about to modify, so the safeguard does not function as intended at the point it is meant to catch the bad

write [1].

Three vendors — Amazon Web Services, Google, and Cursor — treated the finding as a genuine

vulnerability and shipped fixes, with two receiving formal CVE identifiers [1][2]. Two vendors, Augment

and Windsurf, acknowledged the report but had not released fixes as of the July disclosure. Anthropic

took a distinct position: it declined to classify the behavior as a vulnerability, arguing that a developer

who has already trusted a directory and approved an agent's action has accepted the associated risk,

and closed Wiz's report as informational [1][3]. In CSA's assessment, that disagreement is the most

consequential governance signal in this research note, because it shows that "human approval" is being

treated by at least one major vendor as sufficient assurance even where the approval dialog cannot

reliably show the user what is actually happening on disk.

For CSA's audience, GhostApproval is best understood not as a single bug but as evidence that agentic

coding tools inherit the full file-system trust of the developer session they run in, without independently

verifying that a write target stays inside the intended boundary. That gap sits squarely in the identity,

access, and shadow-access territory CSA has already been mapping for AI agents, and it recurs across

vendors because the underlying design pattern — resolve-then-trust rather than trust-then-resolve — is

shared industry-wide rather than isolated to one product.
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Background

AI coding assistants such as Amazon Q Developer, Claude Code, Cursor, Windsurf, Augment, and Google

Antigravity are designed to operate directly against a developer's local file system: they read a cloned

repository, propose edits, and, in many workflows, write those edits back to disk with only a lightweight

confirmation step standing between a generated suggestion and a real file change. That model works

well when the files being touched are ordinary source files that live inside the project directory the

developer opened. It breaks down when one of those files is not really a file at all, but a symbolic link — an

operating-system-level pointer that tells any process reading or writing to that path to instead operate

on a different, potentially unrelated, location elsewhere on the file system.

Symlink-following vulnerabilities are not new. They are catalogued as CWE-61 and have been a recurring

category of Unix and Linux security defects for decades, typically arising when a privileged process

writes to a path supplied by a lower-privileged or untrusted actor without first resolving that path to its

real, canonical location and confirming it falls within an expected boundary [1]. What makes

GhostApproval notable is not the underlying primitive but the context in which Wiz found it reappearing:

AI coding agents that clone and act on arbitrary third-party repositories, often at a user's casual

instruction to "look at this repo" or "help me get this set up," are functionally reintroducing a decades-old

class of bug into a brand-new attack surface with a larger blast radius than the traditional CWE-61

scenario, because the agent runs with the full file permissions of the developer's own account rather than

a narrowly scoped service process.

Other researchers, working independently, had already begun surfacing related symlink-based issues in

AI coding agents under different names, which Wiz frames as corroborating evidence that this is a shared

architectural blind spot rather than a single vendor's oversight [2]. Wiz reported its findings to all six

affected vendors in the first quarter of 2026, giving each an opportunity to assess and remediate before

the July 8 public disclosure [3].

Security Analysis

The GhostApproval proof of concept is straightforward to describe and, according to Wiz,

straightforward to reproduce. An attacker publishes a repository containing a file with an innocuous

name, such as project_settings.json , that is in fact a symbolic link pointing to a sensitive path

outside the repository — for example, the victim's ~/.ssh/authorized_keys  file. The repository's

README or setup instructions ask the AI assistant to "configure the workspace" or "update the project

settings" by editing that file. When a developer opens the repository and asks their coding assistant to
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help with setup, the agent resolves the instruction, opens what it believes is a harmless JSON

configuration file, and writes attacker-supplied content straight through the symlink into the real target.

In the SSH-key variant, that content is an attacker's public key, which grants the attacker passwordless

login to the victim's machine going forward; Wiz also demonstrated a variant targeting shell startup files

such as ~/.zshrc , which gives an attacker persistent code execution every time the victim opens a

new terminal session [1][2].

Two distinct weaknesses combine to make this attack effective. The first is the classic CWE-61 symlink-

following defect: the affected agents perform the file write against the path as given, rather than

resolving it to its canonical, real location and checking that the resolved location still falls inside the

workspace sandbox the user believes they are operating in. The second, which Wiz treats as the more

consequential of the two, is a UI-layer failure that the firm links to CWE-451, misrepresentation of critical

information to the user. Several of the affected tools present a confirmation dialog before executing a

file write, intended to give the developer a final human checkpoint. In practice, that dialog shows the

file's decoy name and path as it appears in the repository rather than the real, resolved destination the

write will actually strike. A developer who reviews and approves "edit project_settings.json" has not

meaningfully consented to "append content to my SSH authorized-keys file," because the interface

never showed them that distinction. Wiz characterizes this as an informed-consent bypass: the control

exists, is displayed, and is approved by the user, yet it protects nothing, because it was never showing the

user accurate information in the first place [1].

The practical severity varies by tool. Wiz and subsequent reporting rate the flaw as Critical in Augment,

Cursor, Google Antigravity, and Windsurf, and High in Amazon Q Developer, reflecting differences in

default sandboxing, auto-approval behavior, and how directly each tool's default configuration exposes

the write path to unresolved user input [1]. Claude Code's severity is disputed rather than settled, which

is discussed further below.

The following table summarizes vendor status as reported by Wiz and corroborated by subsequent

coverage.

Vendor /

Tool

Reported

Severity
Disposition Fix Status

Amazon Q

Developer

High Confirmed

vulnerability

Fixed — Language Server v1.69.0,

released May 27, 2026; tracked as

CVE-2026-12958 [1][2]

Google

Antigravity

Critical Confirmed

vulnerability

Fixed — v1.19.6, deployed May 22,

2026 [1]
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Vendor /

Tool

Reported

Severity
Disposition Fix Status

Cursor Critical Confirmed

vulnerability

Fixed — v3.0, released June 5, 2026;

tracked as CVE-2026-50549 [1][2]

Augment Critical Acknowledged Unpatched as of disclosure [1][2]

Windsurf Critical Acknowledged (June

23, 2026)

Unpatched as of disclosure [1][2]

Anthropic

Claude Code

Disputed Declined as

vulnerability ("outside

threat model")

Symlink handling changes present in

versions Anthropic says predate the

report; informed-consent gap not

directly addressed [1][3]

Anthropic's response merits its own discussion because it reframes the question from a technical defect

to a policy judgment about where responsibility sits. According to Wiz's disclosure, Anthropic's position is

that once a developer has explicitly indicated they trust a given directory and has separately approved

the specific action Claude Code proposed, any resulting harm falls within the user's own risk acceptance

rather than the vendor's threat model, and the company closed the report on that basis [1][3]. Anthropic

has separately stated that the symlink-resolution and warning behavior shipped as routine hardening in

Claude Code v2.1.32, released February 5, 2026 — nine days before Wiz submitted its report — and that

current versions (2.1.173 and later) retain that behavior [1]. Those two facts do not fully resolve each

other: a warning added as general hardening is not the same as confirming that the approval dialog itself

displays the true, resolved write target, which is the specific informed-consent failure Wiz's research

describes. CSA's assessment is that Anthropic's "user already approved it" framing understates the

problem when the thing the user approved was, by design, not an accurate representation of what would

actually happen — a distinction that matters regardless of which vendor's product is involved.

Beyond the immediate SSH-key and shell-persistence scenarios, Wiz's broader point is architectural: any

AI coding agent that treats a cloned repository's file paths as fully trusted input, and that couples a

human approval step to a display of that untrusted input rather than to the resolved outcome of an

action, is exposed to the same category of attack regardless of the specific target file chosen. The fact

that the pattern recurred independently across six unrelated codebases from different vendors — and

that other researchers were separately converging on related findings around the same period —

suggests this is a structural gap in how "agent asks permission before touching your files" has been

implemented across the industry, not a one-off coding mistake [1][2].
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Recommendations

Immediate Actions

Security and platform teams should first inventory which of the six affected tools — Amazon Q

Developer, Claude Code, Cursor, Windsurf, Augment, and Google Antigravity — are in use across the

organization's developer population, and confirm the installed version of each against the vendor fix

status summarized above. Any Cursor installation should be upgraded to version 3.0 or later, and any

Amazon Q Developer Language Server should be upgraded to version 1.69.0 or later, since these carry

vendor-confirmed patches tied to CVE-2026-50549 and CVE-2026-12958 respectively [2]. Because

Augment and Windsurf had not shipped fixes as of this note's publication and Anthropic does not

consider its handling of the underlying informed-consent gap complete, developers using those tools

against untrusted or newly cloned repositories should be instructed, in the interim, to avoid enabling any

auto-approve or unattended "run without confirmation" mode when working outside repositories they

personally authored or have already vetted.

Short-Term Mitigations

Organizations should run AI coding assistants against external or unfamiliar repositories inside isolated,

ephemeral environments — containers or disposable virtual machines — rather than directly on developer

workstations that hold SSH keys, cloud credentials, and shell configuration files, so that even a successful

symlink write lands in a disposable sandbox rather than a persistent asset. Where a given tool supports

scoping file-write permissions to the checked-out repository root, that restriction should be enabled by

default rather than left to individual developer discretion. Security teams should also add a lightweight

detection check to onboarding or endpoint monitoring workflows that flags unexpected modifications to

~/.ssh/authorized_keys , shell startup files such as .zshrc  or .bashrc , and other

common persistence targets on machines where these coding assistants are installed, since such a

change is one of the more concrete artifacts this attack pattern leaves behind.

Strategic Considerations

The deeper lesson of GhostApproval is that a human-approval dialog is only a meaningful control if it

displays the actual, resolved consequence of an action rather than an attacker-influenced label

describing that action. Organizations evaluating or renewing contracts with AI coding assistant vendors

should ask directly whether the tool resolves symbolic links and canonicalizes file paths before both the

write operation and the confirmation prompt, and should treat vendors who cannot answer that question
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affirmatively as carrying elevated supply-chain risk from untrusted repository content. This is also a

useful moment to revisit how agentic developer tools are provisioned from an identity and access

perspective more broadly: these agents inherit the full file-system reach of the developer session that

launches them, with no independent, agent-scoped identity or permission boundary of their own, which

is the same structural gap CSA has documented in its broader research on AI agent identity and shadow

access. In practice, least-privilege principles that are already standard for service accounts and

automation pipelines have not yet been consistently applied to interactive coding agents, and

GhostApproval is a concrete illustration of why that gap needs to close.

CSA Resource Alignment

CSA's Confronting Shadow Access Risks: Considerations for Zero Trust and Artificial Intelligence

Deployments is the most directly applicable prior work here, because GhostApproval is, in essence, a

shadow-access incident: the developer never intended for an agent action to reach outside the project

workspace, yet the agent's unresolved trust in a repository-supplied file path created exactly the kind of

unintended access pathway that report defines and addresses [4]. Its emphasis on treating AI-driven

automation as a source of new, often invisible access paths — rather than assuming traditional access

controls automatically extend to agentic behavior — maps directly onto the failure mode Wiz

documented.

CSA's Identity and Access Gaps in the Age of Autonomous AI survey research is similarly relevant, as it

documents that organizations broadly rely on inherited permissions and fragmented ownership for AI

agents rather than identity-centric, agent-scoped controls — precisely the condition that allowed a

coding assistant to write anywhere the developer's own account could write, without any independent

boundary of its own [5]. Findings from that survey support treating GhostApproval not as an isolated

vendor defect but as a symptom of the identity and access maturity gap CSA has already been tracking

across the industry.

Finally, CSA's Using Zero Trust to Secure Enterprise Information in LLM Environments provides the

architectural framing for remediation: its guidance on applying least privilege, comprehensive visibility,

and micro-segmentation to agentic AI components — including explicit attention to supply chain security

for models, libraries, and now, by extension, third-party repository content — offers a practical blueprint

for the sandboxing and scoped-permission mitigations recommended above [6]. Where organizations

need a more general framework for classifying this and future agentic tool-execution threats, CSA's AI

Controls Matrix (AICM) v1.1 and the MAESTRO agentic AI threat modeling framework remain the relevant

standing references for mapping agent-specific trust boundary failures into a broader governance and

controls structure [7][8].
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