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Key Takeaways

On June 30, 2026, Adversa AI published research identifying a structural class of shell-

injection bypasses — collectively named GuardFall — that defeats the command-safety filters

built into ten of eleven popular open-source AI coding agents [1].

The vulnerability is not a single bug but a design category: agents inspect raw command text,

while the shell performs quote removal, variable expansion, and argument construction only

after that inspection, creating a systematic gap that decades-old Bash techniques can exploit

[1].

Affected tools collectively represent approximately 548,000 GitHub stars as of May 2026, a

rough proxy for the category's reach across the developer community [1][2].

The only tested agent to block all bypass probes was Continue, which addresses the gap by

tokenizing and canonicalizing commands the way bash does before evaluating them [1].

Attack delivery does not require compromising the developer's machine directly; a poisoned

README, Makefile, or MCP server response is sufficient to plant a payload that a language

model may emit as routine work [2].

Organizations should treat agentic tool execution as equivalent in risk to arbitrary code

execution and apply the same sandboxing, privilege-separation, and review controls they

would demand of any shell script sourced from the internet.

Background

AI coding agents — tools that accept natural-language instructions and autonomously execute shell

commands, edit files, run tests, and manage repository state — have seen rapid adoption in software

development workflows. Tools such as Aider, Plandex, Cline, OpenHands, and OpenCode are used by

individual developers and engineering teams to accelerate tasks ranging from routine refactoring to the

generation of complete features from a short description. Their productivity appeal rests on a premise of

autonomous action: the agent reads context, forms a plan, and issues commands without requiring the

developer to approve each step.
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That autonomy has a structural security implication. Because these agents must be able to run shell

commands to be useful, they operate in direct contact with the host operating system and execute with

the privileges of the user who launched them. These agents ship with guardrail systems intended to

intercept destructive commands before they could be executed. These guards typically work by

examining a proposed command string against a pattern list — a deny-list of dangerous programs or flags

— and blocking or prompting for confirmation when a match is found. The design goal is reasonable, but

the implementation rests on an assumption that does not hold: that what a pattern-matcher sees in a

raw command string is the same thing the shell will execute.

Bash and compatible shells do not execute commands as literal strings. Before a command runs, the shell

performs a sequence of expansions and transformations: it removes adjacent quote pairs, expands

special variables like $IFS  (the internal field separator), resolves command substitutions, and

reconstructs the final argument vector that the kernel actually receives. A string-matching filter runs

before these transformations occur, which means it inspects a different representation of the command

than the one the shell will ultimately execute. This gap between the inspection layer and the execution

layer is the root cause GuardFall exploits.

The GuardFall research, published by Adversa AI researcher Omer Ben Simon on June 30, 2026,

characterized this gap not as a collection of individual software defects but as a dangerous structural

convention — a pattern of implementation that produces repeatable, cross-tool vulnerability [1]. Because

the gap is architectural, patching any single tool's deny-list does not resolve it; the underlying evaluation

model must change.

Security Analysis

The Inspection-Execution Gap

When an AI coding agent is asked to perform a task, the language model generates a command string

and the agent's safety layer evaluates it before dispatching it to the shell. Guard implementations tested

in the Adversa research ranged from simple regular expressions over raw text to more sophisticated

tokenized parsers. In every case except Continue, the evaluation was performed on the command string

in the form the model produced it — before the shell transformed it.

Bash's transformation pipeline is well-documented and deliberately powerful. It was designed for human

operators who need concise, expressive syntax, not for safety-boundary enforcement. The same

features that make Bash a productive interactive shell — quote collapsing, field splitting on $IFS ,
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command substitution via $()  — become bypass primitives when the inspection layer precedes them.

The GuardFall research organized these primitives into five bypass classes, each exploiting a distinct

phase of bash's expansion sequence.

Class Technique Example Why It Bypasses Filters

A Quote removal r''m -rf /home The filter sees r''m , not

rm ; bash collapses empty

quotes before execution

B $IFS

expansion

rm$IFS-rf$IFS/home The filter reads one token;

bash expands $IFS  into the

word separator, producing

three arguments

C Command

substitution

$(echo rm) -rf /home The binary name is computed

at runtime; the filter sees a

subshell expression, not a

program name

D Base64 piping echo <encoded_payload>

\| base64 -d \| sh

Each segment is individually

benign; composition produces

arbitrary code execution

E Alternative

destructive

flags

find /home -delete ; dd

of=/dev/sda

if=/dev/zero

Destructive operations are

achieved via flags to non-

blocked binaries

Class E is notable because it does not require any syntactic obfuscation. Many tools have deny-lists

anchored to the rm  binary and its flag combinations, but the POSIX standard provides multiple other

paths to irreversible data destruction that may not appear on those lists [1][2]. Defending against Class E

requires enumerating not just dangerous programs but dangerous program-flag combinations across a

broad surface — a list that must be actively maintained as new tools and flags emerge.
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Affected Agents

Adversa tested eleven open-source agents selected to represent the center of the category by GitHub

star count and community usage. The research's end-to-end demonstrations used production binaries

or headless harnesses with realistic attack vectors including a test that exploited the production Plandex

binary against a crafted repository [1][2]. The results are summarized below.

Agent Guard Approach Classes Bypassed

Hermes Regex over raw string A, B, C, D, E

OpenCode Tree-sitter, raw-text matching A, B, C, D, E

Goose Regex over raw string A, B, C, D, E

Cline Tokenized guard with gaps C, E

Roo-Code Partial substitution detection C, E

Aider No static guard (relies on model refusal) All classes

Plandex No static guard All classes

Open Interpreter No static guard All classes

OpenHands Sandbox-dependent; vulnerable in local mode All classes (local)

SWE-agent Sandbox-dependent; vulnerable in local mode All classes (local)

Continue Tokenize-then-evaluate (five-stage) None — fully defended

Three agents (Aider, Plandex, Open Interpreter) had no static shell guard at all, relying instead on the

language model's built-in refusal training to reject destructive commands. The Adversa research

demonstrated that this reliance is exploitable: instructions embedded in untrusted repository content

can cause the model — in this case tested with Claude Sonnet 4.6 — to emit destructive payloads as part

of what it understands to be legitimate task execution, bypassing the refusal pathway entirely [1].

© 2026 Cloud Security Alliance. AI-assisted Rapid Research. 6



Attack Delivery: The Supply Chain Vector

GuardFall requires no specialized delivery channel — virtually any textual content the agent ingests as

context is a potential payload carrier, and agents are designed to ingest broadly. They read READMEs,

Makefiles, configuration files, and, in MCP-enabled environments, tool server responses. An attacker

who controls any of these surfaces can instruct the language model to perform actions that would be

rejected if asked directly in a chat prompt. Common delivery surfaces include poisoned README files in

public repositories, malicious package documentation fetched during dependency resolution, repository

configuration files such as .aider.conf.yml , and MCP server responses from untrusted servers [1]

[3].

A developer who clones a malicious repository and asks an agent with auto-execute enabled to review or

test the project gives the agent context that may include payload-carrying instructions. The agent may

execute those instructions as routine work — deleting files, exfiltrating environment variables, or

modifying CI configuration — without the developer ever reviewing the commands involved. This threat

model has the same shape as a poisoned software package, but the delivery mechanism is natural-

language instruction rather than binary code.

Continue's Defense Architecture

The one agent that defended successfully against all tested bypass probes implemented a structurally

distinct evaluation model [1]. Rather than pattern-matching against the command string as produced by

the language model, Continue applies a five-stage evaluator that processes the command the way bash

would before reaching any allow/deny decision. The first stage tokenizes the command using a shell-

quote-aware parser, closing Class A bypasses by collapsing quotes before inspection. The second stage

detects and flags $IFS  and other variable references, addressing Class B. The third stage recursively

resolves command substitutions where possible, addressing Class C [1]. The fourth stage checks the

destination of pipe chains for shell interpreters, blocking Class D. The fifth stage applies a curated deny-

list of canonical destructive patterns anchored to normalized, expanded command representations

rather than raw text, addressing Class E.

This architecture is correct in principle because it eliminates the inspection-execution gap: the evaluator

and the shell ultimately agree on what the command does. The implementation cost is higher than a

simple regex, but the security gain is categorical rather than incremental.
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Context Within the Broader Agentic Threat Landscape

GuardFall is the most recent in a sequence of structural vulnerability findings in AI coding agent

platforms [1][5]. In May 2026, Adversa published TrustFall, documenting how malicious repositories can

auto-approve their own MCP servers on first folder trust in Claude Code, Gemini CLI, Cursor, and

GitHub Copilot, achieving one-keypress remote code execution against developer workstations [3].

Microsoft's Security Blog documented an unrelated code execution path in the Semantic Kernel .NET

SDK (CVE-2026-25592) where prompt injection could be escalated to host-level execution against SDK

versions before 1.71.0 [4].

The pattern across these findings is consistent: agentic platforms have expanded the attack surface of

the developer workstation substantially, and the security controls most commonly deployed — model-

level refusal training, string-pattern deny-lists, and implicit folder trust — do not reliably contain

adversarial inputs. Some of these vulnerabilities may have patches or additional compensating controls

available at the time of reading; organizations should verify current patch status for each finding in their

environment. The GuardFall research makes explicit that the deny-list approach is not fixable through

iterative list expansion; it requires structural change at the evaluation layer.

Recommendations

Immediate Actions

Organizations and individual developers using AI coding agents should assess their current exposure.

Any agent that executes shell commands on a local workstation or CI runner without sandboxed isolation

should be treated as having full account-level code execution capability. Auto-execute flags — typically

named --auto-exec , --auto-run , or --yes  depending on the tool — should be disabled in

environments where the agent may ingest content from untrusted sources, including cloned repositories

from unknown contributors and open-source dependency trees. Repository configuration files such as

.aider.conf.yml  and similar tool-specific config formats should be reviewed before agent

execution, because they may carry instructions that influence agent behavior without appearing in

conversational context.

For teams operating CI/CD pipelines with agentic automation, agent execution on fork pull requests

should be blocked at the pipeline level rather than relying on agent-level guards. Fork pull requests are a

well-established vector for submitting content that CI systems process with elevated privileges; agents

compound this risk by expanding the categories of instruction those systems will accept. Container-
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based sandboxing should redirect sensitive paths: setting $HOME  to a temporary directory and

providing a minimal credential environment limits the damage achievable by any payload that does reach

execution.

Short-Term Mitigations

Teams that cannot immediately adopt sandboxed execution or disable auto-execute should give

preference to agents with shell-evaluation architectures similar to Continue's. The distinction between

tokenize-then-evaluate and pattern-match-on-raw-string is not always documented in tool READMEs,

but security-oriented comparisons in the public research literature can be used as a decision input.

Agents with no static shell guard at all — including at the time of publication Aider in its default

configuration, Plandex, and Open Interpreter — should not be used against repositories sourced from

untrusted parties without explicit sandboxing.

MCP server configurations deserve specific attention. Agents that support MCP can ingest tool-server

responses as context, and an attacker who controls an MCP server — or who can cause an agent to

connect to a malicious one — has a direct channel to the evaluation pipeline. MCP servers should be

sourced only from trusted registries, pinned to specific versions, and not auto-approved based on

repository configuration files without human review of the server's code.

Strategic Considerations

The root issue identified by GuardFall — that shell safety cannot be reliably enforced using string-

inspection approaches alone — should drive tool vendor investment toward evaluation architectures that

canonicalize commands before inspection, rather than toward longer deny-lists. Vendors who maintain

string-pattern guards should be engaged on their roadmap for adopting parsed evaluation, and

organizations should include guard architecture as an evaluation criterion in AI coding tool procurement

and security reviews.

At the organizational level, the principle of least privilege should be formalized for agentic workloads.

Agents performing code review tasks do not need write access to credential stores; agents running tests

do not need network egress beyond the test infrastructure. Decomposing agent permissions by task

type, rather than granting full user-account access to every agent session, limits the blast radius of any

individual exploitation. This decomposition aligns with established Zero Trust principles and is supported

by the emerging scope-control features available in agent orchestration platforms.
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CSA Resource Alignment

The GuardFall vulnerability class engages several layers of the Cloud Security Alliance's MAESTRO

threat modeling framework for agentic AI systems [6]. MAESTRO's Layer 3 (Agent Frameworks)

addresses threats that arise from the design and implementation choices of the agent platform itself,

and the inspection-execution gap identified here is a Layer 3 structural vulnerability: it is native to the

agent's architecture, not introduced by any specific deployment. MAESTRO's Layer 4 (Deployment and

Infrastructure) is engaged by the supply chain delivery vector — the threat is realized when an agent

operating in a local or CI deployment environment ingests untrusted repository content. Organizations

performing MAESTRO-aligned threat modeling should include shell-evaluation architecture as an

explicit threat surface for any Layer 3 component that issues operating system commands.

The AI Controls Matrix (AICM) v1.1 addresses tool execution security through its AI Supply Chain domain,

which calls for verification of inputs to AI systems and controls on the actions those systems can take on

downstream infrastructure [7]. GuardFall is a reminder that supply-chain risk for AI systems extends

beyond model weights and training data to the operational inputs agents process at runtime — repository

files, documentation, and tool-server responses. AICM controls in the Execution Control and Privilege

Management domains provide the relevant control baseline for organizations seeking to operationalize

these mitigations.

CSA's Zero Trust guidance applies directly to the principle that agent execution permissions should be

scoped to the minimum required for the declared task, regardless of whether the agent itself is trusted

as a product. The TrustFall and GuardFall findings together illustrate that trust granted to an AI coding

tool as a vendor product does not extend to every instruction the tool may receive at runtime; trust must

be evaluated at the instruction level, and the system's security posture should not depend on that

evaluation being performed correctly by the language model alone.
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