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Key Takeaways

Security research published by Adversa Al in late June 2026, under the name GuardFall, found that ten
of eleven widely used open-source Al coding and computer-use agents can be tricked into executing
destructive shell commands despite having command-filtering safeguards in place [1][2][3][5]. The flaw
is not a single software bug but a structural mismatch: the guards that vet a command inspect it as a
plain string, while the Bash shell that ultimately runs it rewrites that string through quote removal,
variable expansion, command substitution, and word splitting before execution [3]. A command that
looks harmless to the filter can therefore resolve into something entirely different — and destructive —
the moment the shell interprets it.

Only one of the eleven agents tested, Continue, held up against the full battery of bypass techniques,
because it parses commands the way Bash itself would rather than matching them against static
patterns [1][3]. The other ten — including Hermes, OpenCode, Goose, Cline, Roo-Code, Aider, Plandex,
Open Interpreter, OpenHands, and SWE-agent — collectively represent an estimated 548,000 GitHub
stars and are in active use across individual developer workflows and Cl pipelines [3][4]. Because these
agents typically execute with the full authority of the developer or service account running them, a
successful bypass can expose SSH keys, cloud credentials, and any data reachable from the user's home
directory [1][2]. No CVE has been assigned; researchers describe GuardFall as a class of design flaw
rather than a patchable defect, meaning organizations should treat every pattern-based command guard

in an Al coding agent as a weak control until proven otherwise [3][4].

Background

Al coding agents have moved from experimental novelties to standard components of software
development workflows in a remarkably short span. Tools such as Aider, OpenHands, Cline, and Roo-
Code let a developer describe a task in natural language and have the agent read files, write code, and
execute shell commands to test and validate its own work. Increasingly, these agents are also deployed in
continuous integration pipelines, where they run with elevated, unattended, "auto-execute" permissions
to accelerate build, test, and remediation cycles. That convenience comes with a corresponding
expansion of blast radius: an agent that can run arbitrary shell commands on a developer's laptop or a Cl
runner has, in effect, the same reach as the human or service account it operates under.
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To manage that risk, most of these tools implement a command guard — typically a denylist or regular-
expression filter — that inspects a proposed shell command before allowing it to run and blocks obviously
destructive patterns such as rm -rf . Adversa Al's research, published as "GuardFall" and covered by
The Hacker News, SecurityWeek, and Security Affairs in late June and early July 2026, set out to test
whether these guards actually do what developers assume they do [1][2][4]. Lead researcher Omer Ben
Simon began the investigation after finding that a 30-pattern regex denylist in NousResearch's Hermes
agent could be defeated through shell rewriting, a finding that prompted a subsequent fix commit in that
project's repository [1][3]. The team then extended the same methodology across ten additional popular
agents, cloning each at a fixed commit, statically analyzing its guard implementation, and building probes
that imported each agent's own matching logic directly to test it against known Bash evasion techniques

[3].

This is not the first time researchers have flagged the gap between what an Al agent's safety layer
evaluates and what its underlying execution environment actually does; CSA's own Agentic Al Red
Teaming Guide catalogs "Agent Critical System Interaction” as one of twelve threat categories specific
to autonomous agents, precisely because agents that can invoke system-level operations create attack
surface that traditional application security testing does not cover [6]. GuardFall is a concrete, large-
scale demonstration of that category in the wild, showing that the majority of production open-source

coding agents fall into it.

Security Analysis

The GuardFall research grouped the observed weaknesses into four architectural failure modes. Three
agents — Hermes, OpenCode, and Goose — implemented a regular-expression guard that matched
against the raw command string and was defeated outright by shell rewriting [3]. Two agents, Cline and
Roo-Code, tokenized commands before matching but did so incompletely, leaving gaps an attacker
could route around [3]. Three agents — Aider, Plandex, and Open Interpreter — had no static command
guard at all, relying instead on the underlying language model's judgment or on optional sandboxing that
users frequently disable for convenience [3]. The remaining two, OpenHands and SWE-agent, depend
on container sandboxing as their primary control, which the researchers characterize as a sounder
architectural choice in principle, though it is undermined in practice by documented configuration
options that let operators run the agent outside the sandbox in local or "trusted" modes [3]. Continue
was the only agent found to close the loop by tokenizing commands with shell-aware parsing, recursively
evaluating substitutions, and escalating ambiguous expansions to a human approval prompt rather than
a binary allow/deny decision [1][3].
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Within these failure modes, researchers demonstrated five distinct classes of bypass technique, several
of which rely on shell behavior that has existed for decades and is well documented outside the Al
context. Class A exploits quote removal, where a filter sees a string like r' 'm as distinct from rm even

though Bash merges the empty quotes and executes rm regardless [1][3]. Class B abuses $TFS field-

splitting, inserting the shell's internal field separator variable in place of a space so the filter's exact-
match pattern never fires while Bash still parses the tokens correctly at execution time [3]. Class C uses

command substitution — constructs like $ (echo cm | tr c r)m — so the actual binary name is

computed at runtime rather than appearing literally in the text a filter inspects [3]. Class D pipes
base64-encoded payloads through a decoder, hiding the destructive command's content from any filter
that only inspects the outermost invocation [1][3]. Class E, which researchers found to be the most
durable against defenses, avoids denylisted binary names altogether by using alternative flag
combinations on otherwise unremarkable tools — for example, invoking find with a delete action or

dd and tar with destructive options — that a keyword-based guard has no reason to flag [3].

Because Class E does not require any obfuscation at all, it survives even guards that correctly tokenize
and canonicalize the rest of a command — a limitation the researchers note is unlikely to be closed by
better parsing alone, since defending against it requires guard authors to understand which flag

combinations render an ordinarily benign binary destructive [3].

A second and arguably more consequential finding concerns how these bypasses reach the agent in the
first place. Researchers conducted live, end-to-end tests using Claude Sonnet 4.6 as the driving model
and found that directly instructing the model to "run rm -rf" was reliably refused [3]. The same payload,
however, was routinely executed without hesitation when it was embedded in a poisoned README file, a
malicious Makefile build target, or the response returned by an untrusted Model Context Protocol (MCP)
server the agent had been configured to consult [3]. In other words, the practical attack path for
GuardFall is not jailbreaking the language model itself but contaminating the ordinary artifacts an agent
is expected to trust — repository documentation, build configuration, and tool outputs — so that a
destructive command is framed as routine work rather than an unusual request. This mirrors a broader
pattern CSA has already documented in agentic systems, where indirect prompt injection through
content the agent processes, rather than the operator's own instructions, is the primary vector for
turning a helpful agent into a liability [6].

The practical severity of GuardFall is shaped heavily by deployment context. A developer running an
agent interactively on a personal workstation, with auto-execute disabled, retains a human-in-the-loop
check that catches many exploitation attempts even when the underlying guard is weak. That same
agent running unattended in a CI pipeline, configured to auto-approve commands so pull requests can
be processed without manual intervention, removes that check entirely. Several of the affected agents

also support repository-level configuration files — Aider's .aider.conf.yml is the example cited in

the research — that can silently enable auto-execute mode for anyone who clones and runs the project,

© 2026 Cloud Security Alliance. Al-assisted Rapid Research. 5



meaning a compromised or malicious open-source repository can pre-arm the very setting that removes
human oversight before an agent ever encounters the payload [3]. Combined with the reality that these
agents run with the full permissions of the account executing them, a successful GuardFall exploit in a Cl
context creates a direct software supply chain compromise path — one that could plausibly be used to
exfiltrate cloud credentials, poison build artifacts, or establish persistence in the pipeline, though the

research itself focused on demonstrating command execution rather than end-to-end exploitation.

Recommendations

Immediate Actions

Security teams should verify, for every Al coding agent in use across their organization, whether auto-
execute or "YOLO" modes are enabled, and disable them by default wherever agents run without direct
human supervision, particularly in CI/CD pipelines. Repository-level agent configuration files that can
toggle execution behavior — build scripts, .aider.conf.yml -style agent configs, Makefiles, and

MCP server tool descriptions — should be treated as untrusted, attacker-controlled input subject to the
same code review scrutiny as any other pull request content, not as inert metadata. Organizations
running any of the ten agents identified as vulnerable should confirm they are on the latest patched
release where a fix is available and should not assume the presence of a command guard equates to

protection against the bypass classes described above.

Short-Term Mitigations

Where agents must run with elevated or unattended permissions, teams should isolate them inside
disposable environments — ephemeral containers or throwaway home directories — that never contain
long-lived SSH keys, cloud credentials, or access to sensitive data, so that a successful bypass has
nothing valuable to steal. Agent execution should be blocked or heavily restricted on pull requests
originating from external forks, since these represent the most direct path for an attacker to place a
poisoned README, Makefile, or MCP response in front of an agent with write access to a trusted
repository. Teams evaluating or building command guards for internal tooling should study Continue's
reference design, which tokenizes commands using shell-aware parsing, recursively evaluates variable
expansions and command substitutions rather than matching them literally, inspects pipe destinations

for shell interpreters, and escalates ambiguous cases to human approval instead of defaulting to allow.
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Strategic Considerations

GuardFall is a concrete demonstration that string-matching security controls are unsuited to
environments where a downstream interpreter can rewrite input after the point of inspection [3]. The
same underlying weakness plausibly applies to other shells, template engines, and query languages an
agent might invoke, though GuardFall's testing was limited to Bash. Organizations building or procuring
agentic coding tools should require vendors to demonstrate that command evaluation happens against
the fully normalized, post-expansion form of a command, not the string as authored, and should factor
this requirement into vendor security questionnaires and internal Al tool approval processes going
forward. More broadly, this research adds to a growing body of evidence that indirect prompt injection
through trusted-looking artifacts — documentation, build files, and MCP tool outputs — can be a more
reliable attack path against agentic systems than attempting to manipulate the underlying model

directly, a distinction that should inform how security teams prioritize their agentic Al threat models.

CSA Resource Alignment

GuardFall's findings map directly onto threat categories CSA has already formalized for agentic systems,
and organizations assessing this risk should ground their response in three specific CSA resources rather
than general Al security guidance. The Agentic Al Red Teaming Guide, developed jointly by CSA and the
OWASP Al Exchange, defines "Agent Critical System Interaction” and "Supply Chain and Dependency
Attacks" among its twelve threat categories for autonomous agents and prescribes exactly the kind of
adversarial probing — building test harnesses that exercise an agent's own validation logic against known
evasion techniques — that Adversa Al applied in practice [6]. Security teams standing up or maturing a
red-teaming program for internally built or adopted coding agents should use this guide's methodology
as the baseline for testing command guards before deployment, rather than trusting vendor claims that a
filter exists.

GuardFall's root cause is fundamentally a runtime-enforcement failure: the guard evaluates a command
before the shell's rewriting occurs, rather than at the true point of execution. This is precisely the gap
that CSA's Autonomous Action Runtime Management (AARM) specification, stewarded by the CSAI
Foundation, is designed to close. AARM's foundational requirement, R1 (Pre-execution Interception),
mandates that "the system MUST intercept every agent-initiated action before it is executed" and that
"no action may bypass the control plane” [7]. Closing the specific gap GuardFall exploited would require
that interception to evaluate the command's fully normalized, post-expansion form rather than the string

as authored — a design choice the spec's language permits but does not itself mandate or verify.
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Organizations building runtime controls for coding agents should evaluate them against AARM's
conformance requirements, particularly R1 and its associated policy-evaluation and identity-binding

controls, rather than relying on ad hoc denylists.

Finally, organizations conducting governance-level assessments of Al coding tools should incorporate
this finding into their Al Controls Matrix (AICM) v1.1 evaluations. The AICM's Application & Interface
Security and Threat & Vulnerability Management domains govern secure input handling and validation
for Al systems [8], and assessors should treat "does this tool's command validation operate on
normalized, post-expansion input" as a concrete, testable control question when scoring any Al coding
agent or vendor against those domains, rather than accepting a vendor's assertion that command

filtering is in place at face value.
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