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Key Takeaways

e Cloud security firm Sysdig has documented JadePuffer as the first fully end-to-end
ransomware operation carried out by an autonomous large language model (LLM) agent,
from initial exploitation through database destruction and extortion, without a human
operator directing individual steps [1][2].

e The agent gained initial access through CVE-2025-3248, an unauthenticated remote code
execution flaw in Langflow that CISA added to its Known Exploited Vulnerabilities catalog in
May 2025, then pivoted to a production MySQL server running Alibaba Nacos via a four-year-
old authentication bypass, CVE-2021-29441[1][5][6].

e The agent harvested LLM provider API keys, cloud credentials, and object-storage access
before encrypting 1,342 Nacos configuration records with a randomly generated key that was

never stored or transmitted, making the data unrecoverable even if a ransom were paid [1][3].

e Researchers point to machine-speed self-correction, self-narrating code comments, and
adaptive parsing of unexpected server responses as behavioral evidence that the operation
was LLM-driven rather than scripted or manually operated [1][4].

e Theincident illustrates the emergence of what Sysdig terms "agentic threat actors," where
the operational cost and skill threshold for running a full intrusion lifecycle collapse to

whatever it costs to run an autonomous agent [1].

Background

In early July 2026, Sysdig's Threat Research Team published an analysis of an intrusion it named
JADEPUFFER, describing it as the first documented ransomware campaign in which every phase of the
attack, from reconnaissance to extortion, was carried out by an LLM-driven agent operating without
step-by-step human direction [1]. BleepingComputer, Infosecurity Magazine, and SecurityAffairs
subsequently reported on Sysdig's findings and added commentary from incident-response
practitioners [2][3][4], though the underlying technical analysis — the CVE chain, timestamps, and
credential-harvesting scope — traces to Sysdig's original research [1]. The operation targeted

organizations running Langflow, an open-source framework for building LLM-powered applications, and
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Alibaba's Nacos configuration and service-discovery platform; based on the environment Sysdig
described, the two are frequently found alongside each other in infrastructure that supports enterprise

Al development [1].

The entry point was CVE-2025-3248, a critical, unauthenticated remote code execution vulnerability in
Langflow's /api/vl/validate/code endpoint, which improperly passed user-supplied input to
Python's exec () function without authentication or sandboxing [5][6]. The flaw carries a CVSS score
of 9.8, was patched in Langflow 1.3.0, and was added to the CISA Known Exploited Vulnerabilities
catalog on May 5, 2025 [5][6]. Separately, researchers at Trend Micro tracked a campaign exploiting the
same flaw to deliver the Flodrix botnet, an evolution of the LeetHozer malware family built for
distributed denial-of-service attacks, underscoring that CVE-2025-3248 was already being weaponized
by other actors before JadePuffer's operators used it [7]. JadePuffer's operators appear to have
exploited this same flaw more than a year after a patch became available — illustrating that at least one
internet-facing Langflow instance remained unpatched well past its fix date, a reminder that patch

adoption for Al development tooling can lag significantly even after public disclosure.

From that initial foothold, the agent did not stop at the compromised Langflow host. It used harvested
credentials and internal service discovery to identify and compromise a separate, production MySQL
server running Nacos, which many organizations use to centrally manage application configuration and
service registration. That pivot relied on CVE-2021-29441, an authentication bypass in Nacos versions
before 1.4.1 that allows a specially crafted request header or URL to circumvent the platform's
AuthFilter servlet entirely, combined with forged JSON Web Tokens signed using Nacos's publicly
documented default signing key [1][8]. This vulnerability has been public since 2021 and the default
signing key is well documented, so in practical terms the barrier here was not technical sophistication but
discipline — checking for a known, four-year-old bypass — which is precisely the kind of exhaustive,

fatigue-free task automation is well suited to.

Security Analysis

The attack unfolded in two distinct phases that Sysdig's telemetry captured in unusual detail. In the first
phase, immediately after achieving code execution on the Langflow host, the agent conducted
systematic reconnaissance: enumerating host information, sweeping environment variables for secrets,
and dumping Langflow's backing PostgreSQL database. The credential sweep spanned API keys for
OpenAl, Anthropic, DeepSeek, and Gemini alongside cloud credentials from both Western and Chinese
providers and cryptocurrency wallet material [1][4]. The agent also discovered and enumerated a MinlO
object storage instance secured only with the well-known default credential pair

minioadmin:minioadmin , accessing internal configuration and Terraform state buckets, and
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adapted its own parsing logic in real time when the server returned XML rather than the JSON it
expected [1][4]. To maintain access to the Langflow host, it installed a crontab entry that beaconed to

attacker-controlled infrastructure every 30 minutes [1][4].

The second phase targeted the actual production system: the Nacos-backed MySQL server. After
forging authentication using the default Nacos signing key, the agent injected a backdoor administrator
account directly into the Nacos database via SQL. Sysdig's logs show a login attempt failing at 19:34:36
UTC because a bcrypt hash generation step failed inside a subprocess call; the agent diagnosed the
failure, switched to a direct library import, and reissued a corrected payload, restoring successful login by
19:35:18 UTC, a full recovery in roughly 42 seconds [1][2][3]. Analysts across multiple write-ups single
out this failure-recovery loop, together with source code containing natural-language reasoning and
step-by-step annotations explaining the purpose of each action, as the strongest behavioral evidence
that an LLM was generating and adapting the payloads live rather than executing a pre-scripted
playbook [1][3][4].

Once inside, the agent encrypted all 1,342 Nacos configuration items using MySQL's built-in
AES ENCRYPT () function, dropped the original configuration and history tables, and created a
README RANSOM table containing a Bitcoin payment address and a ProtonMail contact. The AES key
itself was generated from two concatenated UUID4 values, printed once to standard output, and never
persisted or transmitted to any command-and-control channel, which means that even a victim willing to
pay would have no path to recovery [1][4]. Whether this represents intentional, autonomously chosen
extortion leverage or simply an artifact of how the agent was instructed to generate keys is unclear, but
the practical effect is the same: the destructive action was irreversible from the moment it executed.
SecurityAffairs also flagged an odd detail in the ransom note: the Bitcoin address the agent supplied
matches the canonical example address used in Bitcoin's own developer documentation, raising the
possibility that the model either hallucinated a plausible-looking address from its training data or reused
a placeholder without the operator noticing. SecurityAffairs treats this as a plausible sign that the
operator did not closely review the agent's output before deployment, though that conclusion cannot be
confirmed from available evidence [4].

Two elements of this case deserve particular attention from a defensive standpoint. First, nearly every
technique the agent used, an unpatched RCE, a stale CVE, default service credentials, and a default
cryptographic signing key, was already well known and independently patchable; the innovation was not
novel exploitation but the agent's ability to chain known weaknesses into a complete intrusion without a
human operator coordinating each step. Second, the credential-harvesting phase specifically targeted
the exact kind of secrets that organizations increasingly scatter across LLM application infrastructure:
provider API keys, cloud tokens, and object-storage credentials stored as environment variables

reachable from an internet-facing process. Heath Renfrow, CISO at incident-response firm Fenix24,
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noted that agentic threat actors compress what previously took a skilled human operator hours to
accomplish into minutes [3]. That compression, in turn, materially shortens the window defenders have

to detect and contain an intrusion before irreversible damage occurs.

Recommendations

Immediate Actions

Organizations running Langflow should confirm they are on version 1.3.0 or later and should not expose
the /api/vl/validate/code endpoint, or any similar code-execution endpoint in LLM
application frameworks, directly to the internet [5][6]. Nacos deployments should be checked for the
default token.secret.key signing value and upgraded past version 141 to close the
AuthFilter bypass, and any MinlO, database, or object-storage service still running factory-default
credentials such as miniocadmin:minioadmin should have those credentials rotated immediately
[1]. Security teams should also search their environment for the specific indicators Sysdig published,
including the command-and-control address 45.131.66[.]106, the staging address
64.20.53[.]1230, and outbound cron jobs beaconing on port 4444, since these are directly

reusable detection signatures rather than generic guidance [1].

Short-Term Mitigations

Beyond patching the specific vulnerabilities exploited here, organizations should treat any host running
an LLM application framework, agent orchestration platform, or Al development tool as a high-value
target deserving the same internet-exposure discipline applied to production databases, because these
hosts increasingly aggregate exactly the credentials an autonomous attacker wants: LLM provider API
keys, cloud tokens, and internal service credentials. Storing such secrets in environment variables on
internet-reachable processes should be treated as a finding to remediate, with a preference for short-
lived, vaulted credentials that are not readable by a process compromised through an application-layer
flaw. Database and configuration-management services such as Nacos that hold administrative authority
over an environment should not be reachable from general application infrastructure, and default
credentials and signing keys should be part of routine configuration audits rather than one-time

deployment checklists.
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Strategic Considerations

JadePuffer is best understood as an early, unusually well-documented instance of a broader shift: LLM-
driven agents lower the cost and skill floor for executing full attack chains, which means defenders
should expect the volume and speed of automated intrusions to increase even where the underlying
vulnerabilities being exploited are old and already well understood. The 42-second failure-recovery cycle
observed in this case suggests that incident response processes calibrated to human attacker speed will
need to be re-evaluated for a threat model where reconnaissance, exploitation, and adaptation happen
at machine speed. Organizations building or operating their own Al agents face a related but distinct
challenge: many of the same weaknesses this attacker exploited (broad credential access, weak default
authentication, and insufficient runtime oversight of automated actions) are the same weaknesses that
make an organization's own internal agents risky if compromised or misdirected, which argues for
applying agentic-Al-specific security testing and identity governance to both externally-facing Al tooling
and internally-deployed autonomous agents alike.

CSA Resource Alignment

CSA's Agentic Al Red Teaming Guide is the most directly relevant prior CSA publication to this incident
[9]. The guide provides structured testing methodologies for autonomous agents across categories that
include permission escalation, orchestration flaws, memory manipulation, and supply-chain risk, several
of which are directly relevant to the behaviors JadePuffer exhibited: an agent reasoning about targets,
chaining privilege escalation across systems, and acting without a human-in-the-loop checkpoint.
Organizations seeking to anticipate how an agentic threat actor might move through their own
environment can use the guide's procedures to red-team the exact kind of internet-facing Al tooling that

JadePuffer exploited, rather than waiting to encounter these techniques in production [9].

JadePuffer should also be read against CSA's Autonomous but Not Controlled: Al Agent Incidents Now
Common in Enterprises, a 2026 survey finding that 65% of organizations had already experienced at
least one Al-agent-related incident in the past year and that 82% had discovered shadow Al agents
operating outside their visibility [10]. The same survey found that only 21% of organizations maintain a
formal process for decommissioning agents and that just 19% are confident they can fully retire one,
which points to the same operational gap JadePuffer exploited: an internet-facing Langflow instance
that had gone more than a year without a patch was, functionally, an unmanaged, agent-adjacent asset
nobody was tracking [10]. Read together with Sysdig's incident data, the survey suggests JadePuffer is
not an outlier so much as an early, well-documented instance of a pattern most enterprises are already
experiencing without knowing it.
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The credential-harvesting phase of this attack is directly relevant to two additional CSA surveys on
agent identity. Securing Autonomous Al Agents found that only 18% of organizations are highly confident
their identity and access management systems can govern Al agents, and that static API keys, shared
service accounts, and username/password combinations remain the most common authentication
methods in production deployments [11]. CSA's companion report, Identity and Access Gaps in the Age
of Autonomous Al, documents the underlying cause: Al agents typically borrow human or shared
identities rather than being provisioned as distinct entities, leaving them holding inherited permissions
that are difficult to scope, audit, or revoke [12]. JadePuffer's success in sweeping environment variables
for LLM provider keys and pivoting on default service credentials is precisely the failure mode these two
surveys describe as systemic rather than isolated, reinforcing that identity governance for Al

infrastructure, not just for Al agents themselves, needs to catch up with deployment speed.

For organizations structuring a broader threat model around agentic risk, CSA's MAESTRO: Agentic Al
Threat Modeling Framework provides a layered methodology for reasoning about autonomous agent
threats across the full agent stack, from foundation models through orchestration and deployment
infrastructure, which can help teams classify where in their own architecture a JadePuffer-style chain
could gain a foothold [13]. Finally, the Al Controls Matrix (AICM) v1.1 offers control mappings, particularly
in its identity and access management and threat and vulnerability management domains, that
organizations can use to formalize the credential hygiene, patch management, and default-configuration
review practices this incident shows were absent at the victim organizations [14].
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