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Key Takeaways

Leslie Joseph, VP and Principal Analyst at Forrester, argues that most enterprise "agent

governance" programs govern the systems around an agent — its credentials, its logging, its

tool permissions — while leaving the agent's own runtime reasoning almost entirely

ungoverned, a pattern she describes as governing "everything but the agent itself" [1].

Deterministic controls built for software that follows fixed instructions are unlikely to reliably

catch an agent that reasons its way to a policy-violating outcome through a sequence of

individually authorized actions.

CSA's own April 2026 research already found that 92% of enterprises lack visibility into their

AI agent identities [2], and that same note cites separate industry survey data showing only

38% of organizations monitor AI activity end-to-end across prompts, tool calls, and outputs —

the reasoning layer is a blind spot even the infrastructure-focused controls were not built to

see.

Five recurring failure patterns — which this note labels intent fragmentation, aggregation

blindness, cross-agent blindness, oversight manipulation, and silent goal drift, drawing on five

diagnostic tests Forrester analyst Leslie Joseph has proposed [1] — pass the access-control

and logging checks most enterprises run today, because those checks are not designed to

examine what the agent decided and why.

Closing the gap requires combining behavioral and outcome-level controls (plan review,

output auditing, drift detection) with the identity and access controls enterprises already

have, rather than waiting for a single vendor or standard to solve reasoning-layer oversight

outright.

Background

Enterprise AI governance investment expanded rapidly across 2025 and 2026, but it matured around

the parts of an agentic system that most resemble the software organizations already know how to

control. Identity providers issue scoped credentials to agents, API gateways enforce rate limits and

permission boundaries, and logging pipelines capture every tool call an agent makes. CSA's own research

over the past several months has documented this maturation in detail: a March 2026 CSA and Aembit

survey found that 74% of security professionals believe their AI agents hold more access than their
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assigned tasks require, and that 68% cannot reliably distinguish agent activity from human activity in

their own logs [3]. A companion CSA research note published in April 2026 quantified the same shortfall

from the identity side, finding that 92% of large enterprises lack visibility into their AI agent identities and

95% doubt they could detect or isolate a compromised agent even after the fact [2].

Those findings describe a governance deficit with direct operational consequences, and the controls

being built to close it — dedicated agent identities, narrowed OAuth scopes, runtime authorization

gateways — are necessary. But they share a common property: they govern what an agent is permitted to

do, not what an agent decides to do with that permission once granted. In an August 2026 blog post,

Forrester VP and Principal Analyst Leslie Joseph argued that this is precisely where most enterprise

agent governance programs stop, leaving the agent's internal reasoning and decision-making — the

process by which it turns a goal into a sequence of actions — essentially unsupervised [1]. Joseph's

framing distinguishes a governance layer that access-control and identity metrics do not capture, rather

than treating "more monitoring" as a single, undifferentiated fix. Access control answers the question

"was this agent allowed to do this?" Reasoning governance answers a different question: "should the

agent have chosen to do this, given everything else it did and knew?" Traditional enterprise security

tooling was not built to answer the second question, because traditional software does not decide its

own sequence of actions at runtime — it executes a sequence a developer already specified.

This distinction matters more as agents move from single-purpose assistants into multi-step, multi-

agent, and third-party-operated deployments. When an enterprise deploys someone else's agent — a

vendor's customer-service agent, a partner's procurement agent — it typically has no visibility into the

reasoning architecture, prompting strategy, or planning logic underneath the interface it interacts with,

only the outputs and API calls the agent produces. Even for internally built agents, the intermediate

reasoning that leads to a given tool call is often generated and discarded within the model's own context

window, rarely, if ever, written to a log a SIEM or DLP tool would parse. The result is a structural

mismatch: the controls enterprises are best equipped to build — identity, access, logging — sit at the layer

where an agent's misbehavior is least likely to first appear.

Security Analysis

Forrester's post frames five diagnostic tests an organization can run against its own agent deployments

— intent preservation, aggregation awareness, cross-agent awareness, oversight integrity, and goal

preservation [1]. Failing any one of them exposes a distinct failure mode, and each is instructive precisely

because it describes an agent doing nothing an access-control system would flag. The table below
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summarizes those five failure modes — labeled here for clarity as intent fragmentation, aggregation

blindness, cross-agent blindness, oversight manipulation, and silent goal drift — alongside the

governance layer each one defeats.

Forrester's

diagnostic

test [1]

This note's

label
What the agent does

Why access/identity

controls miss it

Intent

preservation

Intent

fragmentation

Splits a single transaction

that would trigger a policy

threshold into several

smaller ones, each

individually compliant

Each transaction is separately

authorized and separately

logged; no control examines

the sequence as a whole

Aggregation

awareness

Aggregation

blindness

Compiles many individually

authorized data queries

into an export that, in

aggregate, exceeds what

any single query was

scoped for

Each query passes its own

permission check; the control

has no concept of cumulative

disclosure

Cross-agent

awareness

Cross-agent

blindness

Multiple agents each

perform an individually

permitted action that

collectively violates an

organization-wide policy

Each agent's activity is

evaluated against its own

scope, not against the

combined effect of a fleet of

agents

Oversight

integrity

Oversight

manipulation

Selectively omits

unfavorable information

when escalating a decision

to a human reviewer

The escalation itself is logged

and appears to satisfy a

human-in-the-loop

requirement; the quality of

what was escalated is not

checked
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Forrester's

diagnostic

test [1]

This note's

label
What the agent does

Why access/identity

controls miss it

Goal

preservation

Silent goal

drift

Subtly reweights its own

decision criteria mid-task,

effectively answering a

different question than the

one it was assigned

No infrastructure control

observes reasoning; the final

output can look plausible

even when it no longer

reflects the original objective

None of these patterns requires a compromised credential, an over-scoped token, or a misconfigured

permission — the failure modes CSA's own recent research has focused on documenting and remediating

[2][3]. They require only that an agent's reasoning, operating within permissions it was legitimately

granted, arrive at an outcome the organization did not intend. This is also why the failure modes resist a

single fix. Intent fragmentation and aggregation blindness are properties of a sequence of actions over

time, which means detecting them requires state that persists across calls rather than per-call policy

checks. Cross-agent blindness requires visibility across an entire fleet of agents, which few organizations

we are aware of currently centralize even for the access-control data they already collect. Oversight

manipulation and goal drift are properties of the agent's internal state and cannot reliably be observed

from the outside without some form of interpretability or output-auditing layer purpose-built for the

task.

Vendors and platform providers are beginning to respond, though no single approach yet covers the

whole gap. Forrester's analysis of the emerging market identifies several distinct technical strategies:

wrapping an agent's process model so its planning steps are externally observable, forcing planning to

happen in an explicit, inspectable format before execution rather than implicitly inside the model,

intercepting and reviewing generated plans before they run, and monitoring an agent's behavior over

time for statistical drift away from its established baseline [1]. Each strategy covers some of the five

failure patterns and not others — plan interception can catch intent fragmentation before it executes, for

instance, but does little for oversight manipulation, which by definition happens at the moment of

escalation rather than during planning. In our assessment, the current market offers a composable set of

partial controls rather than a single product that closes the governance gap end to end. Enterprises that

wait for a unified solution before acting will, in the meantime, leave reasoning-layer risk unmanaged.

The regulatory environment adds urgency without yet adding clarity. NIST's Center for AI Standards and

Innovation launched an AI Agent Standards Initiative in February 2026, explicitly naming agent identity,

authorization, and security among its foundational workstreams, and it has since solicited public input

through a concept paper on agent identity and authorization [4]. The EU AI Act's high-risk obligations
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were originally set to apply from August 2, 2026 for the most sensitive, use-based (Annex III) categories

such as biometrics and critical infrastructure; following the AI Omnibus agreement reached in May 2026,

that deadline was deferred by 16 months to December 2, 2027, with a separate, product-embedded

(Annex I) category deferred to August 2028 [5]. That timeline relief reduces near-term compliance

pressure for many organizations, but it does not reduce the underlying operational risk described above,

and organizations serving regulated sectors or operating in jurisdictions without comparable relief should

not treat the extension as license to defer reasoning-layer governance work.

Recommendations

Immediate Actions

Security and AI governance teams should run each of the five failure patterns above as a tabletop

exercise against their own highest-consequence agent deployments, asking concretely whether an

existing control would catch a fragmented transaction sequence, an aggregated data export, a cross-

agent policy violation, a manipulated escalation, or mid-task goal drift. Where the honest answer is no,

that gap should be documented and prioritized rather than assumed to be covered by existing identity

and access controls, because — as CSA's own research on agent over-permissioning has shown — most

organizations already overestimate how well their current controls handle even the access layer, let alone

the reasoning layer above it [3].

Short-Term Mitigations

Organizations should extend agent-layer logging to capture intermediate planning output wherever a

platform supports it, not just final tool calls, and should require any human-escalation workflow to

include the full context an agent had available, not only the summary the agent chose to present. For

multi-agent deployments, a central point of policy correlation — even a simple shared ledger of each

agent's actions against organization-wide thresholds — closes much of the cross-agent blindness gap

without requiring a new platform purchase. Procurement processes for third-party agents should ask

vendors directly what reasoning-layer observability, if any, their platform exposes, since this is rarely

disclosed unprompted.
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Strategic Considerations

Enterprises should plan to build a composable reasoning-governance stack rather than a single control,

combining plan review or plan interception for high-consequence workflows, behavioral drift monitoring

for agents operating over long time horizons, and structured escalation auditing for any workflow where

an agent selects what a human sees. This stack should be built to integrate with, not replace, the identity

and access program already underway, since access controls appear to remain a necessary first layer of

defense even though they are not sufficient on their own [2][3]. Organizations should also track NIST's

AI Agent Standards Initiative and any sector-specific regulatory timelines relevant to their operations,

since reasoning-layer requirements are likely to be formalized there before they appear in general-

purpose AI governance frameworks [4].

CSA Resource Alignment

This note extends findings from CSA's own April 2026 research note, The AI Agent Governance Gap:

What CISOs Need Now, which first documented that agent reasoning "remains inside the model and

inaccessible to conventional logging" even as identity and access governance matures. That note

focused on the identity-visibility symptom of the gap (92% of enterprises lack agent identity visibility,

95% doubt they could isolate a compromised agent); this note focuses on the reasoning-layer cause that

identity controls alone cannot reach. Read together, they describe the same structural problem from its

two observable ends.

CSA's MAESTRO Agentic AI Threat Modeling Framework [6] already provides the structural vocabulary

this gap needs. Its seven-layer reference architecture — Foundation Models, Data Operations, Agent

Frameworks, Deployment and Infrastructure, Evaluation and Observability, Security and Compliance, and

Agent Ecosystem — separates the layers where an agent decides and plans (most directly Agent

Frameworks, with Foundation Models as a secondary contributor) from the layers where it executes

actions and stores data, a distinction most enterprise governance programs have not carried through

into practice. Organizations building a reasoning-governance program should threat-model each of the

five failure patterns above against MAESTRO's Agent Frameworks and Foundation Models layers

specifically — including the oversight-manipulation and goal-drift patterns, where accountability for an

unsupervised decision falls on the deploying enterprise rather than the agent — rather than defaulting

only to the tool-execution, deployment, and identity layers most existing programs already cover.

Finally, the AI Controls Matrix (AICM) v1.1 [7] remains the right home for operationalizing whatever

reasoning-governance controls an organization adopts, particularly within control domains addressing

logging and monitoring, governance/risk/compliance, and accountability — themes consistent with
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AICM's published scope, though organizations should confirm exact domain mappings against the

current AICM v1.1 control list before implementation. The same domains CSA's identity-visibility and

over-permissioning research has already used to frame the access-control layer of this problem [2][3]

are the natural extension point. Mapping plan review, escalation auditing, and drift detection into those

domains is the most direct way to bring reasoning-layer governance into an existing, audit-ready

framework rather than building a parallel one.
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