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Key Takeaways

On August 18, 2026, CISA, the NSA, the FBI, the Department of Energy, and the Environmental
Protection Agency jointly published Advisory AA26-231A, warning of an active threat in which
adversaries use Al-generated exploitation scripts against internet-exposed Siemens S7 Series
programmable logic controllers (PLCs) [1][2]. The scripts are disguised as legitimate monitoring tools
and are built by combining open-source industrial automation libraries with Al-assisted development —
what the advisory calls "an evolution in threat actor capabilities, dramatically reducing the technical
expertise and time required" to produce working ICS exploitation tools [1][2]. Targeted sectors include
critical manufacturing, energy, water and wastewater, chemical, food and agriculture, and commercial
facilities, with water utilities across at least a dozen states specifically named [2][3]. No specific threat
actor has been attributed to this campaign, though the advisory follows an April 2026 warning about
Iranian-affiliated actors exploiting PLCs in U.S. water systems, and reporting has linked the two

campaigns circumstantially [4][3].

A former CISA official described this as the first advisory in which the agency explicitly states that a
malicious actor is using Al-generated scripts against operational technology [3]. If accurate, that would
mark a shift in how federal agencies characterize the Al-enabled threat to OT. The recommended
mitigations, meanwhile, are traditional OT hygiene measures — asset inventory, patching, network
isolation, and access control — rather than Al-specific countermeasures [1][2]. This suggests the near-
term defensive gap is one of basic exposure management rather than a need for novel Al-specific

technology.

Background

Siemens S7 Series PLCs are among the most widely deployed industrial controllers in the world, forming
the automation backbone for water treatment, energy distribution, chemical processing, food and
beverage manufacturing, and discrete manufacturing operations across the United States [1][5]. Their
ubiquity, combined with the S7comm protocol's long history of running on internet-facing networks
without adequate segmentation, is widely cited by security researchers as a reason these devices have

become a recurring target for both criminal and nation-state activity [1][5]. Public scanning data has
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repeatedly shown tens of thousands of industrial control devices directly reachable from the open
internet, a persistent exposure problem that predates any Al-specific threat and that security

researchers and federal agencies have flagged for years [1][5].

The August 18, 2026 advisory arrives four months after CISA, in coordination with the FBI, issued AA26-
097A warning that Iranian-affiliated cyber actors were exploiting programmable logic controllers across
U.S. critical infrastructure, with water and wastewater utilities singled out as a preferred target [4]. That
advisory, first published April 7, 2026, initially documented targeting of Rockwell Automation and Allen-
Bradley controllers; the authoring agencies updated it on July 22, 2026 to expand the confirmed scope
to Siemens and Schneider Electric equipment as well [4]. The original advisory described attackers
gaining access to internet-exposed PLCs using default or weak credentials and manipulating operational
parameters, consistent with a broader pattern of Iran-linked activity against U.S. water systems
documented since a December 2023 CISA advisory on Unitronics PLC exploitation [8]. The new
advisory does not name a specific actor, describing the observed activity as "likely intended as persistent
reconnaissance,” but multiple outlets have noted the timing and targeting overlap with the earlier Iran-
linked campaign, and some reporting has speculated that Al-assisted tooling may represent the same

actors adopting new development methods rather than a distinct threat group entering the space [3][2].

What distinguishes AA26-231A from prior ICS advisories is its explicit statement that the exploitation
tools observed in this activity were built using artificial intelligence. According to the joint advisory, threat
actors are conducting reconnaissance and capability development against U.S.-based Siemens PLC
installations using Al-generated exploitation scripts that are disquised as legitimate monitoring software,
allowing them to blend into normal engineering and diagnostic traffic on the systems they target [1][2]. A
former senior CISA official quoted in coverage of the advisory characterized it as the first instance in
which the agency has stated, within a formal cybersecurity advisory, that a malicious actor is using Al-
generated scripts specifically to target operational technology [3]. Neither the advisory nor the
reporting on it specifies the evidentiary basis for that Al-generated characterization — for example,
whether it rests on attacker self-disclosure, code-style or toolchain fingerprinting, or artifacts
characteristic of Al-generated code — a gap worth noting given how central this determination is to the
advisory's threat framing [1][2][3]. CSA assesses that this framing matters less for its technical novelty —
Al-assisted script generation for known exploitation patterns is not itself a new capability — and more
because it signals that federal agencies now consider Al-enabled tooling a factor mature enough to
warrant explicit mention in operational threat guidance for the OT community, rather than a hypothetical

future risk confined to enterprise IT.
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Security Analysis

The attack pattern described in the advisory does not depend on a novel vulnerability class. Instead, it
combines three ordinary building blocks in a way that meaningfully lowers the barrier to entry for
attacking PLCs. First, threat actors use internet scanning services to identify PLCs that are reachable
from the public internet and running outdated firmware or otherwise insufficiently protected
configurations, in essentially the same way a legitimate reconnaissance tool or search engine like Shodan
would enumerate exposed devices [1][5]. Second, once a target is identified, the actors connect to it
using the S7 protocol in the same manner a legitimate engineering workstation would, exploiting the fact
that many S7 deployments lack strong authentication or network-level access controls that would
distinguish an attacker's session from a technician's [1][5]. Third — and the element that the advisory
calls out as new — the actors are combining accessible, open-source industrial automation libraries with
Al-assisted scripting to generate custom exploitation and monitoring-disguised tooling rather than

hand-coding it or relying on previously circulated malware [1][3].

This combination of known vulnerabilities, freely available exploitation libraries, and Al-assisted
development is what the advisory characterizes as producing "a high-probability attack scenario against
inadequately protected PLC installations” [1]. The security significance is less about any single exploit
and more about velocity and accessibility: this suggests Al-assisted development may compress the
research-and-tooling phase of an attack that previously required specialized ICS protocol knowledge,
potentially expanding the population of actors capable of mounting a credible campaign against
Siemens equipment. A cybersecurity vendor quoted in coverage of the advisory noted that "the
exposure pattern is not brand specific," meaning that while Siemens S7 controllers are the named target
in this advisory, the underlying exposure conditions — internet-reachable engineering interfaces, weak
authentication, and insufficient segmentation — apply broadly across PLC vendors and are not unique to
Siemens's product line [3]. That observation is consistent with CSA's own prior research finding that a
substantial share of OT systems run outdated operating systems, lack automatic protective controls, and
maintain direct or remotely accessible internet connections, conditions that predate and extend well

beyond any single vendor's equipment [6].

The sectors named in the advisory — critical manufacturing, energy, water and wastewater, chemical,
food and agriculture, and commercial facilities — track closely with sectors that have historically invested
less in OT-specific security controls than in IT [6]. Security researchers commonly attribute this gap to
legacy equipment lifespans measured in decades and the operational risk of introducing security tooling
into systems where availability and safety take precedence over patching cadence. Water and
wastewater utilities warrant particular attention: the advisory names utilities across at least a dozen
states, and this sector has been a recurring target of PLC-focused intrusions over the past three years,

including the widely reported December 2023 Unitronics campaign against Unitronics Vision Series
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PLCs in municipal water systems [8] and the Iranian-linked campaigns against Rockwell Automation and,
later, Siemens and Schneider Electric equipment described above — both of which have concentrated on
smaller municipal utilities that reportedly lack dedicated OT security staff [4]. The recurrence of water
sector targeting across multiple advisories, now compounded by Al-assisted tooling, suggests that
under-resourced utilities remain the most exposed segment of this threat landscape regardless of which

specific vendor's equipment is targeted.

It is also worth situating this advisory within a broader pattern CSA has documented: as organizations
increasingly connect Al-driven agents and automation into legacy environments — including OT and ICS
— the security perimeter that matters is not the Al system itself but everything the Al system, or in this
case Al-generated tooling, can reach or interact with [7]. This is consistent with a blind spot CSA has
previously flagged in Al-to-legacy-infrastructure integrations [7]: monitoring and diagnostic tools are
commonly trusted by default in OT environments, and traditional OT intrusion detection is not

necessarily tuned to catch either the Al-generation method or the monitoring-tool disguise.

Recommendations

Immediate Actions

Operators of Siemens S7 Series PLCs, and PLCs more broadly given the vendor-agnostic exposure
pattern noted above, should take inventory of all PLC assets and confirm which, if any, are reachable
from the public internet. Devices found to be internet-exposed should be isolated immediately, either by
removing the direct connection entirely or by placing the device behind a properly configured firewall
and VPN that restricts access to authorized engineering workstations. Organizations should also verify
that all available security patches for their specific Siemens S7 models have been applied, since the
advisory's attack chain depends in part on exploiting known, previously disclosed vulnerabilities rather

than novel zero-days [1][2].

Short-Term Mitigations

Beyond isolating exposed devices, operators should strengthen access controls on engineering and
diagnostic interfaces, replacing default or shared credentials with unique, strongly authenticated
accounts, and should enable logging and monitoring capable of distinguishing legitimate engineering
traffic from unauthorized connections. Because the advisory highlights disguised monitoring tools as the
delivery mechanism, security teams should treat any newly introduced monitoring or diagnostic software

on OT networks with the same scrutiny applied to unknown executables on IT networks, verifying
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provenance before allowing it to run with access to control-plane traffic. Organizations should also plan
explicitly for a PLC compromise scenario, including manual override procedures and incident response
playbooks specific to OT environments, since the agencies emphasized that the threat is active rather
than theoretical [1][2].

Strategic Considerations

Over the medium term, organizations operating Siemens or other vendors' PLCs should treat internet
exposure elimination and network segmentation as a standing program rather than a one-time
remediation, given that scanning-based reconnaissance against exposed ICS devices is understood to
be continuous and not tied to any single campaign [5]. Security teams should also begin incorporating
Al-assisted attacker tradecraft into their threat models for OT environments, recognizing that the barrier
to producing working exploitation tooling against known ICS vulnerabilities appears to have lowered and
will likely continue to do so. Finally, given that this advisory is the latest in a sequence following the April
2026 warning about Iranian-affiliated PLC exploitation and its July 2026 expansion to include Siemens
equipment, organizations in the named sectors should treat sustained reconnaissance against their PLC

fleets as an ongoing condition to monitor for, not a single event to remediate and close out [4][3].

CSA Resource Alignment

CSA's Zero Trust Guidance for Critical Infrastructure is the most directly applicable prior CSA
publication, offering a five-step Zero Trust implementation process purpose-built for OT and ICS
environments. The guidance documents that a substantial share of OT systems run outdated operating
systems, lack automatic protective controls, and maintain direct or remotely accessible internet
connections — precisely the exposure conditions that the AA26-231A advisory identifies as the enabling
factor for Al-assisted PLC exploitation. Organizations responding to this advisory can use that
guidance's protect-surface definition and operational-flow-mapping steps as a structured way to
identify which PLCs need immediate isolation versus which can be brought under compensating network

controls.

CSA's rapid research note, Legacy Infrastructure: The Al Agent Security Blind Spot, is directly relevant to
the Al-generation dimension of this advisory. That research argues that Al-focused security controls
consistently stop at the boundary of the Al system itself, leaving the legacy infrastructure an Al-

generated tool ultimately touches — including OT and ICS — as an under-secured attack surface. It
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https://cloudsecurityalliance.org/artifacts/zero-trust-guidance-for-critical-infrastructure
https://labs.cloudsecurityalliance.org/research/csa-research-note-legacy-infrastructure-ai-agent-systemic-at/

further recommends applying the CISA principles for secure integration of Al into operational
technology, which is a practical, ready-made checklist for the exact monitoring-tool-disguise scenario

this advisory describes.

CSA's State of ICS Security in the Age of Cloud provides longer-horizon context for why PLC exposure
persists despite years of warnings, documenting the historical pattern of ransomware and nation-state
campaigns against ICS environments and the structural reasons — legacy asset lifespans, limited OT
security staffing, and IT-OT convergence pressure — that internet-facing PLCs remain common even

after repeated federal advisories.

As a standing framework fallback, the Al Controls Matrix (AICM) V1.1 provides control-level guidance
applicable to organizations assessing whether Al-generated code and Al-assisted tooling — whether
used defensively or, as in this case, offensively against their environment — falls within scope of their
existing Al governance and vulnerability management programs.
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