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Key Takeaways

On August 19, 2026, the National Security Agency, the Cybersecurity and Infrastructure Security
Agency, the FBI, the Department of Energy, and the Environmental Protection Agency jointly issued
Advisory AA26-231A, warning of an active campaign against internet-exposed Siemens S7 Series
programmable logic controllers spanning the S7-200, S7-300, S7-400, S7-1200, and S7-1500 families
[1]. The advisory's most notable feature is not a new vulnerability but a new tool: unidentified threat
actors are using Al assistance to generate Python exploitation scripts, built on the open-source
python-snap7 library and the S7comm protocol, that are disguised as legitimate operational
technology monitoring software [1][2]. These tools grant read and write access to PLC memory,
configuration data, and ladder logic, and their emergence lowers the technical bar for compromising
controllers that security researchers have historically described as protected mainly by obscurity and

scarce protocol expertise [3], rather than by strong authentication.

The campaign does not depend on a newly disclosed CVE. Instead it exploits a familiar and stubborn
combination of internet exposure, outdated firmware, weak or default authentication, and configuration
drift that a July 2026 Siemens advisory had already flagged [4]. Siemens has stated that it has not
identified new vulnerabilities or elevated attack volumes in its ICS product line, which suggests the
change is in attacker tradecraft and scale rather than in the underlying attack surface [4]. That
distinction matters for defenders: patching alone will not close this exposure, because the entry points
are largely internet-facing port 102 (S7comm) connections and reused or absent credentials rather than

unpatched code paths [1].

The advisory arrives roughly a month after a separate, Iran-nexus campaign disrupted PLCs at
approximately 30 Minnesota water systems and other utilities across multiple states by remotely
changing device passwords and IP addresses to lock out operators [5][3]. CISA's updated guidance on
that campaign, Advisory AA26-097A, had already expanded its manufacturer scope beyond Rockwell
Automation to include Siemens and Schneider Electric controllers [5]. Whether the Al-assisted S7
activity is connected to that actor or represents a distinct effort, the two advisories together indicate
that Al-accelerated tooling is now a factor in real-world operational technology intrusions, not merely a

theoretical concern raised in threat-modeling exercises.
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Background

Siemens' SIMATIC S7 family is deployed widely across North American critical infrastructure, spanning
water treatment, energy distribution, chemical processing, food and agriculture, and discrete
manufacturing [1]. Many S7-200 and S7-300 units in service today were installed decades ago, when
the S7comm protocol was designed for isolated plant networks rather than internet connectivity, and
consequently lacks native authentication or encryption for many read and write operations [1]. As
operational technology has converged with IT networks for remote monitoring, predictive maintenance,
and vendor support, an unquantified but growing number of these devices has become reachable from
the public internet, often unintentionally, through misconfigured firewalls, VPN gateways, or remote-

access software installed for legitimate maintenance purposes.

Internet-exposure scanning services such as Shodan, Censys, and ZoomEye have made locating these
devices straightforward for years; what has changed is what an attacker can do once a device is found.
The joint advisory describes threat actors using Al assistance to translate publicly available Siemens
documentation and open-source protocol libraries into working exploitation scripts, then packaging
those scripts to resemble legitimate OT monitoring utilities so that they blend into normal network traffic
and endpoint activity [1][2]. This pattern mirrors a trend CSA's research on legacy infrastructure risk has
flagged: Al-assisted development compresses the time and expertise historically required to weaponize
public vulnerability and protocol information, extending that effect from web and enterprise software
into the OT domain, where defenders have historically relied on the assumption that specialized protocol

knowledge was a natural barrier to entry [6].

The timing is also notable. In April 2026, CISA and its partners warned that Iranian-affiliated actors were
exploiting internet-connected PLCs across multiple sectors; that advisory was updated in July 2026 to
broaden its scope from Rockwell Automation devices to include Siemens and Schneider Electric
controllers after new intrusion activity was observed [5]. Days later, authorities in Minnesota reported
that roughly 30 water systems had PLCs remotely locked out through password and IP address changes,
and similar disruptions were investigated across at least seven states [5][3]. The August 19 advisory on
Al-generated S7 exploitation followed within weeks, and while the authoring agencies stopped short of
formally attributing the two campaigns to the same actor, the succession of advisories illustrates how

rapidly OT-focused intrusion techniques have iterated over the course of the year.
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Security Analysis

The core technical finding in AA26-231A is that threat actors are pairing commodity tooling, python-
snap7 , an open-source Python wrapper for Siemens' native Snap7 communication library, with Al-

generated code to build exploitation scripts that communicate directly with S7 devices over the
S7comm protocol [1][2]. These scripts can enumerate exposed controllers, read and write PLC memory
and configuration data, and, in some cases, modify ladder logic, the low-level program that determines
how a controller actuates physical equipment such as pumps, valves, and relays [3]. Because the
underlying python-snap7 library is a legitimate tool used by engineers for diagnostics and
integration, the advisory suggests that Al assistance is being used less to invent a new capability than to
adapt existing documentation and example code into disguised attack scripts [1][2] — a pattern that
would also make signature-based detection built around known malicious samples less reliable, though

the advisory does not describe confirmed detection-evasion testing.

This has three practical consequences for defenders. First, the barrier to producing working ICS
exploitation tooling drops for a wider population of less sophisticated actors, since Al assistance can
substitute for the deep protocol expertise that OT intrusion has traditionally demanded. Second,
because the scripts are designed to mimic legitimate monitoring software, conventional endpoint
detection tuned to flag known malware families is less likely to catch them; effective detection instead
has to focus on behavioral indicators such as unexpected S7comm read/write patterns, connections to
controllers outside an established baseline, or the presence of processes using snap7.dll or

python-snap7 where no authorized monitoring tool is deployed. Third, because the exploited

weaknesses are internet exposure, weak authentication, and outdated firmware rather than a specific
unpatched vulnerability, no single patch or update resolves the underlying exposure; the advisory's
primary recommendation is to remove internet-facing S7 PLCs from direct exposure entirely rather than

wait for a vendor fix [1].

Siemens' public response is worth reading carefully alongside the advisory. The company stated that it
has "not identified increased attack levels or unknown vulnerabilities” in its ICS products, which is
consistent with the government agencies' characterization that this is a tradecraft and scale story rather
than a new-vulnerability story [4]. Industry response has echoed that framing; representatives from the
IT-ISAC and Food and Agriculture-ISAC noted that the reported attacks largely reflect long-standing
weak security processes and difficult-to-maintain legacy hardware rather than a fundamentally new class
of weakness [4]. That assessment is consistent with CSA's own research into legacy infrastructure risk in
Al-adjacent contexts, which characterizes the security gap in these environments as predominantly an
identity, segmentation, and configuration problem rather than a code-level vulnerability problem [6] — a

dynamic this campaign appears to exploit rather than create.
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The following table summarizes the affected device families and the sectors the joint advisory identifies

as most exposed.

Siemens PLC

. Representative Models Sectors Most Affected
Family
S7-200 All CPU variants Water and Wastewater, Food and

Agriculture
S7-300 CPU 314, 315, 317 Critical Manufacturing, Chemical
S7-400 All CPU variants Energy, Chemical
S7-1200 CPU12N1C-1217C Commercial Facilities, Manufacturing
S7-1500 All CPU variants, including F-series Energy, Water and Wastewater,
safety controllers Defense Industrial Base

Source: CISA Advisory AA26-231A[1] and reporting from Cybersecurity Dive [4].

Recommendations

Immediate Actions

Facility operators should identify and remove any Siemens S7 PLC accessible from the public internet,
prioritizing controllers reachable on TCP port 102, the standard S7comm port, since the advisory
identifies direct internet exposure as the dominant enabling condition for this campaign [1]. Where
remote access is operationally required, it should be routed through a VPN or jump host with multi-factor
authentication rather than direct exposure of the controller itself. Security teams should also inventory
endpoints for unauthorized installations of snap7.dl11 or python-snap7, since the advisory
notes that malicious scripts built on these libraries are disquised as legitimate monitoring tools and may

otherwise go unnoticed in an asset inventory [1][2].
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Short-Term Mitigations

Organizations running S7 series controllers should audit and reset default or weak credentials across
HMI, engineering workstation, and PLC-level access, since the advisory names weak authentication
alongside internet exposure as a primary exploited weakness rather than a novel vulnerability [4].
Network segmentation between IT and OT environments should be verified against current architecture
diagrams rather than assumed from historical documentation, given how frequently convergence
projects introduce undocumented pathways between the two. Security teams should also deploy
behavioral monitoring for S7comm traffic anomalies, such as unexpected read/write operations to
ladder logic or configuration memory from hosts outside an established engineering baseline, since
signature-based detection is unlikely to catch Al-generated scripts designed to mimic legitimate tools.

Strategic Considerations

Longer term, the emergence of Al-assisted exploit development for OT protocols argues for treating
Zero Trust segmentation and access control as a baseline requirement for legacy industrial environments
rather than an aspirational future state, consistent with the phased implementation approach CSA has
outlined for critical infrastructure [7]. Organizations should also extend Al governance and risk
assessment programs to explicitly cover the legacy OT systems that Al agents and Al-assisted tooling,
whether defensive or offensive, can now reach, since the boundary between Al security and traditional
infrastructure security is narrowing, and in CSA's assessment many governance frameworks have not yet
been updated to reflect that shift [6]. Finally, because the current campaign's core weaknesses are
structural rather than a single patchable flaw, sector coordinating bodies and ISACs should treat
internet-exposed legacy PLCs as a standing, cross-sector risk requiring sustained remediation

investment rather than a one-time advisory response.

CSA Resource Alignment

CSA's Zero Trust Guidance for Critical Infrastructure is the most directly applicable resource to this
advisory. Based on the NSTAC Report to the President on Zero Trust, it provides a five-step
methodology for applying Zero Trust principles specifically to OT and ICS environments, including
protect-surface definition and operational flow mapping that map directly onto the internet-exposure
and segmentation weaknesses the AA26-231A campaign exploits [7]. Its documented finding that many
OT systems run outdated operating systems and have direct internet connections or remotely accessible
devices without adequate access control provides the underlying rationale for the advisory's core
recommendation to remove exposed S7 PLCs from the internet rather than rely on patching alone.
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https://cloudsecurityalliance.org/artifacts/zero-trust-guidance-for-critical-infrastructure

CSA's Legacy Infrastructure: The Al Agent Security Blind Spot is also directly relevant, though from the
opposite direction: where the Siemens advisory concerns attackers using Al to exploit legacy OT, this
CSA research examines the risk of defenders' own Al agents connecting into the same class of legacy,
poorly authenticated OT and IAM systems. Its argument that Al-focused security controls stop at the
model boundary while the exploitable risk lives in the legacy systems an agent or attacker ultimately
reaches applies equally to offensive Al-assisted tooling, reinforcing that OT segmentation and credential
hygiene, not Al-specific controls, remain the binding constraint on both attack and defense in this
domain [6].

CSA's State of ICS Security in the Age of Cloud provides broader sector context on how cloud
connectivity has expanded the ICS attack surface, a trend that underlies why S7 controllers deployed
decades ago are now reachable by internet-scanning tools such as Censys and ZoomEye in the first
place [8]. Finally, organizations building or auditing governance programs that must now account for Al-
accelerated OT threats should reference the Al Controls Matrix (AICM) v1.1, CSA's current superset of
the Cloud Controls Matrix, whose identity and access management control family provides a structured

basis for auditing the credential and segmentation gaps this campaign is exploiting [9].
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https://labs.cloudsecurityalliance.org/research/csa-research-note-legacy-infrastructure-ai-agent-systemic-at/
https://cloudsecurityalliance.org/artifacts/state-of-ics-security-in-the-age-of-cloud
https://cloudsecurityalliance.org/artifacts/ai-controls-matrix-v1-1
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