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Key Takeaways

The environmental footprint of enterprise Al is moving from a reputational talking point toward a
compliance liability, and CISOs who own Al governance are likely to become the executives accountable
for closing the gap as Scope 3 disclosure rules take effect in 2027 and 2029. Data centers built to serve
Al workloads are already measurably more carbon-intensive than the broader U.S. grid, and the training
and inference cycles behind large language models consume electricity at a scale that undermines
corporate net-zero commitments made before generative Al became a board-level infrastructure
decision [1][5]. At the same time, two regulatory regimes are converging on the same organizations that
are racing to formalize Al governance: California's Climate Corporate Data Accountability Act (SB 253)
and the European Union's Corporate Sustainability Reporting Directive (CSRD) both require greenhouse
gas disclosures that will, for the first time, force many enterprises to account for the emissions
attributable to their Al infrastructure and cloud Al consumption [3][4]. CSA's recent analysis argues that
Al governance and sustainability compliance can no longer be managed as separate workstreams,
because the measurement, accountability, and audit infrastructure required for one is largely the same
infrastructure required for the other [1]. This research note examines that intersection, maps it to the ISO
420071, ISO 14001, and ISO 50001 management-system standards CSA highlighted, and translates the
resulting obligations into a set of near-term actions for CISOs and Al governance leads who are already
building out AICM-aligned programs and now need to extend them to cover environmental
accountability.

Background

Al's electricity appetite has grown from an engineering footnote into a macroeconomic and regulatory
concern over the past two years. The International Energy Agency's Energy and Al analysis found that
global data center electricity consumption reached roughly 415 terawatt-hours in 2024, about 1.5% of
global electricity use, with Al-optimized servers representing a fast-growing share of that demand and a
trajectory the IEA expects to roughly double data center consumption by 2030 [2]. That aggregate
number understates the concentration of impact: a Harvard T.H. Chan School of Public Health analysis,
reported by MIT Technology Review, found that the electricity supplying U.S. data centers is
approximately 48% more carbon-intensive than the national average grid mix, largely because data

centers have clustered in regions such as Virginia's "Data Center Alley" that still rely heavily on coal and
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gas generation, and that data center-attributable carbon dioxide equivalent emissions have grown by an
estimated 73 million metric tons since 2020 [5]. This growth trajectory is not uncontested: Microsoft
Research's 2025 analysis of Al inference energy use found that individual efficiency levers can reduce
energy per query by roughly 1.5 to 3.5 times, with combined architectural and serving advances plausibly
delivering reductions of 8 to 20 times, though the same analysis found that shifting workloads toward
longer, reasoning-style queries can raise per-query energy by a factor of 13 or more, largely offsetting
those gains [15]. CSA's own analysis adds that agentic Al implementations, which chain multiple model
calls and tool invocations to complete a single task, can consume on the order of 1,000 times more
tokens than a conventional chat interaction, meaning that the shift from chatbots to autonomous agents

is likely to accelerate energy demand well beyond what current inference-efficiency gains can offset [1].

The corporate response so far has been uneven. Microsoft's 2025 Environmental Sustainability Report
disclosed that the company's gross emissions rose approximately 25% year-over-year to approximately
20 million metric tons of carbon dioxide equivalent, up from roughly 13 million metric tons in 2020,
before carbon-removal credits; the company separately disclosed that its emissions would have reached
34 million metric tons absent the reduction initiatives already in place, an increase the company
attributed primarily to data center expansion for Al workloads and to its decision to stop purchasing
short-term, unbundled renewable energy certificates in favor of investments that add new clean
generation capacity to the grid [6][7]. Microsoft has stated it remains committed to its 2030 carbon-
negative goal, and coverage of the report is mixed: The Register frames the emissions increase as a
challenge to that goal, while Trellis describes Microsoft as "pragmatically optimistic” about meeting it [6]
[7]. Microsoft is not a special case; it is simply one of the few hyperscalers whose sustainability
disclosures are granular enough to make the Al-emissions link visible, and it is plausible that a similar
dynamic is playing out with less visibility across the broader set of enterprises that consume Al compute
through cloud and SaaS providers, though most of these organizations do not yet disclose the data
needed to confirm it [1].

Rising electricity costs are compounding the compliance pressure. Bloomberg reporting cited by CSA
found that electricity prices near major data center clusters have increased by as much as 267% in some
markets, an increase that Bloomberg and CSA link primarily to Al-driven demand competing with
residential and commercial load on constrained grids [1]. That cost pressure changes the incentive
calculus for CISOs and CFOs alike: reducing Al energy consumption is no longer purely an ESG talking
point, it is a lever on operating cost that happens to also generate the evidence base regulators are
about to require.
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Security Analysis

The regulatory landscape that will formalize these obligations is arriving in two waves, and both waves
reach organizations well beyond the traditional "high emitter" sectors that have historically been the
target of climate disclosure rules. California's SB 253, the Climate Corporate Data Accountability Act,
applies to any entity doing business in California with more than $1billion in annual revenue, regardless of
industry, which sweeps in most large software, cloud, and Al companies. The California Air Resources
Board approved the underlying regulation in 2026 and subsequently extended the initial Scope 1 and
Scope 2 emissions disclosure deadline from August 10 to November 10, 2026, with Scope 3 emissions
reporting -- the category that would capture emissions from third-party cloud and Al SaaS providers --
beginning in 2027 [3][13]. The EU's CSRD reaches even further extraterritorially: non-EU companies
with more than €450 million in EU-derived turnover and at least one EU subsidiary or branch exceeding
€200 million in turnover fall under its double-materiality disclosure requirements, with first reports due
in 2029, and CSRD explicitly requires disclosure of energy consumption and environmental impacts tied

to digital infrastructure, including Al systems [4][14].

CSA frames the compliance problem these rules create as fundamentally a measurement and
governance problem rather than a purely legal one -- terrain CISOs already occupy when they build Al
governance programs. Many organizations are not yet positioned to produce audit-grade Scope 3
emissions data for the Al services they consume, because their cloud and Al vendor contracts were not
built to require emissions disclosure, their internal Al usage is not instrumented for energy or token
consumption, and their Al governance documentation was designed around model risk and security
controls rather than environmental accountability [1]. CSA's analysis frames this gap in terms familiar to
any security leader who has built a controls program: principles and pledges are not governance without
measurement, defined accountability, and evidence that can withstand third-party audit [1]. An Al ethics
statement that commits to "responsible and sustainable Al" without an underlying inventory of Al-
attributable energy consumption is structurally similar to a security policy that commits to "protecting
customer data" without an asset inventory -- it is unlikely to survive an audit, and it would not satisfy a

regulator asking for Scope 3 evidence.

This is where ISO's management-system standards become directly relevant to security and governance
teams rather than purely to facilities or sustainability functions. ISO/IEC 42001, published in December
2023 as the first international standard for Al management systems, already requires organizations to
document risk management processes, Al policies, and audit-ready evidence of how Al systems are
governed throughout their lifecycle [1][8]. ISO 14001, the environmental management system standard,
was substantially revised with a 2026 edition published in April that sharpens its focus on climate-related
risk, life-cycle thinking, and measurable environmental performance, and explicitly expands the

environmental factors organizations must assess beyond climate to include resource use and pollution
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[9]. ISO 50001 rounds out the set by requiring organizations to establish energy baselines, performance

indicators, and measurable reduction targets [1]. Because all three standards share ISO's Harmonized

Structure -- common clauses for context, leadership, planning, support, operation, evaluation, and

improvement -- an organization that has already built Al governance infrastructure around ISO 42001, or
is pursuing CSA STAR for Al certification through an ISO 42001 pathway, has a structural head start on

integrating environmental management into the same audit cycle: shared clauses reduce, though do not

eliminate, the work of standing up a parallel compliance program from scratch [1][10].

The following table summarizes how the three obligations converge and where the evidentiary overlap

sits.

Requirement

ISO 42001
(AIMS)

ISO
14001:2026 /
ISO 50001

SB 253
(California)

CSRD (EU)

Primary Driver

Voluntary; increasingly
a de facto market
expectation and STAR
for Al prerequisite

Voluntary
certification, often
driven by customer or

investor expectations

Mandatory for $1B+
revenue entities doing

business in CA

Mandatory for non-EU
firms with €450M+

EU turnover

What It Demands

Documented Al risk
management,

policies, audit trail

Environmental impact
assessment, energy
baselines, reduction

targets

Scope 1/2 disclosure
by Nov. 10, 2026;
Scope 3 from 2027

Double-materiality
ESG disclosure, first
reports 2029

Overlap with Al
Governance

Native — same program
that already tracks model
risk can extend to

environmental impact

Requires Al energy/token
instrumentation the
security team is best
placed to build

Scope 3 requires vendor-
level Al/cloud emissions
data most contracts don't

yet require

Requires the same
auditable evidence base
as 1ISO 42001/14001

integration
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Recommendations

Immediate Actions

CISOs and Al governance leads should treat Al energy and emissions instrumentation as a governance
gap to be closed now, not a facilities-team problem to defer. The first step is inventorying which Al
systems and workloads the organization operates or consumes -- internally hosted models, cloud-
provider managed Al services, and third-party Al SaaS -- because that inventory is the prerequisite for
any downstream emissions estimate and is also the artifact ISO 42001 already requires for Al risk
management. Organizations should also begin requesting energy and emissions data from cloud
providers and Al vendors as a standard part of procurement and contract renewal, since Scope 3
reporting obligations under both SB 253 and CSRD cannot be satisfied without vendor cooperation, and
vendors that cannot yet provide this data represent a compliance risk that should be tracked. Finally,
governance teams should confirm whether their organization crosses the SB 253 ($1 billion revenue,
doing business in California) or CSRD (€450 million EU turnover) thresholds, since some enterprises
may assume these rules apply only to traditional heavy industry, without realizing that a large software or

Al company can qualify.

Short-Term Mitigations

Over the next two to three quarters, organizations should integrate energy and token-consumption
monitoring into the same logging and monitoring infrastructure already used for Al security observability,
since the instrumentation required to detect anomalous Al usage for security purposes -- API call
volume, token counts, model invocation frequency -- is largely the same telemetry needed to estimate
energy consumption and support Scope 3 disclosure. Governance documentation should be updated so
that Al risk assessments explicitly capture energy and environmental impact alongside the bias, security,
and reliability criteria they already cover, closing the gap CSA identifies between aspirational
sustainability principles and auditable evidence. Organizations pursuing or maintaining CSA STAR for Al
certification through the ISO 42001 pathway should evaluate whether extending their management
system scope to ISO 14001 and ISO 50001 in parallel is more cost-effective than treating environmental

compliance as a separate initiative, given the shared audit structure across all three standards.
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Strategic Considerations

Over the medium term, boards and executive leadership should expect Al governance and sustainability
reporting to be evaluated together, both by regulators and by enterprise customers conducting vendor
risk assessments, since an Al governance program that cannot produce energy or emissions evidence is
likely, in CSA's assessment, to be viewed as incomplete over time, regardless of how mature its security
controls are. Organizations should also reassess total cost of ownership for Al deployments to include
energy costs directly, given that electricity prices in data center-dense markets have risen sharply and
that reducing Al energy intensity lowers operating costs while simultaneously building the compliance
evidence base regulators will require [1]. Finally, as agentic Al architectures proliferate and multiply token
consumption relative to conventional chat interfaces, governance teams should build energy-efficiency
review into the same approval gates already used for agentic Al security review, since unchecked agent
autonomy and unchecked energy consumption both point back to the same gap: governance reviews
that happen after deployment rather than before it.

CSA Resource Alignment

This analysis builds directly on CSA's own published guidance connecting Al governance to established
management-system standards. The Decision Tree Workflow for ISO 27001 and ISO 42001 Paths is the
most directly relevant CSA artifact: it maps the certification pathways organizations follow to achieve
CSA STAR for Al based on existing ISO 27001 or ISO 42001 certification, and it is the practical entry
point for any organization considering whether to extend its ISO 42001-based Al management system to
cover the ISO 14001 and ISO 50001 environmental requirements discussed in this note, since STAR for Al
certification already presumes an active AIMS scope that can absorb additional environmental controls

with comparatively low marginal effort.

The Al Controls Matrix (AICM) v1.1 [11] provides the control-level foundation for turning sustainability
principles into auditable evidence, even though its published control mappings do not currently reference
the ISO 14000 environmental-management series -- AICM's control mappings today reference ISO
42001, ISO 27001, BSI AIC4, the EU Al Act, AIUC-1, and NIST Al RMF/AI 600-1. What AICM does already
provide is a Governance, Risk & Compliance (GRC) domain that requires documented Al impact
assessments and accountability structures, and organizations that have implemented AICM for security
purposes have an existing control-ownership vocabulary -- CSP-owned, customer-owned, and shared
responsibilities -- that they could extend to environmental impact assessment rather than building new
governance language from scratch. This matters because CSA's core argument -- that governance
without measurement and auditability is not governance at all -- is the same principle underlying AICM's

control-ownership model, which maps cleanly onto the vendor-disclosure problem this note identifies for
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https://cloudsecurityalliance.org/artifacts/decision-tree-workflow-for-iso-27001-and-iso-42001-paths
https://cloudsecurityalliance.org/artifacts/ai-controls-matrix-v1-1

Scope 3 emissions reporting; extending AICM's GRC domain to explicitly cover environmental
accountability, rather than assuming the current control mappings already do so, is itself one of the near-

term governance actions this note recommends.

Finally, CSA's Al Organizational Responsibilities: Core Security Responsibilities [12] framework focuses
on security-specific accountability -- data protection, model access controls, vulnerability management,
and RACI-based role definitions for Al/ML security -- rather than on environmental or emissions
accountability. Its reusable contribution to the argument in this note is structural rather than substantive:
the same RACI-based ownership model it uses to assign security responsibilities could be extended to
name an owner for Al energy and emissions reporting, which is a low-cost governance fix that closes one
of the more common gaps CSA has observed in early Al governance programs.
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