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Key Takeaways

e Wiz's autonomous "Red Agent" discovered and exploited, without human intervention, a shell-
injection vulnerability in a Snowflake GitHub Actions workflow, completing the entire
discovery-to-exfiltration sequence in seconds — including self-correcting its payload after an
initial syntax failure and exfiltrating base64-encoded Jira credentials — a fully agentic
discovery-to-exploitation loop [1][3].

e That vulnerability had already passed through two Al-assisted defenses meant to catch it:
GitHub Advanced Security scanned the merged pull request without flagging the injection,
and GitHub Copilot Autofix, credited as a co-author on the same pull request, reviewed the
final change and marked it clear [1][3].

e Wiz initially framed the incident as "an Al fix introducing a vulnerability that another Al
discovered and exploited," but GitHub disputed that account, and Wiz subsequently revised
its own post after investigation traced the unsafe code to an August 2025 commit from a
named human engineer rather than to Copilot Autofix [2][5].

e The dispute exposed a structural weakness in software provenance: squash-commit co-
author metadata attributes Al tools to code they never wrote or reviewed, and Wiz co-founder
Ami Luttwak acknowledged that "just looking at co-authors of the PR is not enough” to
establish who — or what — is actually responsible for a given line of code [4].

e Snowflake patched the flaw within five days of exploitation and confirmed no unauthorized
access occurred during the exposure window, but the episode demonstrates that Al-driven
authoring, review, and scanning tools can share a common blind spot while an unrelated,
adversarial Al agent finds and exploits that same blind spot in seconds — a gap current

accountability frameworks are not built to assign [1][3].

Background

In June 2026, a script-injection vulnerability surfaced in snowflakedb/snowflake-connector-
net , a public GitHub repository maintained by Snowflake. The flaw lived in jira issue.yml, a

GitHub Actions workflow that automated the creation of internal Jira tickets from GitHub issues. On
June 18, pull request #1218 — titled "SNOW-2069227: Update jira workflows" — merged a change that
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replaced a safer pattern (passing untrusted input through environment variables and parsing it with g
--arg ) with direct template interpolation of ${{ github.event.issue.title }} into a
shell run: block [1]. Because the workflow triggered on ordinary issue creation, any unauthenticated
GitHub user could supply the injected string simply by opening an issue with a crafted title. A conditional
guard in the workflow checked github.event.pull request.user.login, but that field is

always null on issue-triggered events, so the check was inert and offered no real protection [1][3].

Wiz Research discovered and exploited the flaw as part of authorized testing under Snowflake's
HackerOne bug bounty program, using an autonomous offensive security tool the company calls Red
Agent. Wiz has described Red Agent publicly since its introduction at the RSA Conference in March 2026
as an Al-driven attacker built to map attack surface, reason about application logic, and adapt its
exploitation technique rather than run scripted attacks [1]. In this case, Red Agent identified the injection
pointin jira issue.yml, crafted a malicious issue title exploiting single-quote escaping, and —
after an initial payload produced a syntax error — revised its approach to use a ; echo ' -based
construction that succeeded on the second attempt [1][3]. The exploit exfiltrated a base64-encoded
Jira  access token that authenticated as a Snowflake service account against
snowflakecomputing.atlassian.net , granting read access across engineering, security
compliance, and bug bounty project spaces inside Snowflake's internal Atlassian environment. According
to Wiz, audit logs confirmed Wiz was the sole actor during the exposure window [1]. Wiz reported the
finding through HackerOne, Snowflake mitigated the workflow and rotated the compromised credential
on June 23 — five days after the vulnerable PR merged — and rotated the affected Jira token the
following day [1][3].

What made the disclosure notable beyond the underlying vulnerability was a detail in the commit history:
the pull request that introduced the flaw listed "Copilot Autofix powered by Al" among its co-authors.
Wiz's initial write-up framed the incident accordingly, describing it as an Al coding assistant introducing a
vulnerability that a separate, adversarial Al agent then found and exploited — an "Al wrote the bug, Al
exploited it" narrative that quickly drew coverage across multiple security outlets [1][2][3][5]. GitHub
pushed back the same day, and the resulting exchange became as significant to this analysis as the
underlying CI/CD flaw itself.
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Security Analysis

How the injection worked, and why the existing guardrails missed it

The vulnerable pattern is a familiar class of GitHub Actions weakness: untrusted, attacker-controlled text
(an issue title) flowing directly into a shell command without sanitization, rather than being passed
through an environment variable first. This class of bug is well documented and is exactly the kind of
pattern static analysis and Al-assisted code review are expected to catch. In this case, two separate Al-
informed controls had an opportunity to catch it and did not. GitHub Advanced Security scanned the
final revision of PR #1218 and did not flag the injection [1][3]. Separately, according to Wiz, GitHub
Copilot Autofix — appearing in the PR's co-author metadata — reviewed the merged change and marked
it as clear without identifying the vulnerability, even though Copilot had contributed an unrelated fix to a
companion workflow file, jira close.yml, within the same PR [1][3]. Whether or not Copilot
Autofix authored the vulnerable lines (addressed below), the fact that it participated in the PR and did
not surface the injection is not disputed by either party, and it illustrates a narrower but still important
point: an Al reviewer's presence in a code change's metadata is not evidence that the change received
meaningful security scrutiny from that Al.

An adversarial agent closing the gap the defenders' agents left open

Where the authoring and review side of this incident involved Al tools operating in an assistive capacity,
the offensive side was fully autonomous. Wiz's Red Agent identified the injection point, constructed an
exploit, encountered a failure, diagnosed the cause, and produced a working payload on its second
attempt — the entire sequence completing in seconds and, according to Wiz, without human intervention
at any step [1][3]. Wiz co-founder Gal Nagli characterized the underlying capability plainly, noting that
"frontier models already can exploit supply chain risks by themselves" [5]. In this case, the exploitation
timeline compressed what is often measured in weeks or months for manually discovered vulnerabilities
to a matter of seconds — a single-incident data point rather than a benchmarked industry average, but a
striking one — once an autonomous agent was pointed at the target. Notably, that agent did not need to
know anything about how the vulnerable code came to exist; it simply needed the code to be reachable
and improperly sanitized. This is the throughline that makes the case relevant well beyond Snowflake's
specific workflow: the autonomous side of this equation is real and reproducible, independent of how the

authoring dispute below resolves.
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The attribution dispute and what it reveals structurally

Wiz's original framing cast the incident as evidence that an Al coding assistant had authored a
vulnerability that a separate Al agent then exploited — a tidy and alarming "Al vs. Al" story. GitHub
disputed the claim directly, stating that a human engineer, not Copilot Autofix, wrote the unsafe refactor,
and that Copilot "neither reviewed nor contributed to" the specific change that introduced the flaw [2].
Investigation traced the unsafe pattern to a separate commit dated August 2025, attributed to a named
Snowflake engineer, that predated the June 2026 PR by roughly ten months; the co-author credit
attached to PR #1218 arose because GitHub's squash-merge process carries forward co-author
metadata from every commit folded into the merge, regardless of which specific lines any individual co-
author actually touched [2][5]. Wiz revised its post the same evening, softening the claim to "it's unclear
whether the code-change was Al-assisted” and repositioning Copilot's role as a reviewer of the merged
PR that failed to flag the injection, rather than as the injection’s author [2][4].

That correction matters, but it does not fully resolve the underlying problem the incident surfaced. Ami
Luttwak's own comment on the episode is the more durable finding: "in a world where multiple agents
run on every PR... clear attribution between humans and Al is becoming a bit harder to establish," and,
more pointedly, "just looking at co-authors of the PR is not enough” [4]. Git and GitHub's commit-
attribution mechanics predate Al co-authorship, and historically a co-author tag reliably indicated some
form of human participation in the code that followed. Squash-merge metadata already blurred that
signal before Al tools entered the picture, folding multiple human commits' co-authorship into one
merge record. Layering Al agents — which may author code, review code, comment on code, or simply
run a linter — into the same co-author field without distinguishing which role was played turns an already-
imprecise signal into one that is actively misleading when someone (including a well-resourced security
research firm) tries to use it to assign responsibility after an incident. The Snowflake case shows this is
not a hypothetical: a security research vendor got the attribution wrong in its first public write-up, and

needed direct pushback from the platform provider to correct it.

The accountability vacuum

Setting aside exactly who authored the vulnerable line, the incident still describes a chain of Al systems
from at least two different vendors — an authoring/review assistant, a security scanner, and an
autonomous exploitation agent — interacting with the same asset, each operating within its own vendor's
boundary of responsibility, none of them coordinated with the others, and none of them, under current
norms, clearly accountable for the outcome. If a human security engineer approves a pull request that
contains an exploitable flaw, established practices exist for evaluating that engineer's and their
organization's responsibility. When an Al coding assistant is listed as a co-author of a merge that contains

a flaw it may or may not have actually touched, when a separate Al-driven scanner reviews that same
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code and does not flag it, and when a third party's autonomous Al agent — under an authorized bug
bounty engagement, in this case — exploits the result within days, no comparably settled framework
exists for apportioning responsibility across the coding-assistant vendor, the scanning-tool vendor, the
deploying organization, and the original human author whose decision the Al tools were reviewing. This is
the accountability vacuum in autonomous offense and defense: not an absence of any actor at fault, but
an absence of a mechanism, embedded in current tooling and organizational practice, for reliably

identifying and apportioning that fault once multiple Al systems have touched the same code path.

Recommendations

Immediate Actions

Security teams should audit GitHub Actions workflows for the specific pattern in this incident —
untrusted event data (issue titles, PR titles, comment bodies) interpolated directly into run: shell
blocks via ${{ }} expressions rather than passed through environment variables — and should treat
any conditional guard referencing github.event.pull request fields as unreliable on
workflows that also trigger on issue events, since that field is null in that context regardless of the
intended check [1][3]. Teams should also confirm that credentials accessible to CI/CD workflows (Jira,
ticketing, and other Saa$S integration tokens in particular) are scoped to the minimum access required
and are rotated on a schedule independent of any known incident, since the exfiltrated token in this case

granted broad read access across multiple internal Atlassian project spaces [1].

Short-Term Mitigations

Organizations should stop treating the presence of an Al coding assistant or an automated security
scanner in a pull request's history as evidence that the change received adequate security review; this
incident shows that both an Al-assisted review step and an automated scan can pass a change that an
autonomous adversarial agent exploits within days. Workflow files that touch secrets, tokens, or shell
execution should require a mandatory human security review independent of any Al-generated "all clear,”
and organizations should evaluate whether their ClI/CD provider offers commit-level provenance data —
distinguishing which specific lines an Al tool actually generated, reviewed, or left untouched — rather
than relying on PR-level co-author tags that, as this case demonstrated, can misattribute both credit and

blame. Enterprises running bug bounty or continuous red-teaming programs should also plan their
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incident response processes around exploitation timelines measured in seconds to minutes once an
autonomous agent is engaged, rather than assuming the discovery-to-exploitation lag typical of manual

penetration testing, which is measured in days to weeks.

Strategic Considerations

This incident is a preview, not an outlier: as coding agents, review agents, security-scanning agents, and
offensive testing agents from different vendors increasingly touch the same code and infrastructure,
enterprises need governance frameworks that do not assume a single human is reliably the last line of
defense before deployment or the identifiable first cause of a defect. That requires clearer Al-
contribution provenance in software supply chains — verifiable records of what an Al system actually
generated or reviewed, as distinct from metadata that merely reflects a tool's participation in a merge —
and it requires legal and governance functions to get ahead of questions about how liability apportions
across a coding-assistant vendor, a scanning-tool vendor, and the deploying enterprise when an Al-
reviewed change fails in production. Security leaders should also expect this dynamic to recur with other
Al-assisted development and review tools, not only GitHub Copilot, and should build vendor risk
assessments and incident postmortems that explicitly probe Al contribution and Al review at each stage
of the software delivery lifecycle rather than treating "an Al looked at this" as a substitute for that

scrutiny.

CSA Resource Alignment

This incident sits within the accountability gap CSA documented in The Al Agent Disclosure Vacuum
(April 2026), which found that existing vulnerability disclosure and attribution mechanisms were not
designed for emergent systems composed of model providers, coding agents, and deployer-defined
configurations, and that accountability correspondingly diffuses across vendor layers rather than
resolving to a single identifiable party. The Snowflake episode is an instance of that diffusion: a co-
author tag that misattributed responsibility, a vendor dispute over what an Al tool actually did, and a
resolution that depended on manual forensic reconstruction of commit history rather than any built-in

provenance mechanism.

The underlying vulnerability pattern also connects to CSA's Vibe Coding's Security Debt: The Al-
Generated CVE Surge, which found that Al coding tools learn from — and can reproduce — insecure
patterns present in their training data without inheriting the defensive judgment an experienced

engineer applies to CI/CD configuration. Whether or not Copilot Autofix wrote the specific unsafe line in
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https://labs.cloudsecurityalliance.org/research/csa-research-note-ai-generated-code-vulnerability-surge-2026/

this case, the incident demonstrates the companion risk that research note identifies: an Al review layer
sitting downstream of code generation is not a guaranteed backstop against exactly this class of

injection flaw.

On the offensive side, CSA's Autonomous Al Red Teams: Security Implications and Guidance
documented the broader shift toward autonomous, adaptive red-teaming agents capable of discovering
and exploiting vulnerabilities with minimal human direction, a trend Red Agent's rapid, self-correcting
exploitation of the Snowflake workflow exemplifies directly. Security teams building or evaluating
equivalent capabilities — whether for authorized testing or in anticipation of adversarial use of similar
tooling — should consult CSA's Agentic Al Red Teaming Guide, which provides scenario-based testing
methodologies across high-risk categories including supply chain vulnerabilities and multi-agent
interactions of the kind this incident involved.
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