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Key Takeaways

Palo Alto Networks Unit 42 analyzed 405 malware samples containing some form of Al
integration between December 2024 and June 2025 and found that only 12 samples —
roughly 3% — ever appeared in production telemetry on a defended endpoint [1]. The
remaining 97% existed only in sandboxes, VirusTotal submissions, and research repositories.

Detection mechanisms that predate the Al malware conversation — sandbox detonation,
behavioral analytics, code-signing anomaly detection, and entropy analysis — caught every
one of the twelve samples that reached a customer environment, and none required a new

detection approach [1].

A narrow set of genuinely elevated capability gains do exist alongside the noise. FunkSec's
ransomware operators produced seven distinct variants in six days [1][2], and Anthropic
disrupted a state-linked campaign in which Claude Code autonomously executed 80-90% of

the tactical steps in a multi-stage espionage operation [3].

Unit 42's dataset illustrates a pattern likely present in other "Al malware" statistics as well:
conflating proof-of-concept research code, security-validation test artifacts, and Al-branded
social engineering with the small subset of samples attackers actually deploy. Security leaders
should ask which population a given statistic describes before recalibrating budget or

headcount.

The near-term risk is not that Al has made malware fundamentally harder to detect; current
evidence says the opposite. In CSA's assessment, the medium-term risk is narrower: attackers
and researchers appear to be converging on techniques — semantic, context-resident
payloads and autonomous multi-step orchestration — that existing endpoint architectures

were not designed to see.

Background

For roughly two years, the security industry has debated how much Al has actually changed the malware

landscape. Early speculation centered on tools like WormGPT and FraudGPT, jailbroken chatbot

wrappers marketed on criminal forums, which mostly automated phishing copy rather than technical

payload development [4]. By early 2025, Unit 42's first systematic look at the question, "Analyzing the

Current State of Al Use in Malware," identified three categories of Al involvement in malicious code:
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malware written with Al assistance, malware that calls out to an Al model at runtime for command-and-
control decision-making, and malware that embeds a local model to make autonomous decisions without
any network callback [5]. At that time, Unit 42 reported it was not aware of any examples of the third
category — locally executed agentic attack flows — operating in the wild, even as Al-assisted code
generation was already lowering the bar for less-skilled actors to produce functional intrusion tooling [5].

The August 2026 follow-up report, "The State of Al-Enabled Malware August 2026: From Brand Abuse
to Agentic Execution," supplies the large-sample data that earlier commentary lacked [1]. Unit 42
collected 405 unique malware samples exhibiting some form of Al integration, drawn from WildFire
detonation records, VirusTotal Intelligence submissions, and open-source threat reporting spanning
December 2024 through June 2025. Rather than simply counting how many "Al malware" samples exist
— a number that tracks submission volume more than attacker intent — the researchers cross-referenced
the dataset against Cortex XDR endpoint telemetry, WildFire session logs, and alert records to
determine how many samples had actually been encountered in a live, defended environment. That
distinction between what exists in a repository and what an organization is actually likely to face is the
central contribution of the report, and it reframes a debate that has, until now, been driven largely by

sample counts and vendor blog posts rather than production data.

This research note synthesizes the Unit 42 findings, places them alongside corroborating and
complicating data points from other 2025-2026 disclosures — including Anthropic's account-level threat
intelligence reporting and CSA's own rapid-research analysis of Al-generated intrusion tooling — and
translates the combined picture into guidance for security leaders who are being asked, with increasing

frequency, how seriously to take "Al malware" as a line item in their risk register.

Security Analysis

The Data Behind the Headlines

Of the 405 samples in the Unit 42 dataset, 97% never reached a customer environment. The researchers
grouped this non-operational majority into three categories. The largest was proof-of-concept research
code, exemplified by LLM-generated ransomware samples that hard-coded test parameters pointing to
the Bitcoin genesis block — an artifact that makes sense for a demonstration but would be useless in an
actual extortion operation [1]. The second category was security-validation testing: submissions from
breach-and-attack-simulation platforms that showed telltale signs of internal testing, including repeated

identical hashes, submissions clustered around business hours, and consistent originating organizations
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[1]. The third category was Al-themed brand abuse — conventional, non-Al malware that simply
referenced Al companies or products in filenames and lures to exploit user curiosity or trust, a social-

engineering tactic rather than a technical capability [1].

Stripping those three categories out of the dataset leaves twelve samples that Unit 42 confirmed had
reached production endpoints protected by Cortex XDR, generating alert records or WildFire
submissions from real customer traffic. The report states plainly that Palo Alto Networks products
detected and blocked every one of those twelve samples before they could complete their objective [1].
That is a meaningfully different claim than "Al hasn't changed the threat landscape.” It is a claim that the
specific artifacts researchers have so far observed, once they reach the point of touching a real network,
still behave in ways existing detection stacks recognize.

What Actually Reached Endpoints

The twelve operational samples clustered into five distinct malware families, summarized below.

Family

FunkSec

ransomware

Trojanized
"Recipe Lister"

installer

Oyster backdoor
("CleanBoost")

Rhadamanthys
stealer

COM-hijacking
DLL (360Util.dIl)

Al-Related Characteristic

Rust-based encryptor with LLM-
generated code comments and PDB
paths (Dev.pdb, Funksec.pdb)
suggesting prompt-driven variant
generation rather than traditional

development

Delivered via a spoofed, later-revoked
Global Tech Allies Ltd. code-signing
certificate; carried a JavaScript
backdoor

Masqueraded as a Dropbox installer

using a spoofed Authenticode signature

Delivered via a .NET redistributable
(redist.exe) as part of a broader Al-lure

infection chain

Impersonated a legitimate 360 Total

Security component, delivered

Operational Footprint

Seven variants observed January
1-6, 2025; disables Windows
Defender, deletes volume shadow
copies, drops wallpaper ransom
notes [1][2]

Encountered across 50+
organizations; generated roughly
6,500 endpoint records and
9,600 XDR alerts [1]

Side-loaded an Autolt loader on
infected hosts [1]

Maintained active command-

and-control communication [1]

Achieved persistence via COM
hijacking [1]
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Family Al-Related Characteristic Operational Footprint

alongside Al-branded lures

None of these five families relies on a novel technical primitive. Ransomware that disables Defender and
deletes shadow copies, backdoors that spoof legitimate installers, and DLLs that abuse COM hijacking
for persistence are all long-established techniques; what changed is how quickly a given variant was
produced and how convincingly its delivery lure was written. Unit 42's own framing captures this
precisely: the Al component influenced how the malware was written, not the behavioral indicators the
resulting binary exhibits once executed [1]. Geographically, the twelve encounters spanned only three
countries and multiple industries with no concentration in any single sector, a pattern the report reads as
consistent with opportunistic, Al-assisted commodity crime rather than a coordinated or targeted

campaign [1].

Why Detection Held — For Now

The consistency of the Unit 42 finding — sandbox detonation, behavioral analytics, code-signing
anomaly detection, and entropy analysis stopped all twelve operational samples — lines up with a
conclusion CSA reached independently in its analysis of a June 2026 intrusion in which an attacker used
an LLM to "vibe-code" a PowerShell Active Directory enumeration script. That incident, investigated by
Huntress and disclosed July 8, 2026, showed an attacker with pre-compromised RDP credentials
deploying an Al-generated script exhibiting clear authorship tells: an unedited placeholder server name,
over-engineered fallback logic for locating a domain controller, and a debugging-session title reading
"100% Working AD Information Gathering Script — FULLY FIXED" [6]. CSA's analysis concluded that Al
functioned there as a force multiplier that compressed the time and expertise required to produce
functional post-compromise tooling, not as a mechanism for inventing a new attack primitive — and that
the underlying behavioral sequence of credential reuse, domain-controller discovery, bulk enumeration,
and staged exfiltration remained just as detectable as it would have been if a human had typed every line
[6]. Because each Al-generated variant is syntactically unique, hash- and signature-based detection
loses relevance quickly; because the behavioral sequence is stable, detection strategies built around

process behavior rather than static signatures continue to hold.

That convergence between an independent vendor's large-sample telemetry study and CSA's single-
incident case analysis is consistent with, rather than coincidental to, a broader pattern: the current
generation of Al-assisted malware, across a genuinely diverse sample of families and use cases, appears
to be optimizing for developer velocity and lure quality rather than for evading the behavioral

assumptions defenders already rely on.
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The Narrow Slice That Matters

None of this should be read as an all-clear. Three data points, each independently sourced, indicate that
a small population of more capable actors is moving faster than the aggregate statistics suggest. First,
FunkSec's operators shipped seven ransomware variants in six days in early January 2025 [1], a
development cadence that Check Point Research separately attributed to Al-assisted authorship based
on unusually polished code comments and documentation compared to the group's earlier, cruder
hacktivism output [2]. Second, Anthropic disclosed in November 2025 — in its own account of an
incident involving its own product, with no independent verification of the underlying autonomy figure
published to date — that it had disrupted what it assessed as the first large-scale, Al-orchestrated cyber
espionage campaign: a Chinese state-linked operator, tracked by Anthropic as GTG-1002, used a
jailbroken instance of Claude Code to autonomously execute an estimated 80-90% of the tactical steps
across roughly thirty targeted organizations, with human operators intervening only to authorize the
transition between reconnaissance, exploitation, and exfiltration phases [3]. Third, Anthropic's account-
level threat intelligence report, itself self-reported from the company's own platform abuse data and
published in mid-2026, mapped against the MITRE ATT&CK framework, found that of 832 accounts
banned for malicious activity over a twelve-month window, 67.3% had used the model to generate
malware code "in some form" — a broad, company-defined category that does not distinguish a benign-
looking code snippet from a functional payload — and that the share of accounts rated medium-risk or
higher nearly doubled, from 33% to 56%, between the first and second halves of the reporting period [7].

These findings are not in tension with the Unit 42 report; they describe a different layer of the same
landscape. Unit 42's dataset captures artifacts — binaries and scripts that eventually get submitted to a
sandbox or scanned on an endpoint. The GTG-1002 campaign and Anthropic's account-ban data instead
describe process: how the model itself is used across a full attack lifecycle, independent of whether that
use produces a static file a WildFire sensor will ever see. A state-linked operator running Claude Code
interactively against live infrastructure generates comparatively little in the way of a discrete "Al malware
sample,” even though, in CSA's assessment, the operational risk it represents is substantially higher than
any binary in the Unit 42 dataset. Security teams that only track sample counts and detection-engine
catches are, by construction, blind to this category of activity, which is why detection investment should
reweight toward model-API interaction logging and behavioral, process-tree-based signals rather than
static indicators of compromise.
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Recommendations

Immediate Actions

Security teams should treat any statistic labeled "Al malware" with a basic provenance check before
acting on it: does the figure describe samples confirmed in production telemetry, or does it describe
sandbox submissions, VirusTotal uploads, and security-vendor research artifacts that were never
deployed against a real target? Unit 42's own data shows a roughly 33-to-1 gap between those two
populations, and conflating them risks either alarm fatigue or complacency [1]. Teams should also
confirm that code-signing anomaly detection covers revoked and reused certificates of the kind abused
in the Recipe Lister campaign, and that behavioral analytics — not signature matching alone — are
configured to flag the defense-evasion sequence common to the five operational families identified
above (Defender tampering, shadow-copy deletion, spoofed Authenticode signatures, and COM
hijacking).

Short-Term Mitigations

Organizations should extend detection engineering to cover the behavioral fingerprint of Al-assisted
post-compromise activity documented in the PowerShell/Active Directory case: credential reuse
followed by rapid, systematic domain enumeration and staged exfiltration through legitimate cloud
utilities [6]. Enabling PowerShell script block logging (Event ID 4104) and module logging on domain-
joined hosts, and enforcing MFA on all remote access paths, closes the specific gaps that intrusion
exploited. In parallel, security teams should begin inventorying where large language model interaction
surfaces exist inside the enterprise — both sanctioned Al coding assistants and any local model runtimes
that could plausibly be repurposed for on-host decision-making — so that anomalous model-API traffic
can be distinguished from legitimate developer or agent activity rather than generating undifferentiated

noise.

Strategic Considerations

Over the next planning cycle, security leaders should communicate a bifurcated threat model to
executives and boards rather than a single "Al malware" narrative. The bulk of what currently gets
reported as Al-enabled malware is proof-of-concept code, vendor validation testing, and Al-themed
social engineering that existing controls already handle. A much smaller, harder-to-quantify population —
state-linked operators running agentic tooling interactively, and criminal groups whose development

velocity is increasing even where their techniques remain conventional — represents the segment worth
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prioritizing scarce detection-engineering and threat-hunting resources against. Organizations should
also begin evaluating whether their endpoint and detection architecture assumptions will hold against
emerging "semantic malware," in which malicious logic lives inside natural-language artifacts an Al agent
reads rather than inside a binary a process tree can trace; unlike the malware families surveyed in this
note, that class of attack, while not yet observed at scale, is architecturally suited to defeating process-

lineage detection rather than merely accelerating variant production [8].

CSA Resource Alignment

This note's central finding — that Al functions today primarily as a velocity multiplier for conventional
techniques rather than a generator of fundamentally new attack primitives — mirrors CSA's own case
analysis in Al-Generated PowerShell Malware Hits Active Directory [6], which documented a real
intrusion where an LLM-authored enumeration script exhibited unmistakable authorship tells while its
underlying behavior remained fully detectable through existing behavioral analytics. Readers building or
updating detection engineering priorities in response to the Unit 42 data should treat that note as the
practical companion to this one, particularly its recommendation to weight PowerShell script-block

logging and behavioral sequencing over signature matching.

For the smaller but higher-consequence population of incidents this note discusses — the GTG-1002
espionage campaign and the broader trend Anthropic's account data documents — the CSA Al Controls
Matrix (AICM) v1.1 [9] offers the more detailed control mapping, particularly its threat and vulnerability
management, supply chain, identity and access management, and logging domains, while the MAESTRO
agentic Al threat modeling framework [10] supplies the layered controls appropriate to reasoning
through an autonomous, multi-step operation of GTG-1002's kind. Organizations preparing for the
medium-term shift toward context-resident, agent-targeted attacks should also consult CSA's Semantic
Malware: Why Promptware Breaks Process-Lineage Detection [8], which explains in technical detail why
conventional endpoint detection assumptions break down against Al coding agents and what new
instrumentation — file integrity monitoring on agent memory files, context logging, and least-privilege
tool access — is required to close that gap before it is exploited at the scale current Al-authored binaries
are not yet reaching.

Together, these CSA artifacts and frameworks — the PowerShell/Active Directory case analysis, the
Semantic Malware research note, AICM v1.1, and MAESTRO — give security teams a coherent path from
today's data, which is mostly noise with a narrow slice of real capability gain, to the detection and

governance posture the threat landscape is likely to demand next.
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