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Key Takeaways

The OWASP GenAI Security Project published a crosswalk in May 2026 that maps the AIUC-1 agentic AI

security standard against the OWASP Top 10 for Agentic Applications for 2026, giving enterprises a

bidirectional reference for aligning insurable, audited controls with a globally peer-reviewed risk

taxonomy [1][2]. AIUC-1, developed by the Artificial Intelligence Underwriting Company (AIUC) with

technical contributors including Stanford, MIT, MITRE, Orrick, and the Cloud Security Alliance, is a 51-

requirement, 130-control standard built to support third-party audit and insurance underwriting for AI

agent deployments [3][4]. The crosswalk's gap analysis identifies eight priority areas — including agent

identity verification, runtime containment, architectural monitoring, supply chain attestation, and

schema controls — where AIUC-1 may need strengthening to fully cover the ten risk categories OWASP

catalogs [1]. CSA's own integration of AIUC-1 certification into its STAR Registry, announced June 30,

2026, means the crosswalk is now directly relevant to how enterprises evaluate third-party AI agent

assurance through a channel CSA already operates [5]. Security and procurement teams should treat

the crosswalk as a translation layer rather than a substitute for either framework: it clarifies where

certified controls already address a named risk and where additional scrutiny is still warranted.

Background

Two parallel efforts have emerged over the past year to bring order to agentic AI risk. The first is the

OWASP Top 10 for Agentic Applications for 2026, published by the OWASP GenAI Security Project on

December 9, 2025, after input from more than 100 industry contributors [2][6]. It catalogs ten risk

categories, numbered ASI01 through ASI10, that describe failure modes unique to autonomous agents

that plan, retain memory, invoke tools, and act on delegated authority: Agent Goal Hijack, Tool Misuse

and Exploitation, Agent Identity and Privilege Abuse, Agentic Supply Chain Vulnerabilities, Unexpected

Code Execution, Memory and Context Poisoning, Insecure Inter-Agent Communication, Cascading

Failures, Human-Agent Trust Exploitation, and Rogue Agents [6]. The taxonomy has quickly become a

common reference point for red teams, platform vendors, and governance frameworks, including CSA's

own analysis of OWASP's companion "State of Agentic AI Security and Governance" maturity report [6].

The second effort is AIUC-1, a certification standard introduced by the Artificial Intelligence Underwriting

Company, a startup built around the idea that AI agent risk can be priced into insurance the way SOC 2

controls are priced into cyber liability coverage [3][4]. AIUC-1 organizes 51 requirements and roughly 130
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controls into six pillars — data and privacy, security, safety, reliability, accountability, and societal impact —

and requires quarterly red-teaming plus an annual review of technical, legal, and operational controls to

maintain certification [4]. The standard was developed with contributions from Stanford, MIT, Orrick,

MITRE, and the Cloud Security Alliance, and enterprise adopters such as UiPath have become founding

technical contributors [3][7]. CSA extended its own STAR Registry to recognize AIUC-1 certification on

June 30, 2026, allowing organizations that hold both a STAR listing and AIUC-1 certification to display an

AIUC-1 trustmark, a step CSA framed as part of its broader push into agentic AI assurance [5].

Because AIUC-1 is a controls-and-audit standard built for insurers and enterprise buyers, while the

OWASP Top 10 is a risk taxonomy built for red teams and architects, the two serve different audiences

asking related questions: "what must a vendor demonstrably control?" versus "what can go wrong in an

agentic system?" The crosswalk published by OWASP's GenAI Security Project in May 2026 exists to

connect those two questions directly [1].

Security Analysis

The crosswalk provides a bidirectional mapping: AIUC-1 practitioners can look up which of the standard's

requirements address a given OWASP agentic risk, and OWASP users evaluating a vendor's AIUC-1

certification can see which ASI-numbered risks that certification is intended to cover [1]. This matters

because certification badges are often treated by procurement teams as a binary signal of

trustworthiness, when in practice any point-in-time standard has known coverage gaps. The crosswalk's

explicit gap analysis is its most operationally useful feature: it names eight priority areas where AIUC-1's

current requirements may not yet fully address the corresponding OWASP risk, concentrated around

agent identity verification, runtime containment, architectural monitoring, supply chain attestation, and

schema-level controls [1]. These gap areas track closely with categories OWASP itself weights heavily —

Agent Identity and Privilege Abuse (ASI03) and Agentic Supply Chain Vulnerabilities (ASI04) are among

the risk categories most frequently implicated in documented 2025-2026 incidents, including malicious

MCP servers and credential-based privilege escalation [6].

CSA's own Q2 2026 update tracking of AIUC-1 corroborates this pattern from a different angle. A CSA

Labs research note on the AIUC-1 Q2 2026 refresh found that the update — effective April 15, 2026 —

modified 14 requirements and introduced 23 new controls specifically to close gaps in Model Context

Protocol (MCP) and agent-to-agent (A2A) communication security, areas the original AIUC-1 release

had covered only through traditional API-security requirements [8]. That refresh mandated

authentication, transport encryption, message-integrity validation, and runtime containment for agentic

interfaces, and it split agent identity management from access governance into distinct control domains,

reflecting the same runtime-containment and identity-verification gaps the OWASP crosswalk later
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flagged [8]. Read together, the two documents show AIUC-1 evolving in near-real time to close exactly

the gaps an external risk taxonomy identified, which is a reasonable signal of a maturing standard rather

than a static one, though it also means any organization relying on an AIUC-1 certification snapshot

should confirm which version of the standard was actually audited.

The crosswalk also reinforces a broader pattern security leaders are already managing: agentic AI now

sits at the intersection of at least three different framework families — technical risk taxonomies

(OWASP), insurable control standards (AIUC-1), and assurance registries (CSA STAR) — each with a

different primary audience and a different update cadence. A vendor's AIUC-1 certification, a STAR

Registry listing, and an internal red-team exercise against the OWASP Top 10 are complementary

evidence, not interchangeable ones, and none should be read as certifying that all ten OWASP risk

categories are fully mitigated.

The table below illustrates how AIUC-1's six control pillars relate to the OWASP risk categories the

crosswalk and CSA's own AIUC-1 tracking most directly address, alongside a qualitative read on coverage

strength drawn from the sources above. This is not a substitute for the full crosswalk, but it gives security

teams a starting point for scoping a vendor conversation.

AIUC-1 Pillar
Related OWASP ASI Risk

Category
Coverage Signal

Security ASI02 Tool Misuse &

Exploitation; ASI05

Unexpected Code Execution

Strengthened by the Q2 2026 refresh's MCP

transport and message-integrity requirements

[8]

Accountability ASI03 Agent Identity &

Privilege Abuse

Named as a priority gap area; partially

addressed by the Q2 2026 identity/access-

governance split [1][8]

Reliability ASI01 Agent Goal Hijack;

ASI08 Cascading Failures

Runtime containment flagged as a gap area

requiring further requirements [1]

Security ASI04 Agentic Supply Chain

Vulnerabilities

Elevated to mandatory third-party runtime

monitoring in the Q2 2026 refresh [8]

Safety ASI06 Memory & Context

Poisoning

Schema controls flagged as a gap area in the

crosswalk [1]

Society ASI09 Human-Agent Trust

Exploitation; ASI10 Rogue

Addressed qualitatively through accountability

and societal-impact requirements; not a named
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AIUC-1 Pillar
Related OWASP ASI Risk

Category
Coverage Signal

Agents focus of the current gap analysis [3][4]

The pattern in the table is consistent with the crosswalk's own framing: AIUC-1's security and

accountability pillars have received the most recent reinforcement, largely because MCP and agent-to-

agent communication incidents have made supply chain and identity risks the most visible in the field,

while reliability-focused controls addressing cascading failures and goal hijacking remain comparatively

less mature [1][8].

Recommendations

Immediate Actions

Security and procurement teams evaluating AI agent vendors should ask directly whether a vendor's

AIUC-1 certification has been assessed against the current version of the standard, since the framework

has already been revised at least once in 2026 to close identified gaps [8]. Teams should also request

which OWASP ASI-numbered risk categories a vendor's certification is understood to cover, using the

crosswalk as the reference document, rather than assuming certification implies blanket coverage of the

OWASP Top 10 [1].

Short-Term Mitigations

Organizations that have already adopted the OWASP Top 10 for Agentic Applications as an internal

threat-modeling reference should specifically test the eight gap areas the crosswalk identifies — agent

identity verification, runtime containment, architectural monitoring, supply chain attestation, and

schema controls — during vendor due diligence and internal red-teaming, since these are the areas where

certified controls are least likely to provide full assurance today [1]. Where a vendor holds both a CSA

STAR Registry listing and AIUC-1 certification, teams should treat the combination as complementary

evidence of process maturity, not as a substitute for validating the vendor's handling of the specific ASI

risk categories most relevant to the deployment in question [5].
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Strategic Considerations

As agentic AI assurance standards continue to mature and cross-reference one another, enterprises

should expect the underlying frameworks — OWASP's taxonomy, AIUC-1's control set, and CSA's

assurance registries — to keep shifting to close newly identified gaps, much as AIUC-1's Q2 2026 refresh

did for MCP and agent identity controls [8]. Building internal governance processes that reference

frameworks by version and track crosswalk updates, rather than treating certification as a one-time gate,

will reduce the risk of relying on stale coverage assumptions as both standards evolve.

CSA Resource Alignment

This analysis connects most directly to CSA's own recent work tracking the AIUC-1 standard. The CSA

Labs research note "AIUC-1 Q2 Refresh: MCP Security and Agent Identity Controls" documents the

same identity, runtime-containment, and supply-chain gap areas the OWASP crosswalk later flagged,

and should be read alongside the crosswalk for a fuller picture of how AIUC-1 is evolving to meet

OWASP's risk taxonomy [8]. CSA's integration of AIUC-1 certification into its STAR Registry, announced

in the press release "CSA Extends Leadership into Agentic AI with Addition of AIUC-1 Certification to

STAR Registry," is the mechanism by which this crosswalk becomes operationally relevant to CSA's own

assurance ecosystem, since STAR-listed providers can now carry an AIUC-1 trustmark alongside their

existing controls documentation [5]. For organizations seeking a broader governance-maturity lens on

the OWASP Top 10 for Agentic Applications beyond this specific crosswalk, CSA's "OWASP's Agentic AI

Maturity Model: A CISO Guide" translates OWASP's companion adoption-maturity report into an

enterprise governance framework and maps the same ASI01-ASI10 taxonomy to CSA's MAESTRO

threat-modeling framework and the AI Controls Matrix (AICM) v1.1 [6].
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